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1 Reason for Contribution

Progressing PEM-2 TS.
2 Summary of Contribution

This contribution addresses PEM-2 relationship to XCAP and XDM. Addresses comments received during Nov. 5th CC (compliance to XCAP rather than XDM).
3 Detailed Proposal
Change 1:
5.2 PEM-2 Interface Definition
PEM-2 Interface SHALL be compliant to the IETF XML Configuration Access Protocol (XCAP) specification [RFC 4825]. The policy management operations requests (Client side) and responses (Server side) specify how to apply the [RFC 4825]. The policy management operations defined in PEM-2 only handle entire policies, and they do not define how to handle elements or elements’ attributes within a policy (hence XCAP features referring to node selection are out-of-scope for PEM-2 definition). However, PEM-2 full compliance to [RFC 4825] will allow implementations to support those additional features in implementations.
It is also possible that PEM-2 may be implemented as part of a broader XDM implementation [XDMSPEC], since XDM is also based on [RFC 4825].  However, in order to meet PEM-2 requirements, not all of the currently defined [XDCSPEC] features need to be supported, hence the relationship to XDM is addressed in an informative Appendix. The following sections define the PEM-2 conformance to [RFC 4825].
5.2.1 PEM-2 relationship to XCAP

XCAP defines a protocol that can be used to manipulate XML documents, on a per-principal basis. This section introduces terminology and aspects of XCAP needed to define the PEM-2 interface (see [RFC 4825] for details).

XCAP includes a set of conventions for mapping XML documents and document components into HTTP URIs, rules for how the modification of one resource affects another, data validation constraints, and authorization policies associated with access to those resources and normal HTTP primitives can be used to manipulate the data.
Specific usages of XCAP are referred to as XCAP applications. The Application Usage defines the XML schema for the data used by the application, along with other key pieces of information. XCAP specifies how clients read, write, modify, create, and delete pieces of that data, through operations supported using HTTP/1.1 [RFC 2616].  An XCAP server acts as a repository for collections of XML documents, stored for each XCAP application. Within each application, documents are stored for each user, who can have multiple documents for a particular application. To access some component of one of those documents, XCAP defines an algorithm for constructing a URI that can be used to reference that component (e.g. the document itself, or elements or elements’ attributes within the document). Each document managed via XCAP follows the XCAP document URI (XCAP URI) construction specification, which includes an XCAP Root and a Document Selector, and optionally a Node Selector (see [RFC 4825] for details). An XCAP Root URI identifies the XCAP Root, a Document URI identifies the document, and a Node URI identifies the node (an element or an element’s attribute) within the document. Only XCAP Root URIs and document URIs are relevant for PEM-2. Document Selectors may include a Global Tree and a Users Tree, and a document in the Users Tree may include an XCAP User Identifier (XUI).
Any HTTP resource that follows the naming conventions and validation constraints defined here is called an XCAP resource. Since XCAP resources are also HTTP resources, they can be accessed using HTTP methods. Reading an XCAP resource is accomplished with HTTP GET, creating or modifying one is done with HTTP PUT, and removing one of the resources is done with an HTTP DELETE. POST operations to HTTP URIs representing XCAP resources are not defined.

Each Application Usage is associated with an Application Unique ID (AUID), which uniquely identifies the

Application Usage within the namespace of Application Usages, and is different from AUIDs used by other applications. AUIDs may be registered in an IETF namespace or maybe defined in a vendor-proprietary namespace.
An XCAP Server needs to validate the content of each XCAP resource when an XCAP Client tries to modify one, and XCAP Clients need to know how to construct valid requests. Application Usage is documented in a specification that conveys the following information:

· Application Unique ID (AUID): If the application usage is meant for general use on the Internet, the application usage MUST register the AUID into the IETF tree.
· XML Schema
· Default Document Namespace
· MIME Type
· Validation Constraints
· Data Semantics
· Naming Conventions
· Resource Interdependencies
· Authorization Policies

.
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End of Change 1
Change 2:
2.1 Normative References
	[PEEM RD]
	“Policy Evaluation, Enforcement and Management Requirements”, Open Mobile Alliance, OMA-RD_Policy_Evaluation_Enforcement_Management-V1_0, 
URL: http://www.openmobilealliance.org/release_program/docs/CopyrightClick.asp?pck=RD&file=OMA-RD-Policy_Evaluation_Enforcement_Management-V1_0-20050112-C.pdf

	[PEEM AD]
	“Policy Evaluation, Enforcement and Management Architecture”, Open Mobile Alliance, OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0, 
URL: http://www.openmobilealliance.org/ftp/Public_documents/ARCH/Permanent_documents/OMA-AD-Policy_Evaluation_Enforcement_Management-V1_0_0-20060625-D.zip

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	

	[RFC 2616]
	IETF RFC 2616 “Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding, June 1999, URL: http://www.ietf.org/rfc/rfc2616.txt 

	
	

	[RFC 4825]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg,  IETF RFC 4825, May 2007, URL: http://www.ietf.org/rfc/rfc4825.txt


2.2 Informative References
	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[XDMSPEC]
	“XML Document Management (XDM) Specification”, Open Mobile Alliance, Candidate Version 2.0, 24 July 2007, URL:  http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Core-V2_0-20070724-C

	[RFC2617]
	IETF RFC 2617 "HTTP Authentication: Basic and Digest Access Authentication", Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P., Luotonen, A. and L. Stewart, June 1999, URL: http://www.ietf.org/rfc/rfc2617.txt


End Change 2
Change 3:
3.2 Definitions

	Application Unique ID 
	A unique identifier within the namespace of application unique IDs created by this specification that differentiates XCAP Resources accessed by one application from XCAP resources accessed by another. (Source: [RFC 4825])

	Application Usage
	Detailed information on the interaction of an application with an XCAP server. (Source: [RFC 4825])

	Document Selector
	A sequence of path segments, with each segment being separated by a "/", that identify the XML document within an XCAP Root that is being selected. (Source: [RFC 4825])

	Document URI
	The HTTP URI containing the XCAP Root and Document Selector, resulting in the selection of a specific document. (Source: [RFC 4825])

	Global Document
	A document placed under the Global Tree that applies to all users of that Application Usage.

	Global Tree
	A URI that represents the parent for all Global Documents for a particular Application Usage within a particular XCAP Root. (Source: [RFC 4825])

	HTTP URI
	An HTTP Request-URI as defined by [RFC2616]

	Node Selector
	A sequence of path segments, with each segment being separated by a "/", that identify the XML node (element or attribute) being selected within a document. (Source: [RFC4825])

	Node URI
	The HTTP URI containing the XCAP Root, Document Selector, Node Selector Separator and Node Selector, resulting in the selection of a specific XML node. (Source: [RFC4825])

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources [Derived from [RFC 3060], [RFC 3198] and [RFC 3460]].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is any expression that yields a Boolean value. 

	Policy Enforcement
	The process of executing actions, which may be performed as a consequence of the output of the policy evaluation process or during the policy evaluation process.

	Policy Evaluation
	The process of evaluating the policy conditions and executing the associated policy actions up to the point that the end of the policy is reached.

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. 

	Policy Processing
	Policy evaluation or policy evaluation and enforcement

	Policy Rule
	A combination of a condition and actions to be performed if the condition is true

	Request 
	An articulation of the need to access a resource (e.g. asynchronous events).

	Requestor
	Any entity that issues a request to a resource.

	Resource
	Any component, enabler, function or application that can receive and process requests.

	Users Tree
	A URI that represents the parent for all user documents for a particular Application Usage within a particular XCAP Root.

	XCAP Client
	An HTTP client that understands how to follow the naming and validation constraints defined in this specification. (Source: [RFC 4825]) (“This specification” refers to [RFC 4825])

	XCAP Resource
	An HTTP resource representing an XML document, an element within an XML document, or an attribute of an element within an XML document that follows the naming and validation constraints of XCAP. (Source: [RFC 4825])

	XCAP Root
	A context that includes all of the documents across all Application Usages and users that are managed by a server. (Source: [RFC 4825]) In this specification meaning all documents in all XDMSs accessible via the Aggregation Proxy.

	XCAP Root URI
	An HTTP URI that represents the XCAP Root. Although a valid URI, the XCAP Root URI does not correspond to an actual resource. (Source:[RFC 4825])

	XCAP Server
	An HTTP server that understands how to follow the naming and validation constraints defined in this specification. (Source: [RFC 4825])

	XCAP URI
	An HTTP URI that represents an XCAP Resource.

	XCAP User Identifier 
	The XUI is a string, valid as a path element in an HTTP URI, that is associated with each user served by the XCAP Server. (Source: [RFC 4825])


3.3
Abbreviations

	AUID
	Application Unique Identifier

	HTTP
	Hyper Text Transfer Protocol

	MIME
	Multipurpose Internet Mail Extension

	SCR
	Static Conformance Requirement

	URI
	Uniform Resource Identifier

	
	

	XCAP
	XML Configuration Access Protocol

	XDM
	XML Document Management

	XDMC
	XDM Client

	XDMS
	XDM Server

	XML
	Extensible Markup Language

	XUI
	XCAP User Identifier


End Change 3
Appendix C: XDM compliant implementation implications (informative)

XDM has added specific extensions (e.g. support for Aggregation Proxy, XDM Client notification, a new Application Usage, specific constraints, detailed conflicts reports and specific authorization policies).

PEM-2 is in fact compliant to a subset (profile) of XDM, but such profile has not been clearly defined as part of [XDMSPEC]. However, it is possible that PEM-2 may be implemented as part of a broader XDM implementation. In such a case, with respect to PEM-2, a PEEM management requestor acts as an XDM Client, and PEEM component acts as an XDM Server. PEM-2 definition also needs to consider that, when implemented within a broader XDM implementation, such an implementation may include an XDM Aggregation Proxy, and therefore PEM-2 responses may include errors related to the handling of its requests by an XDM Aggregation Proxy.
C1. Security Procedures

When implemented as part of a complete XDM implementation, authentication and authorization procedures have to be compliant to the provisions in [XDMSPEC], and authorization policies defined in [XDMSPEC] have to be supported.
Authentication between a PEEM management requestor and an entity that handles a PEM-2 request from the PEEM management requestor (e.g. the PEEM component or an XDM Aggregation Proxy) SHALL conform to the authentication specification in [XDMSPEC].

For the authorization of HTTP requests, the PEM-2 SHALL conform to the provisions in [XDMSPEC].

For XCAP Resources, Application Usages MAY define their own authorization policies. In the absence of an Application Usage specific authorization policy, the default SHALL be as indicated in [XDMSPEC].
As part of an XDM implementation, PEEM management requestor (XDM Client) MUST be able to handle any errors that may arrive to an XDM Client, since errors since PEM-2 will in most cases be implemented as part of a broader XDM implementation. That includes errors related to security procedures that may be issued by an Aggregation Proxy deployed between the PEEM management requestor (XDM Client) or by an XDM Server that incorporates the PEEM component. These additional errors are documented in the table below:

	HTTP Error Code
	HTTP Error Description
	Received in response to PEM-2 request
	Error explanation
	Handling by PEEM management requestor (client side)

	401
	Unauthorized
	Any PEM-2 request
	This error may be received at an XDM Client when HTTP Digest mechanism is used for XDM Client authentication against an Aggregation Proxy or XDM Server.
	See Security Procedures in [XDMSPEC] and [RFC 2617] for details.

	403
	Forbidden
	Any PEM-2 request
	This error may be received at an XDM Client after one or more failed responses to a challenge. The interpretation is that the XDM Client failed to get authorized by the XDM Server, per authorization policy defined by the target Application Usage. The exact count of challenges is decided by local policy.

	See Security Procedures in [XDMSPEC] for details.


Table 1: Authentication/Authorization errors issued by an Aggregation Proxy or XDM Server
C2. Common XDM extensions

XDM has added defined extensions to XCAP, including:
· URI lists defined in Shared List XDM Server (XDMS).
· Authorization policies
· XCAP Server Capabilities Application Usage
· Additional detailed conflict reports
· Common (OMA) content types

· Guideline on the use of Global Documents
· XDM Client notification
When implemented as part of a broader XDM implementation, PEEM management requestor and PEEM component implementations MAY need to consider the listed XDM extensions in order to be consistent with the overall implementation and/or provide additional functionality to enhance the use of PEM-2 within a broader implementation.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC to agree to the proposed changes in the Detailed Proposal, and apply them to the PEM-2 TS.
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