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OneAPI Payment REST Definition

Following the ACCESS project request to OMA for the REST requirements, this document defines a possible REST representation of Payment.  The ACCESS project requests OMA to consider this as input to the specification of the REST based interfaces for Payment.

The general requirements for REST APIs are defined in General Requirements for REST, Access Doc 17_027.  It contains generic information that is applicable to all the service REST definition documents.
The Payment REST service is to provide operations for:

- Charging an amount to an end user’s account

- Refunding an amount to an end user’ account

- Reserving a charge for an end user’s account

- Adding/subtracting a charge to/from an existing reservation 

- Charging to a previously made reservation

- Releasing funds left in a previously made reservation to the account from which the reservation was made
Note : in the examples below, the responses are provided as XML. This is purely for illustration purposes. 
1. Charge an amount

This REST method is based on the chargeAmount SOAP method to charge an amount to an end user’s account.  It uses the HTTP POST method.  The following parameters are available for this method:

	Parameter
	Optional
	Description

	endUserId
	No
	Unique identifier for the end user’s account

	description
	No
	Information that appear on the bill

	currency
	Yes
	The currency of the amount

	amount
	Yes
	The amount to be charged

	code
	Yes
	Charging code referencing a contract under which the charge is applied

	referenceCode
	No
	Textual information to uniquely identify the request, for example, in the case of disputes


An example of how this method would be called:

POST /<path>/charge?version=1.0&endUserId=tel:+447990123456&

currency=GBP&amount=1&referenceCode=ABC&

description=Some billing information 

HTTP/1.1 Host: www.example.com


The application would be expected to return a HTTP Status: 204 No Content. 
Note 1: Either currency & amount should be specified or code; if both are specified the exception SVC0007 – Invalid charging information will be thrown. 
Note 2: in the example above we have left endUserId and description unencoded for readability purposes. In reality, it would have to be encoded as 

endUserId=tel%3A%2B447990123456 and description=Some%20billing%20information 

2. Refund an amount

This REST method is based on the refundAmount SOAP method to refund an amount to an end user’s account.  It uses the HTTP POST method.  The following parameters are available for this method:

	Parameter
	Optional
	Description

	endUserId
	No
	Unique identifier for the end user’s account

	description
	No
	Information that appear on the bill

	currency
	Yes
	The currency of the amount

	amount
	Yes
	The amount to be charged

	code
	Yes
	Charging code referencing a contract under which the charge is applied

	referenceCode
	No
	Textual information to uniquely identify the request, for example, in the case of disputes


An example of how this method would be called:

POST /<path>/refund?version=1.0&endUserId=tel:+447990123456&

currency=GBP&amount=1&referenceCode=ABC&

description=Some billing information 

HTTP/1.1 Host: www.example.com


The application would be expected to return a HTTP Status: 204 No Content. 
Note 1: Either currency & amount should be specified or code; if both are specified the exception SVC0007 – Invalid charging information will be thrown. 
Note 2: in the example above we have left endUserId and description unencoded for readability purposes. In reality, it would have to be encoded as 

endUserId=tel%3A%2B447990123456 and description=Some%20billing%20information 

3. Reserve an amount

This REST method is based on the reserveAmount SOAP method to reserve a charge to an end user’s account.  It uses the HTTP POST method.  The following parameters are available for this method:

	Parameter
	Optional
	Description

	endUserId
	No
	Unique identifier for the end user’s account

	description
	No
	Information that appear on the bill

	currency
	Yes
	The currency of the amount

	amount
	Yes
	The amount to be charged

	code
	Yes
	Charging code referencing a contract under which the charge is applied


An example of how this method would be called:

POST /<path>/reserve?version=1.0&endUserId=tel:+447990123456&

currency=GBP&amount=10&

description=Some billing information 

HTTP/1.1 Host: www.example.com


This operation would return a result containing the ID of the reservation just made, for example:

HTTP Status: 201 Created
<ReserveResponse version=”1.0” reservationId=”1234”/>

Note 1: Either currency & amount should be specified or code; if both are specified the exception SVC0007 – Invalid charging information will be thrown. 
Note 2: in the example above we have left endUserId and description unencoded for readability purposes. In reality, it would have to be encoded as 

endUserId=tel%3A%2B447990123456 and description=Some%20billing%20information 

4. Reserve an additional amount

This REST method is based on the reserveAdditionalAmount SOAP method to add/subtract a charge to/from an existing reservation, indicated by the reservation identifier.  It uses the HTTP POST method.  The following parameters are available for this method:

	Parameter
	Optional
	Description

	description
	No
	Information that appear on the bill

	currency
	Yes
	The currency of the amount

	amount
	Yes
	The amount to be charged

	code
	Yes
	Charging code referencing a contract under which the charge is applied


An example of how this method would be called:

POST /<path>/reserve/1234/?version=1.0&

currency=GBP&amount=5&

description=Some billing information 

HTTP/1.1 Host: www.example.com

The application would be expected to return a HTTP Status: 204 No Content. 
Note 1: the reservation identifier returned from the reserveAmount method is used in the path as it is the resource.  Also the key word ‘reserve’ is included in the path to identify this as reserving an additional amount on this resource.
Note 2: Either currency & amount should be specified or code; if both are specified the exception SVC0007 – Invalid charging information will be thrown. 
Note 3: in the example above we have left description unencoded for readability purposes. For example, it would have to be encoded as description=Some%20billing%20information 

5. Charge a reservation

This REST method is based on the chargeReservation SOAP method to charge to an existing reservation, indicated by the reservation identifier.  It uses the HTTP POST method.  The following parameters are available for this method:

	Parameter
	Optional
	Description

	description
	No
	Information that appear on the bill

	currency
	Yes
	The currency of the amount

	amount
	Yes
	The amount to be charged

	code
	Yes
	Charging code referencing a contract under which the charge is applied

	referenceCode
	No
	Textual information to uniquely identify the request, for example, in the case of disputed


An example of how this method would be called:

POST /<path>/reserve/1234/charge?version=1.0&

currency=GBP&amount=6&referenceCode=ABC&

description=Some billing information 

HTTP/1.1 Host: www.example.com

The application would be expected to return a HTTP Status: 204 No Content. 
Note 1: the reservation identifier returned from the reserveAmount method is used in the path as it is the resource.  Also the key word ‘charge is included in the path to identify this as charging against the reservation, i.e. this resource.
Note 2: Either currency & amount should be specified or code; if both are specified the exception SVC0007 – Invalid charging information will be thrown. 
Note 3: in the example above we have left description unencoded for readability purposes. For example, it would have to be encoded as description=Some%20billing%20information 

6. Release a reservation

This REST method is based on the releaseReservation SOAP method to return funds left in a reservation indicated by reservation id to the account from which this reservation was made.  It uses the HTTP DELETE method.  There are no parameters for this method, rather the reservation id is included in the path, see Note 1.

An example of how this method would be called:

DELETE /<path>/reserve/1234/release?version=1.0 

HTTP/1.1 Host: www.example.com

The application would be expected to return a HTTP Status: 204 No Content. 

Note 1: the reservation identifier returned from the reserveAmount method is used in the path as it is the resource.  Also the key word ‘release is included in the path to identify this as release the reservation, i.e. this resource.
7. Exceptions

A ServiceException may be thrown to indicate that a service-related error has occurred as a result of a client invocation on the service.  The following error will be returned in the HTTP response:

HTTP/1.1 500 Internal Server Error

Content-Type: text/xml

<error>Internal platform error occurred</error>

If the operator’s service is unavailable the following error will be returned in the XML response:

HTTP/1.1 502 Bad Gateway

Content-Type: text/xml

<error> Error integrating with the external system </error>

A PolicyException may be thrown to indicate a fault relating to a policy associated with the service. For example, the following will be returned in the HTTP response if a maximum number of requests enforced is exceeded:

HTTP/1.1 402 Forbidden

Content-Type: text/xml

<error> A policy error occurred. Error code is POL-016: Max Requests is enforced and maximum requests has been exceeded.</error>

If a parameter is specified incorrectly or is missing, for example, “desc” instead of “description” when sending a MMS, the following error is thrown:

HTTP/1.1 400 Bad Request

Content-Type: text/xml

<error>Description not present</error>

If authorization credentials are incorrect or not present, the following error is thrown:

HTTP/1.1 401 Unauthorized
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