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1 Reason for Change

This contribution is the TS document Section 5 for the ParlayREST for the Account Management part. This CR is written based on the TS baseline proposed by the input contribution (INP 0012).
- 0017 CR:

- 0017R01 CR:
. to add the response message.

. to add the version parameter in the request and response message 
2 Impact on Backward Compatibility

n.a.
3 Impact on Other Specifications

n.a.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR contribution seeks ARC-REST approval.
6 Detailed Change Proposal

5. Account Management REST Definition

This section defines the REST representation of Account Management.
The Account Management REST service is to provide operations for:

- Getting account balances indicated by the endUserId and endUserPin

- Getting the expiration date of the credit indicated by the endUserId and endUserPin

- Recharging the account indicated by the endUserId and endUserPin using amount

- Recharging the account indicated by the endUserId and endUserPin using voucher

- Getting the transaction history of the account indicated by the endUserId and endUserPin

- Getting balance types indicated by the endUserId and endUserPin

- An asynchronous notification mechanism for account balance change, plus a mechanism to start and stop the notification of account balance change


5.1. XML schema data type definition

- DatedTransaction structure
	Element Name
	Element Type
	Optional
	Description

	transactionDate
	xsd:dateTime
	No
	The date the transaction occurred

	transactionDetails
	xsd:string
	No
	The transaction details


- Balance structure
	Element Name
	Element Type
	Optional
	Description

	balanceType
	xsd:string
	No
	Identifies the type of balance. End user accounts may have one or more balances for different types of usage (e.g Voice, SMS, gaming etc)

	amount
	xsd:decimal
	No
	Amount of balance


- BalanceExpireDetails structure
	Element Name
	Element Type
	Optional
	Description

	balanceType
	xsd:string
	No
	Identifies the type of balance. End user accounts may have one or more balances for different types of usage (e.g Voice, SMS, gaming etc)

	date
	xsd:dateTime
	Yes
	It is the date the identified balance will expire. Do not specify if the balance does not expire


- AccountChangedEvent enumeration
	Enumeration value
	Description

	Charge
	A balance associated with the account is charged

	Recharge
	A balance associated with the account is recharged

	AccountLow
	A balance associated with the account is below the balance threshold


5.2. Account Management REST API

5.2.1. Get account balances
5.2.1.1. Request
This REST method is based on the getBalance SOAP method to get account balances[3GPP 29.199-7]. It MUST use the HTTP GET method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	endUserId
	xsd:anyURI
	No
	Unique identifier for the end user’s account (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies address data items)

	endUserPin
	xsd:string
	Yes
	Contains the end user’s credentials for authorizing access to the account


An example of how this method would be called:

GET /<path>/account/balance?version=1.0&
endUserId=tel:+447990123456&
endUserPin=1234 HTTP/1.1 

Host: www.example.com

Note 1: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the endUserId parameter in the above example would be encoded as endUserId=tel%3A%2B447990123456. It has been left unencoded for readability purposes.
5.2.1.2 Response
This would return a HTTP Status: 200 OK and account balances with the following parameters:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	Balance
	Balance [1..unbounded]
	No
	It is a Balance array that consists of types with a string and a decimal field i.e. the balance type and balance amount respectively


For example:

Http Status: 200 OK

Content-Type: text/xml
<BalanceResponse version=”1.0”>


<Balance balanceType=”sms” amount="100"/>


<Balance balanceType=”mms” amount="100"/>

</BalanceResponse>



5.2.1.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value


. SVC0250 - End user authentication failed
- Policy Exceptions, for example:

. POL0001 - Policy error
5.2.2. Get the expiration date of the credit
5.2.2.1 Request
This REST method is based on the getCreditExpiryDate SOAP method to get the expiration date of the credit[3GPP 29.199-7]. It MUST use the HTTP GET method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	endUserId
	xsd:anyURI
	No
	Unique identifier for the end user’s account (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies address data items)

	endUserPin
	xsd:string
	Yes
	Contains the end user’s credentials for authorizing access to the account


An example of how this method would be called:

GET /<path>/account/creditExpiryDate?version=1.0&

endUserId=tel:+447990123456&endUserPin=1234 HTTP/1.1 

Host: www.example.com

Note 1: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the endUserId parameter in the above example would be encoded as endUserId=tel%3A%2B447990123456. It has been left unencoded for readability purposes.
5.2.2.2 Response
This would return a HTTP Status: 200 OK and the expiration date of the credit with the following parameters:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	ExpirationDate
	BalanceExpireDetails
[1..unbounded]
	No
	It is a BalanceExpireDetails array that consists of types with a string and a date field. i.e. Balance type and date balance will expire respectively


For example:

Http Status: 200 OK

Content-Type: text/xml
<CreditExpiryDateResponse version=”1.0”>


<Expirydate balanceType=”sms” date="Thu, 31 Dec 2009 00:00:00 GMT"/>


<Expirydate balanceType=”mms” date="Thu, 31 Dec 2009 00:00:00 GMT"/>

</CreditExpiryDateResponse>



5.2.2.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value


. SVC0250 - End user authentication failed
- Policy Exceptions, for example:

. POL0001 - Policy error
5.2.3. Recharge the account using amount
5.2.3.1 Request
This REST method is based on the balanceUpdate SOAP method to recharge the account using amount[3GPP 29.199-7]. It MUST use the HTTP PUT method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	endUserId
	xsd:anyURI
	No
	Unique identifier for the end user’s account (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies address data items)

	endUserPin
	xsd:string
	Yes
	Contains the end user’s credentials for authorizing access to the account

	referenceCode
	xsd:string
	No
	Textual information to uniquely identify the request, for example, in the case of disputes

	balanceType
	xsd:string
	No
	Identifies the type of balance to be recharged. An end user’s account may have a balance for each type of usage (e.g. Voice, SMS, Gaming, etc.)

	amount
	xsd:decimal
	No
	Currency amount that should be added to the balance identified in the BalanceType part

	period
	xsd:int
	Yes
	The balance is requested to expire in the number of days indicated by this optional parameter. The operator's policies may overrule this optional parameter. If this optional parameter is not present, the operator's policy on balance expiration is always in effect


An example of how this method would be called:

PUT /<path>/account/balance?version=1.0&
endUserId=tel:+447990123456&
endUserPin=1234&referenceCode=ABC&balanceType=SMS&amount=100&

period=30 HTTP/1.1 

Host: www.example.com

Note 1: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the endUserId parameter in the above example would be encoded as endUserId=tel%3A%2B447990123456. It has been left unencoded for readability purposes.
5.2.3.2 Response
This would return a result indicating whether the operation has been successful; there is no content. For example:
HTTP Status: 204 No Content


5.2.3.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value


. SVC0250 - End user authentication failed
- Policy Exceptions, for example:

. POL0001 - Policy error
5.2.4. Recharge the account using voucher
5.2.4.1 Request
This REST method is based on the voucherUpdate SOAP method to recharge the account using voucher[3GPP 29.199-7]. It MUST use the HTTP PUT method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	Version
	xsd:decimal
	No
	Version of the service

	endUserId
	xsd:anyURI
	No
	Unique identifier for the end user’s account (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies address data items)

	endUserPin
	xsd:string
	Yes
	Contains the end user’s credentials for authorizing access to the account

	referenceCode
	xsd:string
	No
	Textual information to uniquely identify the request, for example, in the case of disputes

	voucherId
	xsd:string
	No
	Unique identifier for the voucher

	voucherPin
	xsd:string
	Yes
	Contains the voucher's credentials for authentication


An example of how this method would be called:

PUT /<path>/account/balance?version=1.0&
endUserId=tel:+447990123456&
endUserPin=1234&referenceCode=ABC&voucherId=ETRI&voucherPin=5678
HTTP/1.1 

Host: www.example.com

Note 1: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the endUserId parameter in the above example would be encoded as endUserId=tel%3A%2B447990123456. It has been left unencoded for readability purposes.
5.2.4.2 Response
This would return a result indicating whether the operation has been successful; there is no content. For example:
HTTP Status: 204 No Content


5.2.4.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value


. SVC0250 - End user authentication failed


. SVC0251 - Unknown voucher
- Policy Exceptions, for example:

. POL0001 - Policy error


. POL0220 - Vouchers not accepted
5.2.5. Get the transaction history of the account
5.2.5.1 Request
This REST method is based on the getHistory SOAP method to get the transaction history of the account[3GPP 29.199-7]. It MUST use the HTTP GET method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	endUserId
	xsd:anyURI
	No
	Unique identifier for the end user’s account (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies address data items)

	endUserPin
	xsd:string
	Yes
	Contains the end user’s credentials for authorizing access to the account

	date
	xsd:string
	Yes
	This optional parameter indicates the desired starting date for the entries to be returned. If this optional parameter is not present, it is up to the discretion of the service to decide this date

	maxEntries
	xsd:int
	Yes
	This optional parameter indicates the maximum number of entries that shall be returned. If this optional parameter is not present, it is up to the discretion of the service to decide how many entries to return


An example of how this method would be called:

GET /<path>/account/history?version=1.0&
endUserId=tel:+447990123456&
endUserPin=1234&date=07Aug2009&maxEntries=100 HTTP/1.1 

Host: www.example.com

Note 1: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the endUserId parameter in the above example would be encoded as endUserId=tel%3A%2B447990123456. It has been left unencoded for readability purposes.
5.2.5.2 Response
This would return a HTTP Status: 200 OK and the transaction history of the account with the following parameters:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	History
	DatedTransaction
[0..unbounded]
	Yes
	It is a DatedTransaction array that consists of types with a date field and a string field: i.e. the date of the occurrence and the transaction details, respectively


For example:

Http Status: 200 OK

Content-Type: text/xml
<HistoryResponse version=”1.0”>


<History transactionDate="Fri, 07 Aug 2009 08:12:31 GMT" transactionDetails="Charge $1,000"/>


<History transactionDate="Fri, 07 Aug 2009 08:12:31 GMT" transactionDetails="Recharge $1,000"/>

</HistoryResponse>



5.2.5.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value
- Policy Exceptions, for example:

. POL0001 - Policy error
5.2.6. Get balance types
5.2.6.1 Request
This REST method is based on the getBalanceTypes SOAP method to get balance types[3GPP 29.199-7]. It MUST use the HTTP GET method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	endUserId
	xsd:anyURI
	No
	Unique identifier for the end user’s account (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies address data items)

	endUserPin
	xsd:string
	Yes
	Contains the end user’s credentials for authorizing access to the account


An example of how this method would be called:

GET /<path>/account/balanceTypes?version=1.0&

endUserId=tel:+447990123456&endUserPin=1234 HTTP/1.1 

Host: www.example.com

Note 1: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the endUserId parameter in the above example would be encoded as endUserId=tel%3A%2B447990123456. It has been left unencoded for readability purposes.
5.2.6.2 Response
This would return a HTTP Status: 200 OK and balance types with the following parameters:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	balanceType
	xsd:string

[1..unbounded]
	No
	Identifies all the balance types that are permitted for this end user ‘s account. An end user’s account may have one or more balances for different types of usage (e.g Voice, SMS, gaming etc)


For example:

Http Status: 200 OK

Content-Type: text/xml
<BalanceTypesResponse version=”1.0”

balanceType=”sms” balanceType=”mms”/>



5.2.6.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value


. SVC0250 - End user authentication failed
- Policy Exceptions, for example:

. POL0001 - Policy error
5.2.7. Notify account balance changes

This REST method is based on the startNotification, accountCharged, accountRecharged, accountLow, and endNotification SOAP methods to enable the application to start a notification session, listen for notifications of account balance changes, and then stop the session[3GPP 29.199-7].

5.2.7.1 StartNotification
5.2.7.1.1 Request
This REST method is used by the application to start the notification of account change. It MUST use the HTTP POST method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	notifyURL
	xsd:anyURI
	No
	Notification endpoint definition

	correlator
	xsd:string
	No
	Allows the application to correlate the notification

	endUserId
	xsd:anyURI
	No
	Unique identifier for the end user’s account (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies address data items)

	criteria
	AccountChangedEvent
[0..unbounded]
	Yes
	List of account changed event values for which to generate notifications. If not present, notifications are enabled for all events

	balanceTypes
	xsd:string
[0..unbounded]
	Yes
	Identifies the types of balance for which to generate notifications. If not present, notifications are enabled for each balance associated with the end user account


Examples of how this method would be called:

POST /<path>/account/notification?version=1.0&

endUserId=tel:+447990123456&criteria=Charge&balanceTypes=SMS&

notifyURL=http://myapp.developer.com/accountcharged&

correlator=123456 HTTP/1.1 

Host: www.example.com

POST /<path>/account/notification?version=1.0&

endUserId=tel:+447990123456&criteria=Recharge&balanceTypes=SMS&

notifyURL=http://myapp.developer.com/accountrecharged&

correlator=123456 HTTP/1.1 

Host: www.example.com

POST /<path>/account/notification?version=1.0&

endUserId=tel:+447990123456&criteria=AccountLow&balanceTypes=SMS&

notifyURL=http://myapp.developer.com/accountlow&

correlator=123456 HTTP/1.1 

Host: www.example.com

Note 1: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the endUserId parameter in the above example would be encoded as endUserId=tel%3A%2B447990123456. It has been left unencoded for readability purposes.
Note 2: as specified in [PARLAYRESTTS] all parameters MUST be URL encoded, therefore the notifyURL parameter in the above example would be encoded notifyURL=http%3A%2F%2Fmyapp.developer.com%2Faccountcharged, notifyURL=http%3A%2F%2Fmyapp.developer.com%2Faccountrecharged, and notifyURL=http%3A%2F%2Fmyapp.developer.com%2Faccountlow.  They have been left unencoded for readability purposes.
5.2.7.1.2 Response
This would return a result indicating whether the operation has been successful; there is no content. For example:

HTTP Status: 204 No Content






5.2.7.1.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value


. SVC0005 - Duplicate correlator


. SVC0250 - End user authentication failed
- Policy Exceptions, for example:

. POL0001 - Policy error
5.2.7.2 AccountCharged
5.2.7.2.1 Request
This REST method notifies the application when an account balance is charged. It MUST use the HTTP POST method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	correlator
	xsd:string
	No
	Provided in the start notification request

	amount
	xsd:decimal
	No
	The currency amount of the charge

	balanceType
	xsd:string
	No
	The balance type that was charged


An example of how this method would be called:

POST /accountcharged?version=1.0&
correlator=123456&
amount=100&balanceType=SMS HTTP/1.1 

Host: myapp.developer.com

5.2.7.2.2 Response
This would return a result indicating whether the operation has been successful; there is no content. For example:
HTTP Status: 204 No Content
5.2.7.2.3 Referenced Exceptions
- Service Exceptions, for example:


. None
- Policy Exceptions, for example:

. None
5.2.7.3 AccountRecharged
5.2.7.3.1 Request
This REST method notifies the application when an account balance is recharged. It MUST use the HTTP POST method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	correlator
	xsd:string
	No
	Provided in the start notification request

	amount
	xsd:decimal
	No
	The currency amount of the charge

	balanceType
	xsd:string
	No
	The balance type that was charged


An example of how this method would be called:

POST /accountrecharged?version=1.0&
correlator=123456&
amount=100&balanceType=SMS HTTP/1.1 

Host: myapp.developer.com

5.2.7.3.2 Response
This would return a result indicating whether the operation has been successful; there is no content. For example:
HTTP Status: 204 No Content
5.2.7.3.3 Referenced Exceptions
- Service Exceptions, for example:


. None
- Policy Exceptions, for example:

. None
5.2.7.4 AccountLow
5.2.7.4.1 Request
This REST method notifies the application when an account balance falls below the low balance threshold. It MUST use the HTTP POST method. The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	correlator
	xsd:string
	No
	Provided in the start notification request

	Balance
	Balance
[1..unbounded]
	No
	It is a set of Balance records, where each record specifies an account balance type and the associated currency amount



An example of how this method would be called and:

POST /accountlow?version=1.0&
correlator=123456 HTTP/1.1 

Host: myapp.developer.com

Content-Type: text/xml

<AccountLowNotification version=”1.0”>

<Accountlow balanceType=”sms” amount="100"/>

<Accountlow balanceType=”mms” amount="100"/>

</AccountLowNotification>

5.2.7.4.2 Response
This would return a result indicating whether the operation has been successful; there is no content. For example:
HTTP Status: 204 No Content.

5.2.7.4.3 Referenced Exceptions
- Service Exceptions, for example:


. None
- Policy Exceptions, for example:

. None
5.2.7.5 EndNotification
5.2.7.5.1 Request
This REST method is used by the application to stop the notifications. It MUST use the HTTP DELETE method.  The following parameters MUST be used:
	Parameter
	Type
	Optional
	Description

	version
	xsd:decimal
	No
	Version of the service

	correlator
	xsd:string
	No
	Of the request to end


An example of how this method would be called:

DELETE /<path>/account/notification?version=1.0&
correlator=123456 HTTP/1.1 

Host: www.example.com

5.2.7.5.2 Response
This would return a result indicating whether the operation has been successful; there is no content. For example:

HTTP Status: 204 No Content

5.2.7.5.3 Referenced Exceptions
- Service Exceptions, for example:


. SVC0001 - Service error


. SVC0002 - Invalid input value
- Policy Exceptions, for example:

. POL0001 - Policy error
5.3. Exceptions

- Common Exceptions (OMA-TS-ParlayREST_Common-V1_0-20090525-D specifies common fault definitions)

. SVC0001: Service error

. SVC0002: Invalid input value

. SVC0005: Duplicate correlator

. POL0001: Policy error

- Account management exceptions

A ServiceException may be thrown to indicate that a service-related error has occurred as a result of a client invocation on the service. The following error will be returned in the HTTP response:

. SVC0250: End user authentication failed

HTTP/1.1 401 Unauthorized

Content-Type: text/xml

<error> A service error occurred. Error code is SVC-250: End user authentication failed </error>

. SVC0251: Unknown voucher

HTTP/1.1 401 Unauthorized

Content-Type: text/xml

<error> A service error occurred. Error code is SVC-251: Voucher Id is not valid </error>

A PolicyException may be thrown to indicate a fault relating to a policy associated with the service. The following error will be returned in the HTTP response:

. POL0220: Vouchers not accepted

HTTP/1.1 403 Forbidden

Content-Type: text/xml

<error> A policy error occurred. Error code is POL-220: Vouchers not accepted. </error>
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