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1 Reason for Change

This document proposes some amendments and additions to the White Paper Guidelines for Parlay REST API specifications
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavors to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR recommends ARC REST AHG to approve the suggested additions and amendments.
6 Detailed Change Proposal

Change 1:  Baseline reference of REST
(Rationale for change: to provide the reader with our understanding of ‘RESTful principles’. The text below is a suggestion) 
4   Introduction
The REST (Representational State Transfer) architecture was defined in 2000 by Dr Roy Fielding [1]. The key principles of REST are that clients and servers (typically in an HTTP system) interact via requests and responses. These requests/responses transfer representations of a resource; which is identified and addressed by a Uniform Resource Identifier (URI). REST promotes the use of HTTP verbs (GET, POST, PUT, and DELETE) to allow the client to query the current state of the resource, or to change it. By reusing these verbs, as well as HTTP principles of authentication, caching and content negotiation; it is possible to build relatively simple APIs based on existing Web standards [2].
[1] Architectural Styles and the Design of Network-based Software Architectures , Roy Fielding, 2000

[2] HTTP/1.1, RFC 2616, www.ietf.org/rfc/rfc2616.tx
Change 2: 
REST constraints and guidelines
5.4 Content type…
(Rationale for change: to avoid reinventing the wheel and overloading the API, we should recommend that the HTTP standard for content-negotiation be used as the means to request a particular response type. This also aligns with the use of the standard 405 response code to indicate that the requested response type is not available)

In line with RESTful principles, the Parlay REST APIs return a representation of a resource rather than the resource itself. Content negotiation allows the client to request that the representation be of a particular content type (aka MIME-type
The previous requirement that ‘response content type is determined by request content type/querystring parameters, and not content negotiation’ broaches existing HTTP standards and principles, and should be explicitly rejected.
).
a. Request content types: The APIs must support XML and JSON content types at a minimum for GET methods. For POST methods,  application/x-www-form-urlencoded must additionally be supported.
b. Response content types: The APIs must support XML and JSON content type responses at a minimum.

c. The APIs must support Content negotiation as per the HTTP standard. Specifically:
d. When invoking the API the client should include the ‘Accept’ request header. The client shall provide the primary content type choice, and optionally any substitute content types, in this Accept header.
e. If the server does not support the content type choice listed as priority in the Accept header, it will attempt to return the next preferred choice if provided.
f. If the client does not provide an Accept header then the API should reflect the content type of the request. For example a request with an XML body but no Accept header will return an XML response.
g. If the server cannot return any of the content types listed in the Accept header, nor reflect the request content type, it will return a 406 response code as per RFC 2616 (http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html)
Change 3: 
Sensitive information
(Rationale for change: additional consideration to supplement existing text)
Authentication credentials such as API key, sender address, target address, username and password should not be passed as name value pairs in a querystring, nor form part of the URI path. As well as broaching the RESTful principle (addressing a resource by its URI, not a variant of that URI) there is an increased risk of authentication details being exposed across various internet hops if they appear in a URI. Hence such sensitive data should be passed in the message body or request headers.
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