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1 Reason for Change

This document proposes content for Security/Protection of sensitive data and API authentication/authorization approach in the Common TS.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR recommends ARC REST AHG to approve the proposed content for an informative Appendix in the Common TS.
6 Detailed Change Proposal

Change 1:  Security section
Appendix A. Security considerations for ParlayREST

(Informative)
This section proposes a common approach for all ParlayREST APIs in handling authorization and protection of sensitive data.

API implementations may have to meet different security requirements and should be able to choose desired level of protection. Therefore API interface design needs to ensure possibility to implement such protection in the most efficient (performance, cost) and convenient for the application way. RESTful architecture style and reliance on the HTTP protocol make it possible to utilize generic and API agnostic components for functions such as security, policy enforcement, load balancing, etc. However, depending on desired level of security, for example, a certain degree of coordination may be required between API implementation and the security proxy gateway that would usually be typically deployed in front of the API server.
In this proposal we assume the following:

1) ParlayREST APIs are resource centric
2) Resources could be identified using short term (e.g. inbound SMS message) or long term (e.g. phone number) URIs.

3) The Application needs to be authorized to access resource and specific CRUD (create/read/update/delete) operations that can be performed on that resource.
4) Due to the strict performance and availability requirements - every request from the application needs to carry all necessary authorization data (the server may have difficulty caching session security data)

5) Long lasting URIs are posing potential security threat and may need to be protected for some implementations. Mainly because they are more likely (as compared to request/reply payloads) to be stored by the application or intermediaries for debugging or audit/log reasons (even if secure channel like HTTPS is used).  
Following API usage scenarios where identified: 
1) Application (server) -> Security gateway -> API implementation -> Enabler

2) Application (end-user device) -> Security gateway -> API Implementation -> Enabler

3) Application (server) = (web page)-> Browser on end-user device -> Security gateway -> API implementation  -> Enabler

4) Application (end-user device) -> Application server -> Security gateway -> API Implementation -> Enabler

5) Browser (end-user device) -> Application server -> Security gateway -> API Implementation -> Enabler

6) Enabler -> API implementation -> Security gateway -> Application server

7) Enabler -> API implementation -> Security gateway -> Application server -> Application (end-user device)
8) Enabler -> API implementation -> Security gateway -> Application (end-user device)
9) Enabler -> API implementation -> Security gateway -> Browser (end-user device)
10) Enabler -> API implementation -> Security gateway -> Application server -> Browser (end-user device)
Depending on the API and usage scenario different forms of authentication, authorization and data protection may be required.
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