Doc# OMA-ARC-REST-2010-0063-INP_Closing_proposal_for_echoing_issue.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-ARC-REST-2010-0063-INP_Closing_proposal_for_echoing_issue.doc
Input Contribution



Input Contribution

	Title:
	Proposal for closing the “correlator” issue
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC REST

	Submission Date:
	12 Feb 2010

	Source:
	Uwe Rauschenbach, Nokia Siemens Networks, uwe.rauschenbach@nsn.com
Michael Brenner, Alcatel-Lucent, michael.brenner@alcatel-lucent.com 

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

There are many review comments that point out that the use of the “correlator” field in resource-creating requests is ill-specified. This issue consist of two parts:

1) use of “correlator” in subscription to notifications

2) use of “correlator” in the generation of resource identifiers and for error recovery upon client-requested resource creation

This INP suggests a way forward to close comments B015, B016, B020, B046, C014, C015, C016, C030, C042, E007, E010, K017, K018. The actual closure of the comments may be done when the according CRs are available.
2 Summary of Contribution

Issue (1) could be closed in Sorrento. A proposal closing issue (2) is suggested in this contribution. The implementation using CRs will follow after agreement of this proposal.
3 Detailed Proposal

This contribution proposes a way forward for the „correlator“ issue.

The problem in the current version of the TS ist hat the use of the correlator id ill-specified. Further, during the creation of a resource as requested by a client,  there is a mix of server actions and client actions in the creation of the identifier (e.g. „subscriptionId“) of such resource. 

The suggested mechanism allows for repeating creation requests to recover from communication failures during resource creation, and to provide a means for the creating client to „tag“ the resource. 

Cornerstones of the proposed mechanism:
· We will include an OPTIONAL field "clientCorrelator" into the resource representation of resources that may be created on client initiative

· For the client, it will be OPTIONAL to supply this field in requests that lead to creation of a resource .

· In case the client does supply this field, we RECOMMEND using strong generation (informative reference UUID), and MANDATE not to re-use a clientCorrelator value in a different request unless it is a retry.

· The server is REQUIRED to keep the field unchanged in the resource representation in case the client supplied it. The server MUST NOT alter the content of this field, and MUST NOT create this field if not supplied by the client 
· The server is NOT REQUIRED to use the clientCorrelator value in any form in the creation of the URL of the resource (however, it is also not forbidden of course). I.e. it is not safe for the client to guess a particular URL based on the clientCorrelator submitted

· we will remove other Server generated "short IDs" (like subscriptionID) from data structures in all cases where those were generated as a Server-side equivalent of the clientCorrelator, and only keep them in exceptional cases (e.g. the messageId generated by the Server for an InboundMessage).

· a resource that has clientCorrelator has only one "true" identifier: the resourceURL. The OPTIONAL clientCorrelator field can be used by the client for internal correlation purposes (as a side note: structures of server-generated resources usually have a mandatory server-generated ID field)

Resilience
We suggest to specify the mechanism how the server has to react on resource creation, to support resilience in case of communication errors. Note that if a client requests resource creation, communication may break down during request/response pair. In such case, the server may have created the resource but failed to inform tha client about that, or may have not created the resource. To recover from such error tagging of creation request with a correlator can be used.

Here's a proposal to specify such mechanism. It still needs some surrounding text in a CR. It is foreseen to specify this in TS Common.
The client MAY include in the resource representation of the resource creation request the "clientCorrelator" field which uniquely maps to the resource to be created. Note that this allows the client to retry a resource-creating request for which it did not receive an answer due to communication failure, and prevents the duplicate creation of resources on the server side in case of such retry.

Note that depending on the deployment (e.g. Network Address Translation, Proxies), the server might or might not be able to distinguish between different clients.

It is therefore RECOMMENDED that the client generates the value of the clientCorrelator value in such a way that collisions (i.e. two unrelated requests use the same requestId value) are impossible or at least highly improbably. The way this is out of scope of this specification, however, it is pointed out that for example UUID [RFC4122] provides a way to implement such a scheme. <TODO: Add informative reference>
In case the server receives a clientCorrelator value in a resource-creating request, it SHALL do the following:

· in case the request contains an invalid clientCorrelator value, the server SHALL respond with exception <To be defined>
· in case the request contains a clientCorrelator value that has not been used yet to create a resource, the server SHALL create the resource and respond with "201 Created".

· in case the request contains a clientCorrelator value that has already been used to create a resource, the server MAY perform additional comparisons of the resource content with selected values of the data fields in the request using an algorithm that is out of scope of this specification. This comparison can also take into account information about which fields are changeable / have been changed by the server since resource creation time. Such comparison can reveal whether it is plausible that the request is really a repetition of an earlier request by that client. Depending on the outcome of this comparison:
· in case this is a valid repeated attempt by the same client to create the resource, the server SHALL respond with "200 OK", and SHALL either return a representation of the resource, or a resourceReference.

· otherwise, it SHALL respond with "409 Conflict", and return an empty body. In such case, the client MAY retry the request using a new clientCorrelator value

The clientCorrelator field in Data Structures
The following spec text is proposed for the clientCorrelator field in data structures. To be inserted into any data structure that is a representation of the resource which can be created by a client.
	Element
	Type
	Optional
	Description

	clientCorrelator   
	xsd:string
	Yes
	A correlator that the client MAY use to tag this particular resource representation during a request to create a resource on the server. In case the field is present, the server SHALL not alter its value, and SHALL provide it as part of the representation of this resource. In case the field is not present, the server SHALL NOT generate it.

 


Note that the clientCorrelator is used for purposes of error recovery as specified in section xyz of [TS_Common], and internal client purposes. The server is NOT REQUIRED to use the clientCorrelator value in any form in the creation of the URL of the resource. Section xyz of [TS_Common] provides a recommendation regarding the generation of the value of this field.
Next steps 
1) Create a section in TS Common that deals with Resource Creation and describe the properties of clientCorrelator and the Resilience mechanism above (follow-up CR)
2) Go through all TSs and fix them by CRs. Make sure examples include both variants (with / without clientCorrelator field)
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to agree the proposal, such that CRs can be created to implement the suggested principles.
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