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1 Reason for Change
This CR aims to define Content ID Certificate that can be used in the case of offline identification.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and agree with the proposed change.
6 Detailed Change Proposal

Change 1:  Add section 5.6 for definition of Content ID Certificate 
5.4 Offline identification

…. …
Offline Identification MAY also use different identification mechanisms (Section 5.2) determined by the application. 

The registration information is usually acquired in the form of Content ID Certificate. Before the certificate is used, the Identification Client SHALL first verify it, including verifying the validity of the CIM’s signing, the validity of date/time. For the definition of Content ID Certificate, please see Section 5.6.
5.5 Identification by collaboration between CIMs

………
5.6 Content ID Certificate

The following ASN.1 data type can be used to represent Content ID Certificate:

Certificate  ::=  SIGNED { ContentIDCertificate }

ContentIDCertificate ::= SEQUENCE {
version



Version DEFAULT v1,
certificateSerialNumber  

CertificateSerialNumber 

contentID



ContentIdentifier,

signature




AlgorithmIdentifier{{SupportedAlgorithms}},


issuer




Name,


validity




Validity OPTIONAL,


appType




AppType OPTIONAL,


ContentFingerPrintInfo


ContentFingerPrintInfo,


extensions



Extensions OPTIONAL
}
Version  ::=  INTEGER { v1(0)}
CertificateSerialNumber  ::=  INTEGER

ContentIdentifier  ::=  PrintableString
AppType  ::= INTEGER
AlgorithmIdentifier{ALGORITHM:SupportedAlgorithms}  ::=  SEQUENCE {


algorithm


ALGORITHM.&id ({SupportedAlgorithms}),


parameters


ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }
SupportedAlgorithms  ALGORITHM  ::=  { ... }

Validity  ::=  SEQUENCE {


notBefore

Time,


notAfter

Time }

ContentFingerPrintInfo  ::=  SEQUENCE {


algorithm


AlgorithmIdentifier{{SupportedAlgorithms}},


ContentFingerPrint   
BIT STRING }

Time  ::=  CHOICE {

utcTime 


UTCTime,


generalizedTime

GeneralizedTime }

Extensions ::= SEQUENCE OF Extension

Extension ::= SEQUENCE {


metadata

PrintableString
}
version is the version of the encoded content ID certificate. 

serialNumber is an integer assigned by the CIM to each certificate. The value of serialNumber shall be unique for each certificate issued by a given CIM (i.e., the issuer name and serial number identify a unique certificate). 

signature contains the algorithm identifier for the algorithm and hash function used by the CIM in signing the certificate (e.g., md5WithRSAEncryption, sha-1WithRSAEncryption, id-dsa-with-sha1, etc.)
issuer identifies the entity that has signed and issued the content ID certificate.

validity is the time interval during which the CIM warrants that it will maintain information about the status of the content ID certificate. 
AppType is the type of the application scenario where the content should be managed,
contentFingerPrintInfo is used to carry the content fingerprint being certified and to identify the algorithm by which this content fingerprint is extracted.
Extension, can contain the metadata needed for the AppType
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