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1 Reason for Change

This CR provides text to describe SCIDM operations in Section 6.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and agree with the proposed change.
6 Detailed Change Proposal

Change 1:  Add the following text to Section 6
6.  SCIDM Operations
6.1 SCIDM Client Operations

The SCIDM Registration Client is out of the scope of the SCIDM Enabler.  Only operations of the Identification Client are defined in this section.

6.1.1 Content Identification and Query
Upon receiving an identification request for a content item from the application, the Identification Client SHALL select an appropriate identification mechanism (Section 5.2), mainly according to the load of the Identification Client and the security level demanded by the application. Then, the Identification Client SHALL collect the information needed for the selected mechanism. For information needed by each identification mechanism please refer to Section 5.2.
If the selected identification mechanism is ByFingerprint, the Identification Client MAY extract the Content Fingerprint from the content item. The Identification Client SHALL select the corresponding fingerprint algorithm appropriate for different content types and different application scenarios. The appropriate algorithm for different content type and different application scenario SHOULD be preconfigured in the Identification Client. If no algorithm is preconfigured in the Identification Client, the Identification Client SHALL package the content itself in the ContentIdentRequest message (Section 7.1.2.1). 
If the content contains multi-part, i.e., is compound, the Identification Client SHALL select appropriate identification mechanism for each member object individually and collect the information of each one. 

According to local policy, the Identification Client MAY first do offline identification before online identification. Based on the selected mechanism and other relevant information, the Identification Client searches for matched registration information locally. The Identification Client SHOULD take sufficiently strong measure to prevent the locally stored registration information from being tampered. The integrity of the locally stored registration information SHOULD be verified based on the signature of the CIM from which the information is acquired.
The identification of each part of a compound content can be done separately. For example, the Identification Client MAY perform offline identification on some parts and  online identification on other parts; it MAY also perform identification on some parts and ignore other parts.
If the Identification Client needs to contact the CIM for identification, it initiates the Online Identification and Query transaction [Section 7.1.2.1]. The Identification Client SHALL clearly understand if it wants the content ID or the Content Metadata and set the parameter RequestType correspondingly in the ContentIdentRequest [Section 7.1.2.1.1]. This is specific to application scenario and MAY be preconfigured.
The Identification Client MAY set the time limitation used to accomplish the identification task in the ContentIdentRequest [Section 7.1.2.1] according to the application scenario and pre-configuration. 

According to pre-configuration, The Identification Client MAY request the CIM to return the registration information of the content for later offline identification. The Identification Client sets the parameter RequestSync of the ContentIdentRequest as defined in Section 7.1.2.1.
Upon receiving the ContentIdentResponse from the CIM, the Identification Client SHALL validate the parameters of the message as defined in Section 7.
If the identificationfails and recommendation of the identification mechanism to be used that has higher probability to succeed is presented by the CIM, the Identification Client SHOULD initiate another Online Identification and Query transaction based on the recommendation. If no recommendation is presented, the client SHOULD decide by itself whether to choose another mechanism according to its load, the security level of the failed mechanism and the pre-configuration.
If the CIM returns the registration information in the ContentIdentResponse, the Identification Client SHALL verify the information based on the signature of the CIM and store it in a secure region locally.
6.1.2 Registration Information Synchronization
Based on the application specific policy, the Identification Client MAY need to initiate the synchronization process. The synchronization transaction is defined in Section 7.1.3.1. The Identification Client SHALL set the parameter Initiator to be the Identification Client and clearly inform the CIM what information it needs, as defined in Section 7.1.3.1.
Upon receiving the synchronization notification from the CIM, the Identification Client SHALL issue a request as defined in Section 7.1.3.2. The Identification Client SHALL set the parameter Initiator to be the server.
Upon receiving the returned registration information from the CIM, the Identification Client SHALL verify the information based on the signature of the CIM and store it in a secure region locally.
6.2 SCIDM Server Operations
6.2.1 Content Registration
Upon receiving the content registration request, the CIM SHALL first authenticate the Registration Client. Then the CIM SHALL extract the Content Fingerprint either directly from the request message or from the content embedded in the request message, and search  locally to ensure that no duplicated registered content exists in the CIM. The fingerprint algorithm SHALL be selected based on the registration purpose and the content type. The search SHOULD be based on the extracted Content Fingerprint. If authentication of the Registration Client is successfully and no duplicated content is found, the CIM SHALL verify the trustworthiness of the submitted content metadata as described in [SCIDM-AD].
The CIM then SHALL allocate a globally unique ID for the content item. The ID format is defined in Section 7. The CIM SHOULD create a Content ID Certificate for the registered content. The Content ID Certificate is defined in Section 7.

If the content is compound, the CIM SHALL split it into individual objects and extract the Content Fingerprint of each object. The CIM SHOULD allocate one ID and create a certificate for the whole content and the certificate contains the Content Fingerprints of every member object.
Finally the CIM SHALL return a response to the Registration Client. If the registration succeeds, the CIM SHOULD return the Content ID Certificate to the Registration Client.
6.2.2 Online Identification and Query
Upon receiving content identification and query request (Section 7.1.2.1) from the Identification Client, the CIM SHALL first authenticate the Identification Client. If the authentication succeeds, the CIM SHALL validate the parameters of the message as defined in Section 7.

If the identification and query request only specifies one identification mechanism, the CIM SHALL perform the identification based on the specified mechanism. If the request specifies more than one mechanisms, the CIM SHALL  try the mechanisms from simple to complex (as described in Section 5.2). If the identification succeeds with one mechanism, then the CIM SHALL NOT try more complex mechanisms. If the identification fails by all the mechanisms and the ByFingerprint (Section 5.2) mechanism is not specified in the request, the CIM MAY recommend (Section 7.1.2.1.1) some mechanism that has higher probability to succeed in the response to the Identification Client.

If the identification and query request does not specify any identification mechanism, but only contain the content itself, the CIM SHALL use the ByFingerprint mechanism to perform the identification and select the appropriate fingerprint algorithm according to the application type and content type presented by the request. 

If the content to be identified is compound, the CIM SHALL split it into individual objects, and select a fingerprint algorithm for each object based on its content type.

If a matched content is found, the CIM SHALL return the content ID to the Identification Client if the request type is Online Identification and return the requested content metadata if the request type is Online Query. If no matched content is found, the CIM SHALL respond to the Identification Client with a failure message with the corresponding error code defined in Section 11.
If matched content is found and the match is partial, the CIM SHOULD return the match information between the presented content from the request and the registered content in the CIM, which MAY include the position at which the piece is in the content, and the matched percentage (Section 7.1.2.1).

If the parameter RequestSync of the request is set (Section 7.1.2.1) and matched content is found, the CIM SHALL validate whether the registration information is allowed to be sent to the Identification Client which MAY be determined based on the policy of the CIM or the permission of the registrant which is out of the scope of the SCIDM Enabler. If allowed, the CIM SHALL populate it in the response (Section 7.1.2.1).
If the time limitation is set in the identification and query request, the CIM SHOULD return a response within the required time period. If no result is obtained in time, the CIM SHALL give up the identification since the Identification Client has treated the request as a failure.
6.2.3 Registration Information Synchronization
Based on the policy, the CIM MAY initiate the registration information synchronization. The CIM SHALL send a notification when some synchronization is needed and set the parameter SessionID in the notification (Section 7.1.3.1.1) which identifies what registration information the CIM would synchronize to the Identification Client.

Upon receiving a registration information synchronization request (Section 7.1.3.1) from the Identification Client, the CIM SHALL first authenticate the Identification Client. 
If the authentication succeeds, the CIM SHALL  determine whether the initiator of the request is the Identification Client or the CIM. If the Identification Client intiates the request, the CIM SHALL retrieve the registration information specified by the request (Section 7.1.3.1.1) and validate whether the registration information is allowed to be sent to the Identification Client. If yes, the CIM SHALL return them to the Identification Client with a response (Section 7.1.3.1.1).

If the initiator is the CIM, the CIM SHALL retrieve the registration information based on the parameter SessionID (Section 7.1.3.1.1) in the request and return them to the Identification Client.
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