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1. Scope
(Informative)

This document describes the architecture of the SCIDM Enabler. The architecture is based on the requirements and the use cases included in SCIDM Requirements document [SCIDM-RD] and described at high level as believed to be significant from the architectural point of view.
2. References

The policy and guidelines for references, particularly to material from other organizations, is available at http://member.openmobilealliance.org/ftp/tp/gen_info/Reference.shtml, the following is a brief summary:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for reference use in documents that will be approved with or after a referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[SCIDM-RD]
	“Secure Content Identification Mechanism Requirements”, Open Mobile Alliance™, OMA-RD-SCIDM-V1_0, URL:http://www.openmobilealliance.org/ 

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	[OMA-SEC_CF]
	“Application Layer Security Common Functions”, Open Mobile Alliance™, OMA-ERP-SEC_CF-V1_0-20080902-A, URL:http://www.openmobilealliance.org/

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT >>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3 Abbreviations

	ID
	IDentity

	OMA
	Open Mobile Alliance

	SCIDM
	Secure Content IDentification Mechanism

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction
(Informative)

Today, mobile content spreads all over the mobile service world.  How to securely and efficiently identify a mobile digital content is becoming a more and more important issue, and is expected to have potential impact on the successful deployment of mobile services. Secure content identification makes managing intellectual property in a networked environment much easier and more convenient, and allows the construction of automated services and transactions. With the recent development of Web2.0, secure identification of user generated content becomes an important concern as well. The potential applications of secure content identification include charging, content search/management, automatic content monitoring for copyright verification and usage statistics, content filtering/blocking,  content tracing,  selective recording/playback, remote triggering of ads in broadcast chains, etc.  
Secure identification and authentication of digital content would allow secure interactions between content and all other entities (e.g. Content Provider, content distributor, service provider, operator, enabler, end user) in the mobile service environment, resulting in a more trustworthy and efficient service/transaction environment. This will greatly benefit all parties involved.  
The SCIDM Enabler provides a basic service: a standardized trusted content ID (which is a more efficient, and secure (trusted) representation of the content than simply a content name). Specific applications/services can take advantage of SCIDM to offer a more efficient and trustworthy service.
The objective of this document is to describe the architecture for Secure Content Identification Mechanism Enabler.

4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial enabler or reference release version described in this AD.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality.  

DELETE THIS COMMENT

4.2 Version <x.y>

This section should be included for each new major or minor version of the enabler or reference release covered in the AD.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the enabler or reference release covered in the AD, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT

4.2.1 Version <x.y.z>

This section should be included for each new service release covered with the AD.   It should describe at a high level the main changes made to the AD compared to the previous version.  The description should be brief, target length should be one paragraph.
DELETE THIS COMMENT

5. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1, Figure 2 (or a combination of them, if considered appropriate), are illustrative examples of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces and/or reference points, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views as defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>

5.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

.

5.2 Architectural Diagram


[image: image2]
5.3 Functional Components and Interfaces/reference points definition
5.3.1 SCIDM Enabler Functional Components
5.3.1.1 CIM
CIM acts as the SCIDM Server residing in the network, in charge of managing content registration, responding to content identity query verification requests, and issuing Content ID Certificates.

The CIM performs function grouped in the following high-level components.

· Content Registration Component
· Identification and Query Component
· Fingerprint Handle Component
· Content Metadata Database

5.3.1.1.1 Content Registration Component

The Content Registration Component performs the following actions (non-exhausting list):

· Deal with content registration request from the Registration Client.
· Judge the trustworthiness of the content metadata submitted.
· Extraction the content fingerprint with the help of Fingerprint Handle Component

· Allocate ID for the Content

· Optionally create Content ID Certificate for the Content

· Store the content ID, Certificate and metadata to the Content Metadata Database

5.3.1.1.2 Identification and Query Component
The Identification and Query Component performs the following actions (non-exhausting list):

· Deal with the content identification and/or query request from the Identification Client

· Select the appropriate content identification mechanisms based on the application type, content type and client’s preference.

· Perform the identification by content ID if so selected.

· Perform the identification by content metadata if so selected.

· Perform the identification by content fingerprint with the help of Fingerprint Handle Component if so selected. Digital watermark is treated as one type of fingerprint.

· If matched content is found, retrieve the necessary metadata from the Content Metadata Database.

· Send content registration information, usually in the form of Content ID Certificate, to Identification Client upon its request for offline content identification.

5.3.1.1.3 Fingerprint Handle Component
The Fingerprint Handle Component is a special part in CIM. A CIM can have more than one Fingerprint Handle Component, each for one type of content in one application scenario. 

This component performs the following actions (non-exhausting list):

· Extract the fingerprints of content upon the request from Registration Component and Identification and Query Component.

· Store and retrieve the fingerprints from the fingerprint database, which is part of this component, upon the request from Identification and Query Component.
5.3.1.1.4 Content Metadata Database

The Content Metadata Database is responsible for the storage of the content registration information except the content fingerprint. The content registration information stored here includes content ID, all kinds of content metadata, and content ID certificate. 
5.3.1.2 Remote CIM
Remote CIM is another CIM and performs the same functions as CIM. Content Registration information needs to be synchronized between CIM and Remote CIM.
5.3.1.3 Registration Client
The Registration Client resides on the application side, or the Content Provider side, and is used for content registration by the Content Registrant. 

The Registration Client performs functions grouped in the following high-level components.

· Reg Client Component

· Fingerprint Extraction Component
5.3.1.3.1 Reg Client Component

The Reg Client Component performs the following actions (non-exhausting list):

· Send content registration request to the CIM, and provide content metadata to the CIM. It can send the content itself to CIM, and also can extract the fingerprint with the help of Fingerprint Extraction Component and send the fingerprint to CIM.

5.3.1.3.2 Fingerprint Extraction Component
The Fingerprint Extraction Component is used to extract the fingerprint of content upon the request from the Reg Client Component. There may be more than one Fingerprint Extraction Components residing in Registration Client, each for one type of content in one application scenario.
5.3.1.4 Identification Client
The Identification Client can reside in the network, or at the user side, which depends on the application. It usually is one logical part of the Content Management Entity, which is responsible for some type of content management, such as monitoring of infringement content, spam filtering, etc.  The Identification Client is used by the Content Management Entity to interact with CIM for content identification.

The Identification Client performs function grouped in the following high-level components.

· Identification Client Component

· CntIDCert Handle Component

· Fingerprint Extraction Component
5.3.1.4.1 Identification Client Component

The Identification Client Component performs the following actions (non-exhausting list):

· Interact with CIM for content identification. 

· Select preferred identification mechanisms.

· Collect necessary information of the content for content identification,  including the fingerprint of the content if needed. It obtains the content fingerprint with the help of the Fingerprint Extraction Component.

· Offline identify the content if so selected, with the help of the CntIDCert Handle Component.

· Synchronize the content registration information, usually in the form of Content ID Certificate, from the CIM for offline identification, and then transfer the content registration information to CntIDCert Handle Component for storage and maintenance.

· Report errors to CIM.

5.3.1.4.2 CntIDCert Handle Component
The CndIDCert Handle Component is responsible for the verification, storage, maintenance, retrieval of the Content ID Certificate.
5.3.1.4.3 Fingerprint Extraction Component
The Fingerprint Extraction Component is used to extract the fingerprint of content upon the request from the Identification Client Component. There may be more than one Fingerprint Extraction Components residing in the Identification Client, each for one type of content in one application scenario.
5.3.2 Other relevant functional components

5.3.2.1 Content Registrant
The Content Registrant is the entity that provides content to CIM for registration for some purpose, such as that the content needs to be copyright protected, or to be filtered, etc. It can be the Content Provider, the SCIDM Service Provider, Network Operator, or normal user, depending on the application. 
5.3.2.2 Content Management Entity
The Content Management Entity performs some type of content management, such as monitoring of infringement content, spam filtering, etc. If it needs to identify if it should take action on a content item, it uses the Identification Client to interact with CIM for content identification. If it successfully gets result from the Identification Client, and in the result some metadata is included, it should take the management action based on the metadata.
5.3.3 Interfaces

5.3.3.1 SCIDM Enabler Interfaces

5.3.3.1.1 IDE-1

IDE-1 is an interface between the CIM and the Identification Client. It is exposed by the CIM and used by the Identification Client to submit requests with some parameters for content identification and query, and get response from the CIM.

The parameters in the content identification and query request may include:

· The content itself or the fingerprint extracted from the content, and in the latter case, the ID of the fingerprint extraction algorithm.

· Type of the application scenario in which the content is to be identified.

· Client’s preference of content identification mechanisms, with some necessary information about the content.

The parameters in the content identification and query response may include:

· The identification result code

· Requested content metedata for the specified application
· In some cases , Content ID Certificate.
5.3.3.1.2 IDE-2

IDE-2 is an interface between CIM and the Identification Client for content registration information synchronization from CIM to the Identification Client for offline identification at the client. The synchronization information is usually delivered in the form of Content ID Certificate. The synchronization process can be triggered by some policy that may be pre-configured in the client or the CIM. The policy is usually configured in a way such that synchronization can help increase the efficiency and speed of the identification process. It has two kinds of flow. The first is that the Identification Client initiates to submit request to the CIM for synchronization. The second is that CIM sends notification to the client, and then the client submits request to CIM.

In the following application scenarios, the synchronization process should be triggered to facilitate later offline identification:

· Spam filtering.  Since spam (SMS/MMS spam, email spam, etc) is usually widespread, after the CIM gets new spam registered, it should notify the clients to synchronize them for offline identification.
· After a client finds that some content has been observed in high frequency, exceeding a predefined threshold for example, the client can initiate the synchronization process for subsequent offline identification.
· For some clients that are not often connected to the network, the clients can initiate the synchronization process when it is connected to the CIM.
· Other possible scenarios.

5.3.3.1.3 REG-1

REG-1 is an interface between CIM and Registration Client for content registration. It is exposed by CIM and used by Registration Client to submit registration request and get response.

The parameters in the content registration request may include:

· Content itself or the content fingerprint, and in the latter case, the ID of the fingerprint extraction algorithm

· Content metadata, which depends on the application scenario.

The parameters in the content registration response may include:

· The registration result code

· In some cases, the Content ID Certificate of the registered content.
5.3.3.1.4 CIM-1

CIM-1 is an interface between two CIMs for synchronization of content registration information. 
5.3.3.2 Non-Intrinsic Interfaces 
5.3.3.2.1 REG-2
REG-2 indicates registration mechanisms other than those supported by REG-1, e.g., registration via CIM Portal, via ftp, via email, etc. These registration mechanisms are out of the scope of the SCIDM enabler.
5.4 Security Considerations

5.4.1 Authentication and Authorization
SCIDM Enabler provides mutual authentication and authorization between the main SCIDM Enabler entities, such as between SCIDM Client and CIM and between CIMs. Only authorized principals will be able to perform SCIDM operations, such as content registration, content identification, content query and synchronizing registration information between CIMs, etc.. A suitable authentication mechanism is specified in [OMA-SEC_CF].

5.4.2 Integrity and Confidentiality
SCIDM Enabler provides security mechanisms to protect data communicated between SCIDM Client and CIM and between CIMs against any unauthorized changes and modifications. A suitable mechanism for integrity protection is specified in [OMA-SEC_CF].
SCIDM Enabler provides security mechanisms to avoid the disclosure of data communicated between SCIDM Client and CIM and between CIMs without the permission of its owner. A suitable mechanism for confidentiality protection is specified in [OMA-SEC_CF].
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Appendix B. Flows (informative)
B.1 Flow for Content Registration
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Figure x: Flow for Content Registration
This flow is initiated by the Registration Client. The Registration Client may be operated by different entities depending on the application scenarios, e.g., content provider in copyright verification application, network operator or normal user in anti-virus and spam filtering applications. 

1. The Registration Client sends registration request to the CIM. 

The request contains at least the following information:

a. The content or the content fingerprint. 

b. The type of the application scenario in which the content is to be managed. This information is used to indicate the objective of registration.

The following information may also be included in the request message:

a. The fingerprinting algorithm ID if the request contains the content fingerprint instead of the content.

b. The content type and format.

c. The Registration Client’s identifier. In some application, this is not needed, e.g., in the spam reporting and registration from ordinary users.

d. Metadata specific to the application scenario, such as the information about the copyright owner and copyright announcement in copyright verification applications.

e. Credential information for increasing the assurance of the metadata. In registration of user generated content, this information can be provided by some proxy agent, such as content posting sites, and is useful for by the CIM and others to establish some trust to the ownership claim and other associated metadata.

f. Supplemental description, e.g., the reason for the registration.

2. Upon receiving the registration request, the CIM starts the registration process. 

a. The CIM may first check if the content has been registered before. If not, do the following steps.

b. If credential information is provided, the CIM shall verify the credential information. If it is valid, do the following.

c. Allocate ID for the content, extract fingerprint based on the application type and content type/format if no fingerprint is included in the request.

d. Record the means used to verify the trustworthiness of the metadata provided. 

e. Optionally, the CIM generates the Content ID Certificate. 

f. Finally, the CIM stores relevant information in the database.

3. The CIM returns the registration response to the Registration Client. 

The response contains the result of the registration process, and optionally the Content ID Certificate.

B.2 IDE-1 Flow

This section describes the content identification and query flow between the Identification Client and the CIM. In identification and query, the Identification Client requests the CIM to check if a content item falls into a scope that some kind of management action should be applied to it. This is done by matching the content item to the one registered in the CIM and determine what to do based on the metadata of the registered content item. 

The match in the identification process can be done through multiple mechanisms, including content ID, metadata (e.g., MD5 hash value), identification history, digital watermark, and content fingerprint, among which, the content fingerprint mechanism is the most secure one. 

For efficiency, it is not necessary that every identification process is done by the content fingerprint mechanism. What mechanism to choose depends on the load of the system, demand on efficiency and required security level.
B.2.1 Flow for Content Identification and Query

[image: image4]
Figure x: Content Identification Flow

This flow is initiated by the Identification Client. The Identification Client usually starts the identification and query process upon receiving a content identification request from the Content Management Entity (CME), and a content item is passed to the client from the CME. For more details about the CME and its relation with the client, please see Section 5.3.1.4.

1. The Identification Client first searches for the matched content locally. 

In Identification Client, there may be some content registration information, which may be aquired from former synchronization from the CIM. If no match is found, the Identification Client does the following steps.

2. The Identification Client sends identificaton request to the CIM.

The request contains at lease the following information:

a. The type of application scenario in which the content is to be managed.

The following information may also be included in the request:

a. Client’s preference of content identification mechanism 
b. Basic content information, such as ID, name, type, format, etc.

c. Content delivery information, such as the source address and destination address.

d. If the client’s preferred identification mechanism is by fingerprint, then the content or the content fingerprint shall be included. The watermark mechanism is considered one specific kind of fingerprint. As to watermark mechanism, the fingerprint refers to the watermark embedded in the content.

e. The fingerprinting algorithm ID if the request contains the content fingerprint instead of the content.

f. Information specific to the application scenario.

3. The CIM searches for the matched content. 

The CIM shall select the appropriate content identification mechanism based on the application type, content type and client’s preference. If matched content is found, it retrieves the necessary metadata from the Content Metadata Database.

4. The CIM returns the response to the Identification Client.

If the identification and query process succeeds in Step 3, the response contains the following information:

a. The identification result code

b. Requested content metedata for the specified application
c. In some cases, Content ID Certificate.
If the identification and query process fails in Step 3, the response contains the following information:

a. The identification result code
b. Optionally the suggested mechanisms for identification by CIM. If the client’s preferred mechanism in the request is not fingerprint mechanism and no content or content fingerprint is included in the request, the CIM should give suggestion in the response that the identification may succeed via the fingerprint mechanism.

The Identification Client can initiate a new identification process with a different identification mechanism. The choice of new mechanism is based on the CIM’s suggestion, client’s load, or demand on the efficiency.
B.3 IDE-2 Flows
B.3.1 Flow for Identification Client Initiated Synchronization

[image: image5]
Figure x. Flow for Identification Client Initiated Synchronization

This flow is initiated by the Identification Client when the pre-configured policy on the Identification Client has been triggered.

1. The pre-configured policy is triggered when the pre-defined condition is met. See section 5.3.3.1.2 for the possible scenarios that the policy is defined.

2. The Identification Client sends a synchronization request message to CIM to retrieve content registration information. 

The request message contains the same information as the identification request in the IDE-1 interface except for 

a label indicating that this is a synchronizaiton request initiated by the Identifiation Client.

The request message can contain information of multiple content items to request synchronization of multiple content registration information.

3. CIM searches for the matched content registration information. The search process is the same as in the identification process for the identification request of IDE-1.

4. CIM provides a response message to the Identification Client. This message contains:

a. the content ID certificate for each content item in the request.

B.3.2 Flow for CIM Initiated Synchronization

[image: image6]
Figure x. Flow for CIM initiated synchronization
This flow is initiated by the CIM when the pre-configured policy has been triggered in the CIM.

1. The pre-configured policy is triggered when the pre-defined condition is met. See section 5.3.3.1.2 for the possible scenarios that the policy is defined.

2. CIM sends a notification to the Identification Client to inform that some content registration information need to be synchronized to the client. The notification may be sent via various available mechanisms, such as SMS/MMS, WAP Push, etc.

3. The Identification Client starts the synchronization process upon receiving the notificaiton. The client sends the synchronization request to the CIM. The request contains the following information:

a. The identifier information of the notification from the CIM, such as the message id, or the session id.

b. A label that indicates this is a synchronizaton request initiated by the CIM.

4. The CIM returns the content registration information that it intends to synchonize to the client in the form of Content ID Certificate.
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