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1 Reason for Change

The Smart Card Platform implementation of the WIM as specified by the OMA-WAP-WIM-v1_1-20021024-C prevents the reuse of SCP (TS 102.221) mechanisms – i.e., PS_DO in FCP - for retrieving of PIN status (activated/deactivate) and specifies no alternative.  

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights Considerations

None.

5 Recommendation

Correct the text of the OMA-WAP-WIM-v1_1-20021024-C specification as indicated below 

6 Detailed Change Proposal

Description of Card Commands

[…]

Table 1. Card commands

	Operation
	CLA
	INS
	Reference

	Managing Logical Channel
	
	
	

	
MANAGE CHANNEL
	00
	70
	[ISO7816-4], [TS102.221]

	
	
	
	

	Verification related operations
	
	
	

	
VERIFY
	0X / 8X
	20
	[ISO7816-4], [TS102.221]
        

	
ENABLE VERIFICATION REQUIREMENT
	0X / 8X
	28
	[ISO7816-8], [TS102.221]

	
DISABLE VERIFICATION REQUIREMENT
	0X / 8X
	26
	[ISO7816-8], [TS102.221] 


	
CHANGE REFERENCE DATA
	0X / 8X
	24
	[ISO7816-8], [TS102.221]        

	
RESET RETRY COUNTER
	0X / 8X
	2C
	[ISO7816-8], [TS102.221]        

	
	
	
	

	Data storage related operations
	
	
	

	
SELECT
	0X / 8X
	A4
	[ISO7816-4], [TS102.221]

	
READ BINARY
	0X / 8X
	B0
	[ISO7816-4], [TS102.221]

	
UPDATE BINARY
	0X / 8X
	D6
	[ISO7816-4], [TS102.221]

	
	
	
	

	Cryptographic operations
	
	
	

	
MANAGE SECURITY ENVIRONMENT
	0X / 8X
	22
	[ISO7816-8]

	
PERFORM SECURITY OPERATION
	0X / 8X
	2A
	[ISO7816-8]

	
ASK RANDOM
	8X
	84
	[ISO7816-4] (GET CHALLENGE)

	
	
	
	

	Other commands
	
	
	

	
GET RESPONSE
	0X
	C0
	[ISO7816-4], [TS102.221]  


[…]

11.3.4.1 VERIFY

Description

This command initiates the comparison in the card of the verification data sent from the ME, with the reference data stored in the card. 

The security status may be modified as a result of the comparison. Unsuccessful comparisons MUST be recorded by the card (eg, to limit the number of further attempts of the use of the reference data).

Command APDU

	CLA
	As defined in 0.11.3

	INS
	20

	P1
	00

	P2
	Qualifier of the reference data

	Lc
	LreferenceData

	Data
	Verification data

	Le
	Empty


Response APDU

	Data
	Empty

	SW1-SW2
	Status bytes


With an empty body, this command may be used, both in native and SCP mode, to check whether 

· the verification is not required (SW1-SW2 = ‘9000’), eg, if the verification requirement has been disabled

· verification is required (SW1-SW2 = ‘6300’)

· verification is required, with indication of remaining tries (SW1-SW2 = ‘63CX’)

· PIN is blocked (SW1-SW2 = ‘6983’ or ‘63C0’).

� In WIM SCP that command has been overloaded so that it can be used to retrieve the PIN status.


� In WIM SCP the usage of that command to replace a PIN by a Universal PIN is not supported. 
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