[image: image1.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-<grp>-2004-<docnum>-CR_<desc>
Submitted to <GroupName>
Submission Date: dd mmm 2004

Doc# OMA-<grp>-2004-<docnum>-CR_<desc>
Submitted to <GroupName>
Submission Date: dd mmm 2004

Change Request

	Title:
	WPKI CR for OBKG Enabler Release
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	SEC

	Doc to Change:
	OMA-SEC-WPKI-V1_0-20040308-D

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Alex Deacon, VeriSign, Inc., alex@verisign.com

	Replaces:
	n/a


1 Reason for Change

This CR describes editorial and clerical updates to the WPKI spec necessary for the OBKG Enabler release.  
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights Considerations

None
5 Recommendation

It is recommended that this CR be approved by SEC and the changes incorporated into the WPKI draft specification.  
6 Detailed Change Proposal

Change 1 - Replace the Normative Reference Section (2.1) with the following text.  This text incorporates updates to references as per the OMA Spec Template and the addition of the ECMACR reference.  

	[CERTPROF]
	“Certificate and CRL Profiles Specification,” Version 1.1, Open Mobile Alliance™, OMA-Security-CertProf-V1_1, URL:http://www.openmobilealliance.org/

	[E2E]
	"WAP Transport Layer End-to-end Security Specification," WAP Forum™, URL: http://www.wapforum.org/

	[HASH]
	“Information technology - Security techniques - Hash-functions - Part 3: Dedicated hash-functions,” ISO/IEC 10118-3 1996.

	[LDAPURL]
	“The LDAP URL Format,” IETF RFC 2255, T. Howes. M. Smith, December 1997. URL: ftp://ftp.isi.edu/in-notes/rfc2255.txt.

	[LDAPSRCH]
	“The String Representation of LDAP Search Filters,” IETF RFC 2254, T. Howes, December 1997. URL : ftp://ftp.isi.edu/in-notes/rfc2254.txt.

	[RFC1113]
	"Privacy Enhancement for Internet Electronic Mail: Part I -- Message Encipherment and Authentication Procedures,"  IETF RFC 1113, J. Linn, August 1989. URL: ftp://ftp.isi.edu/in-notes/rfc1113.txt.

	[RFC1521]
	"MIME (Multipurpose Internet Mail Extensions) Part One: Mechanisms for Specifying and Describing the Format of Internet Message Bodies," N. Borenstein, N. Freed, September 1993. URL: ftp://ftp.isi.edu/in-notes/rfc1521.txt.

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels,” IETF RFC 2119, S. Bradner, March 1997. URL: ftp://ftp.isi.edu/in-notes/rfc2119.txt.

	[RFC2314]
	"PKCS #10: Certification Request Syntax Version 1.5," IETF RFC 2314, B. Kaliski, March 1998. URL: ftp://ftp.isi.edu/in-notes/rfc2314.txt.

	[RFC2459]
	"Internet X.509 Public Key Infrastructure Certificate and CRL Profile," R. Housley, et al, January 1999. URL: ftp://ftp.isi.edu/in-notes/rfc2459.txt.

	[RFC2560]
	“Internet X.509 Public Key Infrastructure – Online Certificate Status Protocol – OCSP,” IETF RFC 2560, M. Myers, R. Ankney, A. Malpani, S. Galperin, C. Adams, June 1999. URL: ftp://ftp.isi.edu/in-notes/rfc2560.txt.

	[FIPS 180-1]
	Federal Information Processing Standards Publication (FIPS PUB) 180-1, Secure Hash Standard, 17 April 1995. [Supersedes FIPS PUB 180 dated 11 May 1993.]

	[WAPARCH]
	“WAP Architecture Specification,” WAP Forum™, 30-April-1998.URL: http://www.wapforum.org/

	[WAPPROV]
	"WAP Provisioning Architecture," WAP Forum™, 19-February-2000.URL: http://www.wapforum.org/

	[WAPWTLS]
	“Wireless Transport Layer Security Specification,” WAP Forum™, 5 November 1999. URL: http://www.wapforum.org/ 

	[WIM]
	"Wireless Identity Module Version 1.1. Part: Security", Open Mobile Alliance™, OMA-WAP-WIM-V1_1, URL:http://www.openmobilealliance.org/ 

	[WMLScript]
	“WMLScript Language Specification,” WAP Forum™, 4 November-1999.URL: http://www.wapforum.org/ 

	[WMLSCrypt]
	“WML Script Crypto API,” WAP Forum™, 5 November 1999  URL: http://www.wapforum.org/

	[WSP]
	“Wireless Session Protocol,” WAP Forum™, 5th November 1999, URL: http://www.wapforum.org/.

	[ECMACR]
	"Crypto Object for the ECMAScript Mobile Profile", Open Mobile Alliance™, OMA-ECMACR-V1_2, URL: http://www.openmobilealliance.org/ 


Change 2 - Replace the Informative Reference Section (2.2) with the following text.  This text incorporates updates to references as per the OMA Spec Template and the addition of the ESMP reference.  

	[ISO9594-8]
	“Information Technology -- Open Systems Interconnections -- The Directory: Authentication Framework”, ISO/IEC International Standard 9594-8 | ITU-T Recommendation X.509 (1997).

	[MExE99]
	“Mobile Station Application Execution Environment; Functional Description; Stage 2,” 3G TS 23.057 version 1.6.0, Third Generation Partnership Project (3GPP). URL: http://www.3gpp.org

	[RFC1321]
	“The MD5 Message Digest Algorithm," , IETF RFC 1321, R. Rivest, April 1992.  URL: ftp://ftp.isi.edu/in-notes/rfc1321.txt

	[RFC2510]
	“Internet X.509 Public Key Infrastructure Certificate Management Protocols”, IETF RFC 2510, C. Adams and S. Farrell, March 1999. URL:  ftp://ftp.isi.edu/in-notes/rfc2510.txt.

	[RFC2511]
	"Certificate Request Message Format," IETF RFC 2511, M. Myers, C. Adams, D. Solo and D. Kemp, March 1999. URL: ftp://ftp.isi.edu/in-notes/rfc2511txt.

	[RFC2527]
	“Internet X.509 Public Key Infrastructure  Certificate Policy and Certification Practices Framework,” IETF RFC 2527, S. Chokhani  and W. Ford , March 1999. URL: ftp://ftp.isi.edu/in-notes/rfc2527.txt.

	[RFC2797]
	“Certificate Management Messages over CMS”, IETF RFC 2797, M. Myers, et.al., April 2000. URL: ftp://ftp.isi.edu/in-notes/rfc2797.txt.

	[WAPPUSH]
	"WAP Push OTA Protocol," WAP Forum™, 17-February-2000, URL: http://www.wapforum.org/

	[WCMP]
	“Wireless Control Message Protocol Specification,” WAP Forum™, 4-August-1999, URL: http://www.wapforum.org/ 

	[ESMP]
	1. "ECMAScript Mobile Profile", OMA-WAP-ESMP-v1_0, Open Mobile Alliance™, URL: http://www.openmobilealliance.org


Change 3 - Update the unspecified section references for entries WPKI-C-012, WPKI-C-013, WPKI-C-014 and WPKI-C-015 in the SCR table in Section 7.1.2 as follows

	WPKI-C-012
	OTA WTLS client authentication

(here used for registration)
	6.3.1.2
	O
	WTLS-C-070

	WPKI-C-013
	WMLScript signText

(here used for registration)
	6.3.1.3
	O
	WMLSCrypt-C-001

	WPKI-C-014
	Certificate delivery:

Handling of cert-response messages.
	6.3.6
	O
	WSP:MCF AND WIM-ICC-016 AND WIM-C-016

	WPKI-C-015
	Certificate delivery:

x509-user-cert
	6.3.6
	O
	WSP:MCF; AND WIM-ICC-016 AND WIM-C-016


Change 4 - Add the following 4 new entries to the SCR table in Section 7.1.2 as follows

	WPKI-C-023
	Support for WAP enrolment model
	6.3
	O
	WPKI-C-010 AND WPKI-C-11 AND WPKI-C-012 AND WPKI-C-013

	WPKI-C-024
	Support for Internet enrolment model
	6.3
	M
	WPKI-C-025 AND WPKI-C-026

	WPKI-C-025
	Client ability to parse and properly respond to key generation request received via the keyGen script
	6.3.2.1
	M
	ECMACR-C-050

	WPKI-C-026
	Client ability to parse and properly respond to the enrolment request received via the genEnrollReq script
	6.3.2.2
	M
	ECMACR-C-070


Change 5 - Remove the following text from the beginning of Section 7.1.3
This section specifies the options for client access to root certificates.

Does this apply to client supporting WTA? I am assuming these refer to WTA TSP Root certificates. If so I would add Item WPKI-C-023, however I still have a problem with the wording of Sections 6.2.1 and 8.1.3 because they disagree about where the TSP Root should be obtained from.

I also have a problem with these sections in that the precedence does not corrolate to the precedence that applies to the Provisioning Smart Card.
Change 6 - Update the section references for entries WPKI-Portal-S-012, WPKI-Portal-S-013, WPKI-Portal-S-014 and WPKI-Portal-S-015 in the SCR table in Section 7.3.3 as follows

	WPKI-Portal-S-012
	WTLS client authentication

(here used for registration)
	6.31.2
	O
	WTLS-S-070

	WPKI-Portal-S-013
	WMLScript signText support

(here used for registration)
	6.3.1.3
	O
	

	WPKI-Portal-S-014
	Certificate delivery:

cert-response 
	6.3.6
	O
	

	WPKI-Portal-S-015
	Certificate delivery:

x509-user-cert
	6.3.6
	O
	


Change 7 - Add the following 3 new entries to the SCR table in Section 7.3.4

	WPKI-Portal-S-021
	Ability to validate and poperlyl respond to PKCS#10 messages received in response to a genEnrollReq function.
	6.3.2.2
	M
	

	WPKI-Portal-S-022
	Ability to validation a keyGenAssertion, as defined in the genEnrollReq ECMA script function
	6.3.2.2
	O
	

	WPKI-Portal-S-023
	Validate the signature of the PKCS#10 request
	6.3.2.2
	O
	


Change 8 - Remove the following text from the beginning of Section 7.5

What is a signText Verifier? Is it just a form of WTLS Server or a form of PKI Portal or both? If it is possibly both, then I believe that the options should be repeated for each. In any case I would like to add Item WPKI-Verify-S-100 (or equivalent).

Change 9 - Update the table in Appendix C with the latest WSP assigned numbers and updated references as follows

	MIME Type
	Content

	WSP assigned number
	Reference

	application/x-x509-user-cert
	X.509: Certificate
	0x1B
	6.2.3, 6.3.6, 6.4.1

	application/vnd.wap.wtls-user-cert
	WTLSCertificate
	0x19
	6.2.3

	application/vnd.wap.hashed-certificate
	HashedTrustedCAInfo
	0x38
	6.1.3

	application/vnd.wap.signed-certificate
	SignedTrustedCAInfo
	0x39
	6.1.4

	application/vnd.wap.rollover-certificate
	RootCertificateRolloverBlock
	0x3F
	6.1.5

	application/vnd.wap.cert-response
	CertResponse
	0x3A
	6.3.6

	text/plain
	Unstructured error string in ASCII text
	N/A
	6.2.3











� Unless otherwise stated, all content is either the binary WTLS encoding of the named structure or the DER encoding of the named ASN.1 type
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