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1 Reason for Contribution

This document a first draft response to the presentation made by Andre Bertrand (voiceage) on behalf of BAC/STI group on the documents OMA-SEC-2004-0041-BAC-STI-Questions-for-Security-Group. The overall purpose of this document along is to answer the questions brought up during this presentation by performing a general threat analysis and giving some guidelines about the use of https or ftp.

2 Summary of Contribution

This document present a threat analysis based on the architecture foreseen to be used in STI. In order to meet those threats, the possible solutions are described with some references where to find the actual specifications or more information about those security mechanisms.

3 Detailed Proposal

Architecture 
: 
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Main Threats:
Critical case:
When the multimedia application platform and the transcoding platform are not physically located within the same network, the following threats may happen:
1) An attacker may try to masquerade as a valid transcoding or multimedia application platform or reference database in order to get sensitive data. This threat requires a strong mutual authentication mechanism between all entities especially when the entities are physically located in different domains.
2) Eavesdropping (secret listening of others conversations without their consent) may be performed on the communication path. An attacker could get sensitive data or valid passwords. That threat requires a security solution offering a confidentiality service (Which is not the case of FTP)
3) Data can be intentionally or not modified during their transmission. A data integrity service to detect a change and report it to the appropriate system entities is therefore required. 
Those threats are still valid if the 2 platforms are located within the same network but they are far less severe due to the most complicated scenario needed from an attacker to run an efficient attack. 

Possible Solutions.

The security mechanisms needed to meet those main threats are respectively mutual authentication, confidentiality and data integrity protection. The two protocol usually used between this kind of servers are FTP and HTTP (or Https the secure version of http)

Guidelines for Http(s) access

TLS (http://www.ietf.org/rfc/rfc2246.txt) can solve the problem since you may get from it mutual authentication, confidentiality and integrity, the three main security services to meet the three threats mentioned above. The only security concern with the use of https in such a context relies in the fact that the document once arrived on the terminal requesting the download will be in cleartext, so it has to be checked carefully who can get access to this terminal and its files.
Guidelines for FTP access

Access to the databases can be done via FTP which can not be considered as secure as Https due to many attacks which have been performed during the last years. Increasingly, large data centres and computing facilities are prohibiting File Transfer Protocol (FTP) transfers of sensitive data over unprotected networks because FTP is unable to deliver encrypted data transfer. FTP can expose not only data but also passwords and filenames. These flaws make it unacceptable for transcoding interface
However, some security extensions can be used and this version of more secure FTP is specified in FTP Security Extensions (RFC 2228). This document defines extensions to the base FTP specification (RFC 959). Unfortunately the use of such solutions is still not very common and can not be considered as a so easy solution as https. These extensions provide strong authentication, integrity, and confidentiality for the file transfer protocol.
More information can be found at http://www.faqs.org/rfcs/rfc2228.html
Some other optimised solution can be used like pure FTPd which is an optimised secure ftp Server which has been developed by Linux but is not commonly used.

An improved Version of  SSH called SFTP allowing to perform file transfer over SSH is available and also provide good level of authentication, integrity and confidentiality However open SSH has been replacing it. This last protocol could be an alternative to https but is more complicated to use and less used than https
4 Intellectual Property Rights
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5 Recommendation

We recommend using https in all the cases where it is possible. The use of ftp should be avoided for sensitive data. All the improvements of ftp require more complex environment than https.
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