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Template for Common Enabler Security Requirements – List of Security Properties

The following list with security requirements is proposed to be added to the Requirements Document Template as default. The group should select (and possibly reword) any requirement that applies to the function being defined and should delete any requirement that does not.

1. Requirements related to AUTHENTICATION

1.1. This function MUST be able to authenticate the {requestor of this function | user | device | initiator | ...} {if required by the applicable policies}.

1.2. This function MUST be able to authenticate the {provider of this function | server | proxy | responder | ...} {if required by the applicable policies}.

1.3. This function MUST be able to provide data origin authentication {if required by the applicable policies}. This means, it MUST be possible to ensure confidence that a received message or piece or data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.

1.4. This function MUST be able to provide replay protection {if required by the applicable policies} to ensure confidence that a received message has not been recorded and played back by an adversary.

1.5. This function MUST be able to authenticate the source of the broadcast or streaming {if required by the applicable policies}.

1.6. This function MUST be able to implicitly authenticate the destinations of the broadcast or streaming {if required by the applicable policies}.

1.7. This function MUST allow the user to authenticate himself to the {device | agent} e.g. by entering a PIN code.  

2. Requirements related to AUTHORIZATION

2.1. This function MUST be able to authorize access only to requestors entitled to access the function.

3. Requirements related to DATA INTEGRITY

3.1. This function MUST be able to provide data integrity, protecting against accidental or intentional unauthorized changes to data, by ensuring that changes to data are detectable. 

4. Requirements related to CONFIDENTIALITY and PRIVACY

4.1. This function MUST use/support* data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.

4.2. This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.

For additional security requirements related to privacy, refer to the OMA Generic Privacy Requirements Document (Reference to be added when this section is completed).

5. Requirements related to KEY MANAGEMENT < key agreement requirements shall be delegated to or validated by the SEC WG>
5.1. This function MUST be able to provide secure key agreement 

6. Requirements related to ACCOUNTABILITY

6.1. This function MUST be able to provide Proof of Origin, that is, MUST provide evidence to the receiver of a message that the claimed sender of the message indeed sent the message and this evidence MUST be verifiable also by a third party.

6.2. This function MUST be able to provide Proof of Delivery, that is, MUST provide evidence to the sender of a message that the claimed receiver of the message indeed received the message and this evidence MUST be verifiable also by a third party.

6.3.  This function MUST be able to provide Audit Trail (i.e. a mechanism to ensure that actions of an entity may be traced uniquely to that entity).

*)  “use” means, that the function must be implemented and always applied. 

“support” means that the function must be implemented and may or may not be used by the enabler. For example, it may be used only if at least one peer entity requests it.
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