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1 Reason for Change

OMA LOC has asked OMA SEC to deliver technical contributions through SEC agreed CRs. OMA SEC has initiated a SUPL Security Whitepaper which intends to identify the security requirements of SUPL, and to propose adequate security solutions to meet these requirements.
First draft of the SUPL Security Whitepaper was presented to OMA LOC during the OMA LOC and SEC joint meeting in August 2004. It is based on the SUPL Requirements, Architecture, and Specification Documents and it shall be used as input to these documents. 
It was noticed that some of the approved OMA LOC privacy requirements present in the SUPL Requirement Document have not been transferred into the SUPL Security whitepaper. Therefore, the goal of this contribution is to add the missing requirements.
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change section 7.5 of the SUPL Security Whitepaper to reflect SUPL RD privacy requirements (refer to OMA-LOC_SUPL_RD-V1_0_1-20040405-D section 6.1.7)
6 Detailed Change Proposal
7.5 Requirements related to CONFIDENTIALITY and PRIVACY

[ R 5.1 ] SUPL must support Data Confidentiality. It must ensure that any unauthorized disclosure of stored or exchanged location data is prevented.

[ R 5.2 ] SUPL must support Identity Protection against Eavesdroppers.

[ R 5.3 ] SUPL must support Identity Protection against Peer where required by the user profile.

[ R 5.4 ] SUPL must support Privacy Policies, i.e. a mechanism to allow a SUPL user to specify privacy settings in his user profile.

[ R 5.5 ] SUPL must support a general and synchronised privacy framework. As the user profile can be stored in the device and/or in the network, there must be a way for the user to experience the same level of privacy management. 
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