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1 Reason for Change

Current SUPL AD (OMA-AD-SUPL-V1_0-20041201-D) mandates the implementation and use of TLS [TLS] protocol in Section 7. However, it does not define a set of mandatory cipher suites to be supported for the TLS. Currently IETF Specification of TLS only mandates one cipher suite to be supported and defines a large number of cipher suites to be optional for implementation. 

Authors believe that the mandatory cipher suite TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA defined in IETF TLS specification is not sufficient to provide state of the art interoperable TLS implementations. Therefore, we propose to mandate the support of additional cipher suites defined in this CR to enhance the interoperability of TLS implementations in SUPL. 

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Vodafone kindly asks the LOC WG to discuss and approve this CR to be included into the current SUPL AD.

6 Detailed Change Proposal

************* Start Modified Section ******************************

7.3 Confidentiality and Data Integrity

TLS [TLS] SHALL be used to provide Confidentiality and Data Integrity between a SET and SLP. The TLS implementation shall conform to RFC 2246 [TLS] with the following clarifications:

SETs SHALL implement at least one of the following cipher suites:
· TLS_RSA_WITH_RC4_128_SHA

· TLS_RSA_WITH_3DES_EDE_CBC_SHA 

· TLS_RSA_WITH_AES_128_CBC_SHA

The SET SHALL implement TLS_RSA_WITH_NULL_SHA
The following cipher suites are mandatory to implement for SLPs:

· TLS_RSA_WITH_RC4_128_SHA

· TLS_RSA_WITH_3DES_EDE_CBC_SHA 

· TLS_RSA_WITH_AES_128_CBC_SHA

The WAP Certificate profile [WAP-219-TLS] of TLS SHALL be supported for SLP and SET.

Note: The use of TLS_RSA_WITH_NULL_SHA is not recommended, as it does not provide any confidentiality protection. However, it still provides mutual authentication and integrity protection.
Informative Note: The support for Pre-Shared-Key TLS also requires additional Cipher Suites to be supported but the specific details of these Cipher Suites are subject to the approval of the relevant CR submitted to the LOC WG.
Examples of the following information flows illustrate how TLS is used to protect SUPL messages have been provided: 

1. SUPL Collaboration Network Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode

· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

2. SUPL Collaboration SET Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode

· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

************* END Modified Section ******************************
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