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1 Reason for Contribution

This contribution is to propose one of methods to establish the TLS session between the target SET and the V-SPC when the target SET is roaming in the non-proxy mode with the V-SPC for SET initiated case. The TLS connection between the SET and the V-SPC can be settled with minimal additional resources based on our proposal. It would be accomplished by means of utilizing the same TLS session which is established between the SET and H-SLP to reduce cryptographic calculations, the number of messages, the number of parameters, public key encryption. It also prevents eavesdropping from an external attacker and keeps the security against impersonation attacks for both the SET and the V-SPC. We believe that the burden of TLS session at the terminal would be reduced with this kind of proposal as a terminal vendor.
2 Summary of Contribution

The detailed proposal section in this contribution addresses the possibility to establish a new TLS connection with minimal changes of the previously established TLS session between the SET and the H-SLP (TLS_SET_H-SLP) by abbreviated handshake protocol in TLS session between the target SET and the V-SPC (TLS_SET_V-SPC) when the target SET is roaming. In the non-proxy mode with the V-SPC for the SET initiated case, the target SET needs to establish a separate TLS session with the V-SPC. Since the new settlement of TLS_SET_V-SPC would be quite burdensome and requires additional resources of the target SET, it would be beneficial to reuse the TLS session parameters used in TLS_SET_H-SLP. From this motivation, the abbreviated TLS session would be established between the target SET and the V-SPC assuming that H-SLP and V-SPC are mutually authenticated previously. To settle the TLS_SET_V-SPC with abbreviated handshake protocol, the pre-master secret (used in TLS_SET_H-SLP) or modified pre-master secret (which is altered from pre-master secret used in TLS_SET_H-SLP) and the TLS session ID should be securely transmitted from the H-SLP to the V-SPC. If an interface between the H-SLP and V-SPC is securely enough (i.e. the operator of the H-SLP and that of the V-SPC is the same or trust each other), the pre-master secret would be transferred at it is. If not, pre-master secret would be modified via hash algorithms such as SHA in order to offer security between the H-SLP and the V-SPC.
3 Detailed Proposal

3.1 Introduction

Firstly the abbreviated TLS session is briefly introduced in section 3.1. Then the assumptions of this contribution are explained. Section 3.2 depicts the detailed proposal to establish the abbreviated TLS_SET_V-SPC for two different scenarios.
3.1.1 Abbreviated handshake in TLS
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Figure 1. Abbreviated handshake protocol for a resumed TLS session
To minimize the overhead of cryptographic calculations and a number of messages, TLS defines a mechanism by which two parties can reuse previously negotiated TLS parameters. With this method, the parties do not need to repeat the cryptographic negotiations or authentication calculations. They simply continue from where they left off before. As figure 1 shows, resuming earlier sessions notably streamlines the negotiation. As the figure indicates, after the Server sends it ServerHello message, it immediately sends ChangeCipherSpec and Finished messages. Similarly, the Client only sends ChangeCipherSpec and Finished messages once it receives the ServerHello. In both cases, the ChangeCipherSpec directs each party to make the previously active cipher suite active once again.
The key to session resumption is the ClientHello message. The client proposes to resume a previous session by including that TLS session's SessionID value in its ClientHello. If the server wishes to accept the Client's proposal and resume the earlier session, it indicates its acceptance by including the same SessionID value in its own ServerHello. If the server elects not to resume the earlier session, it sends a different SessionID value and the full negotiation then takes place.
3.1.2 Assumption

· Upon roaming agreements, the mutual authentication is required between the H-SLP and the V-SPC before the roaming event. The H-SLP and V-SPC have exchanged CERT (certificate) each other. The H-SLP and V-SPC should guarantee the validity of CERT by checking CRL (Certificate Revocation List) periodically or using OCSP (Online Certificate Status Protocol). 
· The RLP SSRLIR and SSRLIA would be transferred securely with encryption such as with HTTPS. It means that the parameters for sharing the TLS session such as pre-master secret or modified pre-master secret would be transferred without additional encryption.
· In order to reduce authentication overhead between the SET and V-SPC, H-SLP shares a TLS session with an authenticated V-SPC.  A new TLS connection is created between the SET and the V-SPC with abbreviated handshake protocol.

3.2 TLS session management for SUPL roaming
3.2.1 Security Scenario for SUPL roaming

The overall procedure is depicted at Figure 2. Firstly the TLS session is established between the H-SLP and the SET. Then that TLS session would be extended to the connection between the V-SPC and the SET.
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Figure 2. Resumption of the TLS session for SUPL roaming
The following scenarios would be considered for SUPL roaming. The first scenario is for the case that the H-SLP and the V-SPC can share pre-master secret used in the TLS_SET_H-SLP. The H-SLP transfers the modified pre-master secret to the V-SPC in the second scenario. In this case the channel between H-SLP and V-SPC is considered insecure. 
- Scenario 1
· The H-SLP in this scenario would transmit the pre-master secret of current TLS session to the V-SPC. In this scenario, the V-SPC will receive a RLP SSRLIA (SUPL START) message with the pre-master secret, TLS sessionID and then the V-SPC shall store these parameters.
- Scenario 2
· The H-SLP in scenario 2 would transmit roaming-master secret which is altered from current TLS session to the V-SPC. The roaming-master secret is a modified value of the pre-master secret via Hash algorithms such as SHA. V-SPC can not derive a pre-master secret through a roaming-master secret. In this scenario, if the V-SPC receives a RLP SSRLIA (SUPL START) message with the roaming-master secret, TLS sessionID and then the V-SPC shall store these parameters. 

3.2.2 Resuming a previous TLS session for SUPL roaming with same pre-master secret
This section describes the SUPL call flow with TLS session extension mechanism with pre-master secret sharing.
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Figure 3. TLS session management for SUPL roaming
The message flows of this scenario for SUPL roaming are:
(1) The SET establishes a TLS session.

A. The SET sends ClientHello message proposing TLS options
B. The H-SLP sends ServerHello, Certificate*, ServerKeyExchange*, CertificateRequest* and ServerHello-Done message. The Certificate message contains the public key certificate of the H-SLP. The H-SLP concludes its part of the negotiation for TLS session with ServerHello-Done message.
C. The SET sends Cetificate*, ClientKeyExchange, Certificate Verify*, ChangeCipherSpec and Finished Message. The Session key information (encrypted with server's public key) in ClientKeyExchange message. The SET sends ChangeCipherSpec message to activate the negotiated options for all future messages it will send. The SET sends Finished message to let the server check the newly activated options.
D. The H-SLP sends ChangeCipherSpec and Finished message.

(2) The SET sends a SUPL START message to start a positioning session with the SLP to start Positioning Procedure with the SLP. This message is protected using TLS.
(3) The H-SLP verifies that the target terminal is currently SUPL roaming.
(4) The H-SLP decides that the assistance data/position calculation is done by the V-SPC and allocates a sessionid and sends a RLP SSRLIR tunnelling the SUPL START message to the V-SLC. This message contains additional parameters (i.e. pre-master secret and current TLS ssesionID).
(5) The V-SLC informs the V-SPC of the incoming session.
(6) The V-SLC responds with a SUPL RESPONSE tunnelled over RLP back to the H-SLP that it is capable of supporting this request. The SUPL RESPONSE contains at least the sessionid, and the V-SPC address.
(7) The H-SLP forwards the SUPL RESPONSE to the SET.
(8) The SET closes the IP connection with the H-SLP and may close the TLS session
(9) The SET establishes a TLS session by abbreviated handshake protocol as follows,
A. The SET sends ClientHello message. ClientHello message contains a previously established TLS SessionID between the H-SLP and the SET.
B. The V-SPC responds with ServerHello message agreeing to this TLS SessionID. The V-SPC sends ChangeCipherSpec message to reactivate the session's security options for messages it will send. The V-SPC sends Finished message to let the client check the newly reactivated options.

C. The SET sends ChangeCipherSpec and Finished message.

(10)  To initiate the actual positioning session the SET opens a new data connection and sends a SUPL POS INIT message to the address indicated in step (7)
(11)  Based on the SUPL POS INIT message including posmethod(s) supported by the SET
(12)  Once the position estimate or calculation is complete, the V-SPC sends a SUPL END to the SET and depending on positioning method and positioning protocol optionally includes the position.
(13)  The TLS session may end between the V-SPC and SET.
3.2.3 Resuming a previous TLS session for SUPL roaming with modified pre-master secret
For this case, if the SET moves to the area of V-SPC, the H-SLP sends a roaming-master secret to the V-SLC. TLS_SET_V-SPC will be established with modified pre-master secret, i.e. roaming-master secret. It corresponds to scenario 2 in section 3.2.1. A message transmission sequences are identical with previous scenario. Only a pre-master secret is replaced with roaming-master secret. A roaming-master secret is calculated as shown below.
· roaming-master secret = SHA( pre-master secret | roaming-count ) 
· pre-master secret: generated by the SET for TLS session between the H-SLP and the SET
· roaming-count: the self-generated and predetermined parameter at the H-SLP and the SET to calculate roaming-master secret at the H-SLP and the SET as one of input parameters with hash algorithm. The newly generated roaming-count should be increased by certain amount than that of the older generation.
To generate the master secret, TLS relies on the PRF (Pseudo Random Function). Input values to PRF are the roaming-master secret, the ASCII string “master secret” and the concatenation of the SET-random and the V-SPC-random
· master secret = PRF( roaming-master secret, “master secret”, SET-random | V-SPC-random )
The key material is also computed using the PRF. The input values to PRF are the roaming-master secret, the ASCII string “key expansion” and the concatenation of the V-SPC-random and the SET-random

· key material = PRF( master secret, “key expansion”, V-SPC-random | SET-random )
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Figure 4. TLS session management for SUPL roaming with roaming-master secret
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5 Recommendation

Authors kindly ask SEC WG to discuss and adopt the use of the abbreviated TLS session when additional TLS session is needed such as roaming case for non-proxy mode with V-SPC.
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