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1 Reason for Contribution

During the Barcelona meeting SEC WG had some discussions regarding WI 0097, “Report on Application Layer Security Common Functions”, OMA-WID_0097-SEC_CF-V1.0-20040614-D. It has been agreed that a joint meeting will be held in Frankfurt between the ARCH WG and the SEC WG to clarify the requirements for this WI and discuss possible solutions and their alignment with the OSE work.
2 Summary of Contribution

The questions below have been compiled through the SEC WG mailing list and are grouped into relevant sections. No answers are given to the questions as they are for discussion purposes. 

3 Detailed Proposal

3.1  What do we mean by Common Security Functions (SEC_CF)?

(1) What should the finished specification of SEC_CF work include?

· Profiling of existing standardised solutions?

· Referencing existing standardised solutions?

· A new security solution?

 (2) What is the level of customisation allowed on the SEC_CF once it is developed?

3.2 How does it relate to the rest of OMA/OSE?

(3) Should the Security Common Function define standardised interfaces with the PEEM framework to provide security services to other OMA enablers? 

3.3  How will it look like in terms of Architecture?

(4)Is there any architectural need for the SEC_CF to be constrained to particular deployment architectures such as Security functions implemented as a proxy/gateway, single box security engine with interfaces to PEEM, etc?

(5)Should SEC_CF define multiple optional security architectures (which the enabler can choose from) that would integrate already standardised security solutions such as 3GPP-GAA, IMS security, IETF-TLS, etc?

(6)Should SEC_CF define a mandatory single security architecture that is based on the assumption that all new  OMA Services will be based on a single protocol (i.e. Web Services) and use this single common security architecture?

(7)Should the security enabler present an interface that responds to requests of the form "here is a message *msg*  from *A* to *B* and a policy *pol* of how it should be treated" and respond with "*yes/no*, modified message *modified-msg*"?

(8) Should this enabler cover transport level security as well as application level security? Can we update the current work item?

3.4  What is the design methodology we should use?

(9)Should the SEC_CF based on a "Top Down" approach where we start from an idealistic security solution and try to apply it to OMA OR should the SEC_CF take the "Bottom Up" approach and address the security problems that exists today within the current enablers of OMA by providing, standardise solutions that exist today in some form? We can then generalise these solutions to be re-used in future services.

3.5 How should we handle the RD and the AD?

(10) Should we develop a RD and an AD?

(11) Is there any need for a definitive Security Common Function Architecture at this moment without having an agreed RD?

(12) Is it possible to define the RD and AD, from the point of the OMA Enablers as the customer for this work?

(13) Should the RD contain use cases?

3.6 What is the process we will use to enforce and test SEC_CF implementations?

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARCH WG and SEC WG are recommended to use this contribution for the basis of technical discussions for their joint meeting in Frankfurt.
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