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1 Reason for Change

This contribution proposes a security solution for the SUPL AD. 
2 Impact on Backward Compatibility

N/A 
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt.
6 Detailed Change Proposal

************* Start Modified Section ******************************

Editor’s note: this document may undergo substantial revision to clarify the security mechanisms in different scenarios. 
7.1 General Model
Mutual authentication SHALL be supported between SET and SLPs. Mutual authentication between the SET and H-SLP SHOULD be based on PSK-TLS, as described in this section. For the realization of the non-proxy mode roaming models, the SET and V-SLP MUST mutually authenticate one-other using PSK-TLS. In other cases mutual authentication between the SET and H-SLP SHOULD be based on PSK-TLS, as described in this section, but MAY be based on the Interim Solution described in 7.2. When mutual authentication is performed the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SUPL User, which in turn are provisioned by the SUPL Service Provider.    
7.1.1 Key Provisioning
The SUPL security model assumes a shared key PSK between the H-SLP and the SET, bound to a removable token such as a SIM/USIM/R-UIM where applicable. Moreover the SET has been provisioned with a digital certificate enabling it to verify digital signatures on messages from the H-SLP. 
The H-SLP provisions PSK depending on the authentication mechanisms of the relevant bearer. In the case of 3GPP, the provisioning of the PSK SHOULD be based on 3GPP GBA. In the 3GPP2 scenario, key provisioning MAY be based on a derivation of PSK from an MN-AAA key, as described in [3GPP2 WLAN].
7.1.1.1 3GPP GBA [3GPP 33.220] SHOULD be used to agree a key PSK=Ks_NAF between the SET and the H-SLP.  
7.1.1.2 3GPP2 PSK Generation: Bootstrapping from an MN-AAA key.

PSK Key agreement MAY be based on the procedure for  AAA-Based WKEY Generation as in [3GPP2 WLAN], section 7.1.1.2, using authenticated Diffie-Hellman.  
Editor’s note: text is required to describe the use of FQDNs as key identifiers. 
7.1.2 Network-Initiated Scenario
Authentication and replay protection are required on the SUPL_INIT message from H-SLP to SET: this SHALL be achieved by incorporating a sequence number SQN and IMSI in the SUPL_INIT message and appending a digital signature to be verified using an H-SLP server certificate. UTC Time SHALL be used as the SQN. The SET SHALL verify the signature to ensure that the H-SLP was the source and that the IMSI is correct, and then ensure that the SQN is monotonically increasing (ie fresher than the last authenticated SQN received). If the SQN is less than a previously stored value then the SET initiates SQN synchronization as described in 7.1.4.
Editor’s note: it is ffs whether MSISDN or IMSI or another form of SET-ID is most appropriate. Concern is raised that the terminal may not know the MSISDN; conversely it is a concern that the SLP knows the MSISDN/MIN, not the IMSI. 
In the non-proxy roaming scenario the H-SLP next computes a key PSK2=Hash(PSK,SQN,mode) and PSK2 is included in the RLP(SUPL_START) to the V-SLC. SHA1 [SHA1] SHALL be used as this Hash algorithm throughout. The mode is proposed to differentiate between Network and SET-initiated scenarios in order to provide key separation.  The SET also computes PSK2=Hash(PSK,SQN,mode). 
Editor’s note: it is for further study whether SHA1 is sufficient given recent attacks which have been published. 
The SET next establishes a PSK-TLS session with the SLP indicated in the SUPL_INIT message, keyed with PSK (respectively PSK2 in the non-proxy roaming scenario.) 
7.1.3 SET-Initiated Scenario

In the SET-initiated scenario the SET establishes a PSK-TLS session with its H-SLP keyed with PSK. 
In the scenario of Non-Proxy mode with V-SPC the H-SLP includes a fresh SQN in the SUPL_RESPONSE. The H-SLP computes PSK2=Hash(PSK,SQN,mode) and provides PSK2 to the V-SLC in the RLP(SUPL_START) message to the V-SLC. The SET establishes a PSK-TLS session with the V-SLC keyed with PSK2, over which SUPL_POS_INIT and SUPL_END are delivered.
7.1.4 SQN Synchronization 
If in the NW-initiated scenario the SQN included in the SUPL_INIT is deemed to be stale (that is it is not strictly greater than the last value of SQN successfully received), then the SET establishes a PSK-TLS session with the H-SLP and sends a SQN_SYNCH_REQUEST message requesting SQN. The H-SLP replies with a message SQN_SYNCH containing a current SQN to synchronize. (These will likely be reflected in SUPL_START and SUPL_END messages.) 
Editor’s Note: it may be that the SQN is required only in SUPL_INIT messages which are used for the non-proxy roaming scenario. This requires further study in other cases. It may be mandatory to implement, but optional to use the SQN for SUPL_INIT in cases other than non-proxy roaming. 
7.2 Interim Solution
When SET authentication is only performed with the H-SLP (proxy mode), the H-SLP MAY choose to authenticate a SET using existing bearer-level authentication mechanisms if available. If both the H-SLP and SET support PSK-TLS base and a valid PSK may be acquired, mutual authentication by PSK-TLS SHOULD be negotiated. 
7.2.1 Network-Initiated Scenario

Authentication and replay protection are required on the SUPL_INIT message from H-SLP to the SET: the IMSI and SQN are included in the SUPL_INIT message, and a digital signature is appended to be verified using an H-SLP server certificate. The SET SHALL verify the IMSI, check that SQN is fresh, and ensure that the digital signature is correct. The SET then establishes a TLS 1.0 session with the H-SLP as indicated in the SUPL_INIT. The SUPL_INIT MUST contain the FQDN of the H-SLP, and the SET MUST ensure that it is establishing a TLS connection with the correct H-SLP. The H-SLP SHALL then authenticate a SET by some existing means, such as MSISDN to IP Address Mappings as in [3GPP 33.878].
Editor’s Note: the reference 33.878 must be updated if the standard is going to be referenced.
7.2.2 SET-Initiated Scenario
In the SET-initiated scenario the H-SLP establishes a TLS 1.0 with the H-SLP and the H-SLP SHALL authenticate the SET based on existing means such as MSISDN to IP Address Mappings as in [3GPP 33.878]. 
7.2.3 SQN Synchronization 

If in the NW-initiated scenario the SQN included in the SUPL_INIT is deemed to be out of stale (that is it is not strictly greater than the last value of SQN successfully received), then the SET establishes a TLS 1.0 session with the H-SLP and sends a SQN_SYNCH_REQUEST message requesting SQN. The H-SLP replies with a message SQN_SYNCH containing a current SQN to synchronize. (These will likely be reflected in SUPL_START and SUPL_END messages.) 

****************** End ******************************
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