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1 Reason for Contribution

It was agreed during the conference call 25 February 2005 to analyse potential benefits of adding additional messages in lieu of adding security to SUPL_INIT messages. 
2 Summary of Contribution

This contribution considers the complexity of the solution being developed to secure SUPL_INIT messages. It is concluded that the alternative proposal to make the SUPL_INIT a trigger, and harmonize on SET-initiated call flows, may decrease complexity significantly and warrants further investigation. 
3 Discussion
During the conference call 25 February 2005 [2], it was agreed to summarize a number of open points regarding SUPL security and determine if alternative approaches may be preferable. In particular the existing draft specifications are taking on a great deal of complexity primarily to add security to the SUPL_INIT message: 

· In non-proxy roaming cases a digital signature must be incorporated in the SUPL_INIT. 

· In non-proxy roaming cases a sequence number SQN is required in the SUPL_INIT to provide replay protection

· Therefore messages must be developed in order to provide SQN management and re-synchronize in error cases

· It is required that the same SUPL_INIT message be sent to all SET, whether for ‘early’ or ‘full’ SUPL implementations, because a priori it is not known whether a SIM/USIM/RUIM has been placed in an early or ‘full’ SUPL terminal. Therefore interoperability and migration issues must be thought through in detail. 

· It is required that the SET ensure that it was the intended recipient of the SUPL_INIT, so either the IMSI must be included in SUPL_INIT or some protocol must be developed to inform the SET of its MSISDN. In the latter case error cases must be developed to deal with swapping SIM/USIM/RUIM from one terminal to the next, etc. 
In summary a number of steps are required to secure the SUPL_INIT, and the protocols developed to synchronize identity (ie MSISDN) and the SQN must be considered in detail to ensure that no vulnerabilities are introduced. Complexity is added to the terminals and the SUPL_INIT message may be growing quite large.

It is noted however that this complexity is required simply to address the Network Initiated case, in contrast to the SET initiated case. Therefore, an alternative approach would be to make the SUPL_INIT message simply a ‘trigger’ in response to which the SET contacts its H-SLP as per the typical SET-initiated case. While this would require additional messages between the SET and H-SLP in the Network-Initiated case, it would likely result in a reduction in complexity, easier migration paths, and a complete standard in a shorter time period. 

Though this avenue does require some further study, it is proposed to enquire of LOC whether these additional messages are feasible as they may reduce complexity and lead to a secure standard in a shorter timeframe. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt as working assumption
6 References

	[1] 
	OMA-SEC-2005-0027-Security-Model-in-SUPL

	[2] 
	OMA-SEC-2005-0029-minutes-cc-20050225











NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040917]

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040917]

