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1 Reason for Contribution

During the SEC drafting CCs it has been identified that addition of a ‘connect home’ message pair to use when SUPL INIT cannot be trusted in non-proxy scenarios could facilitate a solution. Also it seems to be some acceptance of applying such messages only when needed. This contribution analyses the threat situation and proposes long term and short-term solution based on combination protection of SUPL INIT and selective use of ‘connect home’ message and the migration path between them.

2 Summary of Contribution

-

3 Detailed Proposal

The threat situation

In the currently proposed message flow for network initiated positioning, SUPL_INIT is unprotected, which makes it possible for an attacker to


A. Generate false SUPL_INIT messages that the terminal cannot distinguish from genuine messages.
B. Replay old recorded SUPL_INIT messages.
The goal of an attacker might be to 


1. Trigger user chargeable events  
2. Launch a denial of service attack against the positioning system. The attack would then aim at overloading a SLP server
3. Launch a denial of service attack against an individual SET. The attack would be to send a sequence of SUPL_INIT messages, which would block the SET from receiving authentic messages while trying to connect the SLP server.
4. Change notification settings in SUPL_INIT message to perform location operation without informing the user.
5. Perform an unauthorized location operation. 
6. Masquerade as a SET to return a false position
Solution 1: Authentication of SUPL_INIT

To counter attacks 2 and 3, the SET has to be able to distinguish authentic SUPL_INIT messages from false messages and replay of old messages. The only mechanism that can be used to achieve this is to have the message cryptographically authenticated and replay protected.  But this solution would also counter threats 1, 4 and 5 as the only entity, which can generate authentic SUPL_INIT messages is the H-SLP and the H-SLP is responsible for generating charging records towards the end user. 

To authenticate the SUPL_INIT message, the H-SLP can either digitally sign the message or if the SET and the H-SLP shares a symmetric key, use this key to calculate a keyed MAC. However, digital signatures are, to be reasonably secure, at least 1024 bits, which corresponds to 128 bytes, and that will in practice make it impossible to send the SUPL_INIT message in a single SMS.  Thus the only realistic authentication mechanism has to be based on shared secret keys. This in turn implies that the H-SLP has to be state-full in that it has to keep a record of the valid keys for all users.

The replay protection has to be based on a sequencing mechanism in the messages, which would make it possible to detect that the SET already has received the message. The simplest solution is to have a monotonically increasing sequence numbers and have the SET check that a new SUPL_INIT messages has a sequence number that is larger than that in the last previously accepted message. Of course this sequence number has to be integrity protected. With appropriate key management, i.e. production of new keys, the session ID passed to the SET in the SUPL_INIT message could be specified in such a way that it could play the role of the sequence number. 

To counter threat 6, the system has to verify that the reply to the SUPL_INIT message comes from the correct SET. This can be achieved by using the shared key as a basis for setting up PSK-TLS tunnel (a master shared key can be used to derive other shared keys for different purposes) or by using some other shared key based authentication mechanism. The “Early” security solution in proxy mode will also provide such authentication.

Solution 2: White lists and call H-SLP for confirmation

In solution 2 there will be no protection against threats 2 and 3. 

All connections are assumed to be protected with TLS and server authentication. This implies that SETs have to have root certificates enabling them to verify all SLP server certificates. At the H-SLP the “Early” security solution is applied to authenticate the SET.

The solution is based on the assumption that the terminal has a white list of trusted SLPs. Normally this white list would only consist of the H-SLP.  

Threat 1 will not be realized, as the H-SLP would have to issue the SUPL_INIT, for a charging record to be generated. The H-SLP should of course always correlate charging records from V-SLPs against the chargeable events it has created.

Threat 4 is that the attacker changes the content of the SUPL_INIT message. The sensitive entries are the user notification information and the URL of the SLP to which it should connect and use for the positioning. If the URL of the SLP is on the white list, it is trusted, and the SET connects directly to the SLP.  If it is not on the white list the SET should connect to the H-SLP and request confirmation that the SUPL_INIT is authentic. This means that we introduce a pair of new messages for this confirmation. The confirmation message should contain a Hash of the SUPL_INIT message and the response message is an OK or NOK. If the SET receives an OK answer, it proceeds with the normal message flow.  If the SUPL_INIT contains an URL of a white listed SLP this SLP should verify that the notification information hasn’t been changed. This means that the SUPL POS INIT message has to be updated with a hash element and that this information has to be sent to a V-SLP.

Threat 5 will not be realized as either the SLP is on the white list and then it will not accept a false request for positioning or it is not on the white list and the check at the H-SLP will tell the SET that it was a false request.

Threat 6 is not countered by this solution in a non-proxy roaming scenario. If an attacker can intercept the SUPL_INIT message he can produce a correct POS_INIT and connect to the indicated V-SLP and hijack the positioning conversation. The risk associated with this attack may be limited.

 Migration from solution 2 to solution 1

To allow a secure migration from solution 2 to solution one and a secure coexistence we propose that the SUPL_INIT message is extended with an optional MAC field and key identifier. If the MAC field is missing solution 2 is valid. If the MAC field is valid solution 1 is valid.  If the MAC field exists and the MAC is invalid the SUPL_INIT is discarded. The SET is provisioned with an appropriate white list of trusted SLPs.

The message flow is extended with SUPL CONF and SUPL ACK messages. 

The terminal signals to the SLP that it is GBA capable by indicating that it PSK-TLS capable in the TLS hello message. 

Key management for Solution 1 is handled as a separate process and there is a separate process to establish a master shared key between a SET and the H-SLP.  The triggering of this process may be from the network by sending a special triggering message or by the SET. When a new key has been generated the SET has to inform the H-SLP of the key identity. 

Detailed flow proposal 

In the attached CR to SUPL AD the resulting flows modifications are added to section 7.3.1. 

Missing details

Key derivation for home and visited (solution 1)

Replay counter handling

Re-key control (generation of new shared key)

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and if found feasible adopt as working assumption.
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