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1 Reason for Contribution

OMA ARCH WG has responded (OMA-SEC-2005-0038-ARCAnswersToSEC) to Security WG’s Questions on Common Security Enablers (OMA-SEC-2005-0013R01-Questions-for-Common-Security-Enablers-Discussion-with-ARCH-WG). This contribution describes a methodology to move forward with this WI considering the answers received from the ARCH WG. 
2 Summary of Contribution

The contribution defines the expected output of the Common Security Enablers WI and a methodology to achieve this output. 

3 Detailed Proposal

The expected output of the Common Security Enablers WI :

A set (not a single one) of standardised security solutions which can be applied to different types (SIP, HTTP, TCP, Web Services, etc  based) of services with different security requirements. Enablers in OMA should be able to reference such solutions by using the relevant security interfaces defined in OMA SEC WG.

The  methodology to achieve this output: 

Step (1) Collect & Analyze the typical security requirements for the existing and newly proposed OMA Enablers (in order to write the RD). 

1-A. Collect the relevant (DM, PoC, PAG, Messaging, etc) OMA Approved Require​ment Documents (RDs) from the existing OMA Enablers (Either completed or still in progress). 

1-B. Liaison with the relevant WGs in OMA for their proposed work items (e.g. Data Synchronisation) and discuss their Security Requirements. Where possible encourage these WGs to use the RD template that includes a security section.

1-C. Incorporate where possible requirements from ARCH group such as integration with MWS, PEEM, IMF, etc. 

1-D. Add new requirements from the WG Security point of view (based on experience and relevant threat analysis)

1-E. Identify the common set of security requirements based on the output of 1-A, 1-B, 1-C and 1-D. 

1-F. Create a RD for the Common Security Enablers. 

Step (2) Determine how many of these requirements can be met with today's technologies developed in OMA or other standardisation bodies: ETSI, 3GPP, 3GPP2, IETF, Liberty Alliance, etc.

2-A. Create a list of criteria to evaluate/classify the security solutions. An example list could be as follows: 

· Security Properties: How many of the common requirements are met?

· Is this a standardised security solution developed by external standardisation bodies (IETF, 3GPP, 3GPP2, Liberty Alliance, etc)?

· Is the solution specific to a particular implementation (3GPP, 3GPP2, other)? 

· How widely is this solution deployed in today's market? Are there any barriers for short term/mid term deployment (e.g. IPRs)?

· How scalable is the security solution? 

2-B. For Enablers that are finalised in OMA, evaluate the approved security solutions using the criteria defined in 2-A. 

2-C. For Enablers that are still in progress in OMA, evaluate the proposed security solutions.  

Step (3) Based on the analysis done in (2), from the existing security solutions SEC WG would either: 

· Directly accept the security solution as proposed/approved. 

· Create an OMA profile of the security solution if it is defined in another standardisation body. 

For security solution that are profiled or directly accepted these can be reused directly without waiting for the whole SEC CF work to be finalized. OMA SEC could approve them as part of the common security enablers and they can be referenced by the OMA enablers as SEC Agreed solutions.

Start Creating the AD and the TS. 

Step (4) Develop new security solutions if the existing solutions defined in Step (3) can not be used. 

· Each solution should be specific to a particular well defined security problem and should not be a general solution to a generic set of requirements.

· SEC WG might consider allocating interested companies to work on developing particular solutions. 

· Once the solutions are developed and approved by the SEC WG they can be included as part of the set of common security solutions.

Step (5) Security WG should provide generic interfaces for OSE to use the security solutions defined in (3) and (4) where possible. As an example a realisation of an OSE interface could be specified conditionally based on the technology used. As an example:

· For HTTP based services I[x] interface between the UE and the Enabler is realised as 3GPP defined Generic Bootstrapping Architecture.

· For TCP based services I[x] interface between the UE and the Enabler is realised as IETF defined TLS with OMA TLS profile, etc...

· For SIP based services I[x] interface between the UE and the Enabler is realised as …

Complete the AD and the TS. 

Step (6) Identify the interactions between IMF, PEEM, NI and the design in (5) and provide an evolution path for a fully integrated OSE based security architecture for future integration once these enablers are finalised.

Steps 1-5 could be the version 1.0 of this work and then SEC WG can start working on version 2.0 to integrate IMF, PEEM, etc when they are finalized. Once finalised these solutions can be integrated with Common Security Enablers. SEC WG can always contribute to their develop​ment but the group should not be significantly constrained in its architecture or specification before the completion of these enablers. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt as working assumption.
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