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1 Reason for Contribution

SEC WG is currently investigating possible solutions to secure SUPL protocol against various security threats such as re-play protection, unauthorized SUPL sessions. This contribution proposes an alternative solution to some of the proposals described in OMA-SEC-2005-0027R02-Security-Model-in-SUPL. 

2 Summary of Contribution

The proposal addresses the following security threats:

1) Unauthorized SUPL Sessions initiated by untrusted V-SLPs

2) Unauthorized modifications to the SUPL INIT message on transit

The proposal also addresses the key management issue for non-proxy mode roaming scenarios if no other available key management mechanism is used. 

The solution requires the following changes to the current SUPL Specifications:

1) Addition of 2 new messages AUTH REQ [From SET to H-SLP], AUTH RESP[From H-SLP to SET] to be delivered over a secured (PSK-TLS) TCP link. These messages are only used for NW initiated non-proxy mode roaming scenarios.

2) Addition of a single optional field (Auth_Key) into the SUPL RESPONSE message.

3) Addition of a single field (Notification) into the SUPL POS INIT message.

Possible Advantages of this proposal:

· Does not require any key derivation functions to be standardised for SUPL.

· Does not require any security protection on SUPL INIT such as Digital Signatures, MACs, SQN number handling 

· Does not require any modifications to the TLS, PSK-TLS implementations.

Disadvantages of this proposal:

· Requires additional message flows to be used in NW initiated non-proxy roaming scenarios.

· Requires 2 additional new fields to be included into SUPL Protocol.  

· Requires additional logic in the SET to differentiate between different NW initiated call flows, i.e. NW initiated non-proxy roaming and other NW initiated call flows.

The proposal also does not address the DoS attacks against SLPs via unsolicited SUPL INIT messages as the requirements for general DoS is still under discussion in SEC and LOC WG.

3 Detailed Proposal

Network Initiated call flows in SUPL Specifications presents the following security challenges:

[1] How the SET can verify that malicious parties have not altered the contents of the SUPL INIT message in transit.  

[2] For non-proxy mode roaming scenarios: How the SET can verify that the V-SLC address in the received SUPL_INIT is authorized by the H-SLP at a particular time and a previous SUPL_INIT message is not re-played by malicious V-SLPs to establish unauthorized SUPL sessions with the SET for position tracking. 

[3] For SET or NW initiated non-proxy roaming scenarios: How to authenticate to the V-SLC using PSK-TLS when there is no key management mechanism with roaming support.  

In order to address [2], the SET needs to verify the V-SLC address inside a SUPL INIT message is authentic and is not re-played by a malicious party. This input contribution proposes to establish a secure TCP session with the H-SLP in order to verify that the V-SLC address is authentic and authorized by the H-SLP. The simplified call flows for this solution is described in Figure 1 (for NW initiated non-proxy mode roaming scenario)


Figure 1. Proposed simplified call flow for NW initiated non-proxy mode roaming scenario 

Steps 1,2) H-SLP establishes the correct V-SLC address and the Session ID to be used with the V-SLP. H-SLP stores the SessionID and the V-SLC address for future verification.

Step 3) H-SLP generates a random key (Auth_Key) of sufficient size (e.g. 128 bits) to be used by the SET for V-SLC authentication with PSK-TLS and sends it to the V-SLC over a RLP message. This step is required to address security issue [3].

Step 4) H-SLP sends a SUPL INIT message to the SET as described in the current SUPL AD (OMA-AD-SUPL-V1_0-20050203-D). This message contains the V-SLC address, SessionID.

Step 5) After receiving the SUPL INIT message containing the V-SLC address, the SET establishes a PSK-TLS session with the H-SLP. Please note that Auth_Key is NOT used for this PSK-TLS Session. If no V-SLC address is present in the SUPL INIT message, the SET continues its normal operation and the rest of the call flow (6,7,8) is not relevant.

Step 6) The SET sends an AUTH REQ message over the secure TCP connection to the H-SLP containing the V-SLC address and the relevant Session_ID received as part of the SUPL_INIT. 

Step 7) After receiving the AUTH REQ message the H-SLP checks if the SessionID, the V-SLC address and Notification (if included) mapping matches the one it has previously stored for this particular session. If a match is found then H-SLP sends an AUTH RESP message to verify that V-SLC address is authorized (not a re-play) and SUPL INIT is not modified. H-SLP also includes the Auth_Key inside the AUTH RESP message to be used for the V-SLC authentication. If no match is found, the H-SLP responds with an AUTH RESP message indicating to the SET that the V-SLC address is not authorized. This is achieved by including a flag into the AUTH RESP message. Please note that alternatively a HASH (e.g. SHA-1) of SUPL INIT message can also be included other than individual SUPL INIT fields. It is for further study which method is suitable from a simplicity and efficiency point of view.

Step 8) If a successful AUTH RESP is received from the H-SLP the SET authenticates to the V-SLC using the Auth_Key provided. Otherwise SET aborts the current session. Please note that if an existing key management scheme with roaming support is in place between the SET and the V-SLC then SET MUST use the keys generated by such a mechanism. Otherwise the SET MUST use the key sent by the H-SLP. Details of the key selection process are for further study. 

The solution above addresses how authorization and key management can be solved in NW initiated non-proxy mode roaming. Following changes are also required to address [1]:

1) A Notification field needs to be added to the SUPL POS INIT messages sent from the SET to the H-SLP in NW initiated call flows. This will ensure that in NW initiated proxy-mode scenarios the H-SLP can verify that Notification information sent in the SUPL_INIT has not been tampered in transit. If the Notify field included in the SUPL POS INIT does not match the one included in the SUPL INIT message then H-SLP aborts the session by sending the relevant error messages to the SET.  

2) In order to address [3] for SET initiated cases an additional field needs to be added to the SUPL RESPONSE message. This field will carry the Auth_Key to be used for PSK-TLS authentication with the V-SLC. Please note that for SET initiated non-proxy roaming scenarios AUTH REQ and AUTH RESP messages are not used. The call flow described in Figure 1 is only triggered by the SET if a V-SLC address is included in the received SUPL INIT.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For discussion only.
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