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1 Reason for Contribution

It has been agreed in the previous SEC WG Teleconference (OMA-SEC-2005-0033-minutes-cc-20050310) that the editor’s notes for OMA-SEC-2005-0027R02-Security-Model-in-SUPL is compiled in a new contribution to reflect the currently open security issues for SUPL. This contribution summarises the open security issues based on the editor’s notes.  

2 Summary of Contribution

Editor’s notes could be classified into the following categories:

Authentication and Key Management:

A principle agreement has been reached to use PSK-TLS for SET to SLP authentication except for Early SUPL terminals where PSK-TLS with the relevant key management techniques cannot be deployed. These terminals will use TLS 1.0 with alternative Authentication mechanisms.

Several Open issues exist on Key Management for PSK-TLS:

1) How to perform key management (derivation vs. delivery) for 3GPP2 for non-proxy roaming scenarios.

2) How to link the PSK-TLS keys with SET User Subscriptions.

SUPL INIT Protection

Following SUPL INIT protection mechanisms are still open for discussion:

1) How to ensure that a SUPL INIT message is originated from the correct H-SLP and is not being either modified in transit or generated by a malicious party. In security terms this is the Authentication and Integrity Protection for SUPL INIT messages.

2) How to ensure that an authentic SUPL INIT message is not being re-played by a malicious party. Failing to protect against re-play attacks could result in unauthorized SUPL sessions to be established with either V-SLPs or H-SLP.

3) Decide if DoS protection is required for this version of SUPL and if required which mechanism can be best used to provide it. 

Migration and Interoperability

As some of the security solutions can not be implemented by all terminals (e.g. Early Terminals), details of how different types of terminals can co-exist in a given SUPL deployment needs to be addressed. In addition, if some of the security features envisaged for SUPL 1.0 cannot be realized, migration issues from SUPL 1.0 to future versions of SUPL may need to be investigated. 

3 Detailed Proposal

Please find below the original ordered text for editor’s notes in OMA-SEC-2005-0027R02-Security-Model-in-SUPL for the relevant sections:
Alternative Client Authentication Mechanisms:

Editor’s Note (1): Some text is required in this section to describe how a migration could be achieved for Early SUPL terminals that do not support PSK-TLS for mutual authentication. These mechanisms will change depending on the outcome of the SUPL_INIT security section in this document.

General Key Provisioning:
Editor’s note (2): Some text is required in this section to describe some guidelines for mapping PSK identifiers in the SET to the key management architecture to be used. In other words, the specification needs to describe how to link the keys that are provisioned in the SET to be used within the PSK-TLS protocol.

Key management in Non-Proxy-Mode SUPL Roaming

Editor’s Note (3): This section is likely to change to include some text regarding the requirements for PSK2 generation for 3GPP2 based SUPL implementations. It is expected that the SUPL spec would only describe a mechanism to transport a derived key PSK2 to the V-SLP in case of non-proxy roaming and MAY specify a common derivation mechanism for the SET and the H-SLP. It is for further study to identify what parts of the key management to be specified in OMA SUPL specs and what could be left to be specified by 3GPP2.

Editor’s Note(4): It is likely that SHA-1 algorithm will still be used for this version of SUPL but it is for further study to decide if future SUPL releases and other OMA enablers in general should upgrade to more secure SHA implementations considering the latest attacks on SHA-1.

Processing of the SUPL_INIT Messages
Editor’s Note(5): This Section (7.1.5 and its subsections) might NOT be required if additional SUPL messages could be added to the SUPL AD to provide authorization of SUPL_INIT by the H-SLP.A current proposal is under discussion to harmonize the protocol flows between SET initiated and Network initiated use cases of SUPL.

Editor’s Note(6): It is for further study to identify if any Denial of Service (DoS) protection can be achieved in this version of SUPL without requiring any significant additional security features for SUPL INIT messages.

Authentication of the SUPL_INIT Message
Editor’s Note(7): Details of the exact RSA signature method will be provided later.

SQN Synchronization

Editor’s Note(8): Details of the SQN_SYNCH messages will be provided later.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt as working assumption.
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