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1 Reason for Contribution

During the conference call on March 10 2005, [2], it was agreed to provide some input regarding the timescales for different approaches to security in SUPL.  
2 Summary of Contribution

Discussions about SUPL security timescales have questioned whether it is advisable to remove non-proxy scenarios, to reduce the complexity and complete the specification as soon as possible. However in [4] we argue that the main complexity arises not from non-proxy scenarios but from requirements to prevent Denial of Service attacks. While some stage 3 work is required to support non-proxy scenarios, it should be fairly straightforward work beyond what is needed, for example, to provide some integrity of the Notification. 
3 Discussion
It was agreed during the SEC conference call 10 March 2005 [2] that some input would be provided to determine the extent of work require to support non-proxy scenarios in SUPL. It is argued in [4] that a decision is needed on whether Denial of Service attacks should be addressed. The question of how to address non-proxy depends on this decision, but in either scenario it is believed the extent of the work required would not justify removing non-proxy scenarios. 
If DoS attacks are addressed, this requires some sort of integrity and replay protection on the SUPL_INIT message, likely with some digital signature and sequence number SQN. It has been agreed that non-proxy scenarios will not be supported in ‘early’ SUPL and otherwise it is assumed that some key PSK is shared between the H-SLP and the SET. As the SUPL_INIT has integrity protection, the SET therefore trusts the serving SLP address (and notification) included. A number of approaches are now feasible, such as deriving a PSK2 from PSK and SQN, including PSK2 in an RLP message from H-SLP to V-SLP, and using it to key a PSK-TLS session between SET and V-SLP (providing implicit authorization by the H-SLP).  The bulk of the work is to secure the SUPL_INIT explicitly. 
If DoS attacks are not to be addressed then some work is nevertheless required to provide implicit security of the SUPL_INIT (particularly the Notification integrity) and authorization of the serving SLP. The challenge here is to find the right trade-off between optimization of the message flows and minimal disruption to the existing specification. 

It is expected that an additional message will need to be added from the SET to the H-SLP following SUPL_INIT, as a means of providing replay protection, at least in non-proxy scenarios.  One approach which has been discussed is that SUPL_INIT is merely a trigger to the SET, and then SET-initiated call flows are used. The SET may establish TLS sessions with the H-SLP and subsequently a V-SLP in non-proxy roaming scenarios, or it is possible that the first TLS session may be avoided if the SET is providing a NONCE which is used in the PSK2 derivation in order to provide freshness. There are various possibilities for Notification and serving SLP address to be repeated by the SET back to the H-SLP (for the H-SLP to determine these parameters were correctly received in the SUPL_INIT) and/or for these parameters to be included in PSK2 derivation in order to provide implicit integrity.  But some such steps are required in order to establish the integrity of the Notification, and there is little extra complexity from the desire to support non-proxy. (The main point is that the serving SLP address and some nonce will go into a PSK2 derivation and PSK2 will be provided by the H-SLP to the serving SLP in an RLP message.) 
In conclusion, as we go forward the first decision to be made is whether to prevent Denial of Service attacks. If so then with minimal extra work we may piggy-back off this to provide authorization of the serving SLP. If not, then contributions are required to compare approaches to providing implicit security of the SUPL_INIT parameters, both for authorization of the serving SLP and integrity of the Notification message.  The ‘extra’ work to secure the non-proxy cases involves specification of a key derivation, an RLP message to carry the key, and some care to indicate which key is being used, etc. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Input contributions are needed in order to make a decision about the requirement for preventing Denial of Service attacks. A decision should be made on this matter and some notes about the justification for the decision should be recorded in a security considerations section in the RD or AD. 
If a decision is taken not to prevent Denial of Service attacks then it should be adopted as working assumption that an additional message is required from the SET to H-SLP in order to establish authorization of the serving SLP and integrity of the Notification message.  
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