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1 Overview

OMA SEC-SCT WG is defining a new enabler for mobile device hosting an UICC being a WEB server implemented on the smart card. The three main advantages to provide the Smart Card Web Server (SCWS) solution are: 

· to leverage on ME or TE Browser capabilities which are multimedia support such as animated images, sound and many other. 

· to avoid the need for a dedicated companion application to be deployed in the handset and only manage communication with the web browser that is already present in the hosting device

· to provide an easy way for the UICC to be part of WEB services that the Mobile Network Operator is providing on its Web or Wap portal.  

Use Cases

The use cases for the new enabler are listed in the respective OMA requirement document. Following please find some examples highlighting the interest of the solution for the service provider and the end user:

Use Case: Enhanced interface for UICC based operator’s services

By using the SCWS it is possible to trigger a UICC application using a URL and to benefit from a rich graphical user interface. The UICC based application can take advantage of:

· Multimedia capabilities of the device's browser to display a rich use interface

· Java scripting or WML scripting to trigger client side executions

· xHTML tags to provide forms that the end user will be able to fill in

· HTTP protocol providing the POST command to send back the forms the SCWS or any other remote server. 
Use Case: A Mobile banking application based on WEB services (redirect feature).

Introduction

This use case has been chosen because it highlights the fact that it is very easy to make the smart card part of the solution within the same execution environment that exists for the device WEB browser. 

 FRAGE  \* FORMATVERBINDEN Short Description

Jack wants to go shopping this afternoon, but before that he would feel more comfortable if he had checked the balance of his bank account.

In fact, getting the balance of his bank account is a service he’s got with his mobile phone operator. The service is based on the security provided by the operator’s smart card present in the handset. So Jack connects to his bank web site and goes to his account review service. The bank web site redirects this request by sending a web page containing a link to the smartcard web server page which includes some authentication parameters and encrypted account data. Jack goes to the proposed link and authenticates himself with his PIN code as requested by the smartcard web server. The smartcard authenticates the bank request and returns the authentication data that are then redirected and sent to the bank Web server. Jack can now browse his account data and make some operations on his account.

The bank server can also send encrypted information embedded in the web page which is redirected to the smart card web server, decrypted and displayed to the user. 

Jack is happy with his operator’s set of security services because he no longer needs to remember a whole list of website passwords. Moreover, he is confident in the physical security provided by his smart card. 

Normal Flow

· The user open the ME Web browser, type in or select the Smart Card Web Server URL and access the home page that proposes the list of services and content to browse. 

· He then selects the service to access his bank account. 

· The smart card web server returns an xHTML page with an external link to the bank web server which embed origin parameters

· The user selects this link

· The bank server returns an xHTML page that embed a link that is called ‘authentication’ that points to the smart card web server and that also embeds data (e.g. http://smartcard/authApp?data=x06543D8ABC0)

· When the user clicks on the ‘authentication’ link the smart card web server returns an xHTML page that asks the user for his pin code

· When the user enters his pin code the SCWS returns a page that contains a link called ‘Continue’ that embeds the returned authentication data (e.g. http://www.xyzBank.com/verifyAuth?auth=0xC567865AB0954D).

· When the user clicks on this link the data is sent to the bank web server and the user is authenticated via the sent data

· The user has full access to his bank account

Use Case: Installation of Mobile device applications using the browser.

Introduction

This is a simple use case showing how it can be easy to retrieve stored information or data from the UICC memory and to use it in a dedicated environment. This specific example explains how the SCWS can be used to install ME applications provided by the network operator.

 FRAGE  \* FORMATVERBINDEN Short Description

James has acquired a new handset and SIM supporting SCWS containing a set of ME applications provided by his Operator.  When James installs his SIM in the handset he can immediately start browsing his SCWS and load and install ME applications that he likes. Some time later when he will feel like changing handset, by simply shifting the SIM from the old phone to the new one, he will be able to install his ME applications to his new phone. 

Normal Flow

· The user opens the ME Web browser, type in or select the Smart Card Web Server URL and access the home page that proposes the list of services and content to browse. 

· The returned xHTML page contains a list of ME applications to download and install in the ME (e.g. Games, Java MIDlets etc.) 

· When the user clicks on a chosen ME application it is downloaded and installed in the ME. 

· The user can invoke the ME application in the ME and use it.

Use Case: Off-line access to operator services

Introduction

Using the handset browser with the Smart Card Web Server provides a way to serve some WAP portal pages as if the user was connected. For sure not all of the pages need to be stored locally but some of them can be of interest. As an example we can just think to a presentation of remote services to tease the end user to connect this service or storage of help pages and FAQ to save money for the operator by avoiding a call to the operator help desk. The following example is about FAQ and help pages.  

 FRAGE  \* FORMATVERBINDEN Short Description

Thomas has got problems using his brand new handset; actually he’s got problems establishing a data connection for his Internet browsing.

Fortunately for Thomas and his operator, there is a Frequently Asked Question web page stored on his Smart card and it is accessible off-line when he launches his browser. This will probably make Thomas and his operator save a lot of time and money as he’s got a way to go forward before calling his operator’s hotline…

Normal Flow

· The user open the ME Web browser, type in or select the Smart Card Web Server URL and access the home page that proposes the list of services and content to browse.

· The user selects the FAQ link

· The FAQ is displayed formatted for an easy navigation

References

The OMA-SEC-SCT SCWS is based on the following IETF recommendations:

IETF RFC 2616 : “HTTP/1.1”

IETF RFC 2660: “HTTPS”

IETF RFC 2818: “HTTP over TLS”

“Wireless Profiled HTTP”, WAP-229-HTTP-20010329-a

URL:http//www.openmobilealliance.org/
“Hypertext Transfer Protocol -- HTTP/1.1”, RFC 2616, June 1999

URL:http://www.ietf.org/rfc/rfc2616.txt
“Smart Cards; UICC-Terminal interface; Physical and logical characteristics” 
http://www.etsi.org
2 Proposal / Description

OMA-SEC-SCT identified the need to define a transport protocol between the card and the device to handle the HTTP protocol between the devices network TCP/IP stack and the SCWS application.

The following figure describes the overall architecture. 
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OMA-SEC-SCT identified that BIP could be an easy way to provide the needed transport protocol (see Smart Card – ME protocol in above figure). 

3 Requested Action(s)

OMA-SEC-SCT kindly asks ETSI SCP TEC to provide feedback on the proposal to use BIP as the preferred transport protocol. 

Furthermore OMA SEC SCT kindly requests to take the requirements of the SCWS into account for Release 6 and to propose a solution based on BIP making required modifications to the existing ETSI SCP specifications (Rel-6) as minor as possible. 

4 Conclusion

n.a.
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