Doc# OMA-SEC-2005-0054-Security-for-3GPP-PROXY-mode-in-SUPL[image: image1.jpg]"sOMaQa

Open Mobile Alliance



.doc
Change Request

Doc# OMA-SEC-2005-0054-Security-for-3GPP-PROXY-mode-in-SUPL.doc
Change Request



Change Request

	Title:
	Security for3GPP-PROXY mode in SUPL
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	SEC WG/LOC WG

	Doc to Change:
	OMA-AD-SUPL-V1_0-20050310-D

	Submission Date:
	1 April 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Ozgur Gurleyen, Vodafone

	Replaces:
	N/A


1 Reason for Change

This contribution provides a security model for SUPL when the enabler is deployed using only PROXY Model in a 3GPP environment. Additional CRs are also required to update the current SUPL TS for the mechanisms described in this CRs to be implemented successfully. The corresponding CRs for the SUPL TS will be provided later. It is also expected that this CR will go through some iterations in order to be completed and agreed in the SEC before it can be incorporated into the current SUPL AD.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to agree on the CR to be incorporated into the overall SUPL Security Architecture and forwarded to the LOC WG to be incorporated into the current SUPL AD.

6 Detailed Change Proposal

************* Start Modified Section ******************************

7.1  SUPL Authentication Model

Mutual authentication SHALL be supported between a SET and a SLPs. When mutual authentication is performed the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SUPL User, which in turn are provisioned by the SUPL Service Provider. 

7.1.1 Proxy-Mode Authentication

This mode requires mutual authentication between SET and a H-SLP only. As the SET only authenticates to the SLP in the Home Network, SET MAY use any existing client authentication methods that is supported by the H-SLP for this mode. However, for improved security and interoperability it is recommended to perform Proxy-Mode authentication with PSK-TLS with the relevant key management mechanisms. 

For 3GPP implementations, SETs and SLPs SHOULD mutually authenticate using GBA [3GPP 33.220] with PSK-TLS option [3GPP 33.222].
For 3GPP implementations where GBA with PSK-TLS is not supported an MSISDN/IP Address Mapping based client authentication (Please refer to section 7.1.3) MAY be used by the SLPs to authenticate the SET. Both the SLPs and SETs MUST also support TLS 1.0 for SLP authentication.

If a SET implementation supports both PSK-TLS and an alternative client authentication method, it MUST always indicate to the H-SLP regarding its support for PSK-TLS inside a TLS 1.0 session. H-SLP MUST always determine which authentication method is used with a given SET and continue with the client authentication accordingly.

7.1.2 Alternative Client Authentication Mechanisms

If case of Proxy Mode Authentication a SET MAY authenticate to a H-SLP using existing client authentication mechanisms that is supported between the SET and the H-SLP. This version of SUPL only describes a mechanism where the H-SLP can check the binding of an IP address to a MSISDN assigned to the SET. An example implementation of a similar scheme is described in the relevant 3GPP specifications [3GPP 33.987].

If a Client Authentication based on MSISDN to IP Address Mapping is implemented H-SLP MUST be able to map the Source IP address of a SUPL message received from a SET to the MSISDN that is used by the H-SLP to address the SET. In order to use client authentication based on IP address MSISDN mapping the bearer network SHOULD prevent IP Address Spoofing at the bearer level. A successful mapping would be considered that the SET is securely identified, i.e. authenticated.  This solution does not require any specific implementation on the SET side but requires the SLP to support acquiring the correct IP Address for a particular MSISDN from the 3GPP bearer. Section 7.1.3.1 and 7.1.3.2 describe how this mechanism is used for client authentication in SUPL.

Alternatively, client authentication MAY be provided at the application layer by services that use the SUPL protocol.  

7.1.2.1 Network-Initiated Scenario

H-SLP sends a SUPL_INIT message to the SET storing the MSISDN of the SET internally. The SET MUST establish a TLS 1.0 session with the H-SLP. The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET. When H-SLP receives the first SUPL Message (SUPL POS INIT), It must enquire the underlying bearer network to find out the current assigned IP address of the MSISDN belonging to the SET. The H-SLP then MUST check that the source IP address of the SUPL POS INIT message matches the one that it expects based on the MSISDN record it had stored before. If the source IP address of the SUPL POS INIT matches the one acquired from the bearer network then the SET is considered authentic and H-SLP continues with the SUPL session. If a match cannot be found then H-SLP MUST terminate the SUPL session. H-SLP MUST ensure that within a given SUPL Session source IP Address of the SET MUST NOT change. If a change is detected H-SLP MUST terminate the SUPL Session. 

Editor’s Note: Additions to this section are required to describe how SUPL INIT is processes including the possible Flags that might determine the proxy, non-proxy separation. 

7.1.2.2 SET-Initiated Scenario

In the SET-initiated scenarios the SET MUST establish a TLS 1.0 session with the H-SLP. The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET. When H-SLP receives the first SUPL Message (SUPL START), It must enquire the underlying bearer network to find out the current MSISDN using the source IP address used by the SET. The H-SLP then MUST record this MSISDN to identify the SET for charging or authentication purposes. If a valid MSISDN is returned from the bearer for the source IP address of the SUPL START message then the SET is considered authentic and H-SLP continues with the SUPL session. If a valid MSISDN cannot be found then H-SLP MUST terminate the SUPL session. H-SLP MUST ensure that within a given SUPL Session source IP Address of the SET MUST NOT change. If a change is detected H-SLP MUST terminate the SUPL Session.

7.1.3 Key Management for SUPL Authentication

The SUPL Authentication model assumes a shared key PSK between the H-SLP and the SET, bound to a removable token such as a SIM/USIM where applicable. In addition, the SET MUST be provisioned with a digital certificate enabling it to verify server certificates in case TLS 1.0 is used with Alternative Client Authentication Method. In the case of 3GPP deployments supporting by 3GPP GBA [3GPP 33.220], the PSK is calculated as follows:

PSK=HASH(Ks_NAF ¦¦ IMSI)   where Ks_NAF is the key delivered by GBA to the SET. A 128 bits long truncated output of the SHA-1[SHA-1] MUST be used as the HASH function. 

If MAC verification of SUPL_INIT is supported (Please see Section 7.1.4.1) the SET MUST also generate the following MAC_KEY as follows:

MAC_KEY=HASH(Ks_NAF ¦¦H-SLP Address). Where H-SLP address is the FQDN form of the configured address of the H-SLP in the SET. The corresponding KeyID for this MAC_KEY MUST be as follows:

KeyID=HASH (B-TID¦¦H-SLP) where B-TID is the key identifier used for the GBA to identify the Ks_NAF.

For SETs that support GBA, a new PSK and associated MAC_KEY, KeyID MUST be established each time a new UICC (USIM/SIM) is detected by the SET. Additionally, the SET MUST establish new PSK when the Ks_NAF lifetime set by the Home Network operator expires. 

7.1.4 Processing of the SUPL_INIT Messages

As network initiated SUPL sessions are triggered by a SUPL_INIT message, it is essential to protect SUPL_INIT messages against masquerading and in some cases against re-play attacks. In order to ensure that SUPL_INIT messages are authentic, i.e. originated from the H-SLP and not re-played the following security mechanisms are defined. 

7.1.4.1 Authentication of the SUPL_INIT Message

SLPs MAY use a MAC to Authenticate the SUPL_INIT message. If a SET supports MAC verification the SET SHALL verify the MAC field in the SUPL_INIT message sent by a SLP using the MAC_KEY provisioned in the SET. The correct MAC_KEY is found using the KeyID field in the SUPL INIT message.

For SETs that do not support MAC verification MUST ignore the MAC and KeyID fields and continue parsing the SUPL INIT message as specified in the SUPL AD. 

The MAC field MUST be calculated as a HMAC[HMAC] as follows:

MAC=H(MAC_KEY XOR opad, H(MAC_KEY XOR ipad, SUPL_INIT)) where H, i.e. the HASH function, is SHA-1.

The output of the SHA-1 HASH function MUST be truncated to 64 bits, i.e. the HMAC MUST be implemented as HMAC-SHA1-64

If MAC verification fails, the SET MUST silently discard the SUPL INIT message. 

If the MAC verification succeeds the SET considers the SUPL_INIT authentic and continues with the rest of the SUPL call flows.

The SLPs MUST check that a current MAC_KEY exists between the SET and the SLP before including a MAC and associated KeyID into the SUPL INIT messages. For terminals where GBA is not supported the H-SLP MUST NOT populate the MAC or KeyID field in the SUPL INIT.

7.1.4.2 Re-Play protection of SUPL_INIT Message

For Network Initiated cases protection against re-play attacks MUST be provided by the H-SLPs. SLPs MUST ensure that no SUPL_POS INIT messages are accepted from an authenticated SET unless a previous SUPL_INIT message has been sent with a SlpSessionID that corresponds to the one received inside the SUPL_POS_INIT message. In other words, an SLP MUST discard any SUPL_POS_INIT message it receives from an authenticated SET without an SlpSessionID allocated previously to the SET identified by the MSISDN of the SET. Discarding of an erroneous SUP_POS_INIT MUST not generate a chargeable event for the SET. 

Implementations MUST ensure that a SlpSessionID is correctly associated with the MSISDN that has been authenticated. 

IF SET authentication is performed by PSK-TLS with GBA[3GPP 33.222]. An IMSI to MSISDN mapping MUST be performed before the MSISDN of the authenticated SET can be identified.

IF the SET authentication is performed using alternative Client Authentication method described in this document then a mapping between the source IP address of SUPL POS INIT and the MSISDN of the SET is already established and this MSISDN MUST be used as the authenticated MSISDN.

7.2 Authorization in SUPL

Authorization in proxy mode is provided by the provisioning of the Home SLP address in the SET. This address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET. The H-SLP address SHOULD be stored in a Smartcard (UICC). Details of the files that contain the H-SLP address can be found in the SUPL TS.  A SET MUST always read the H-SLP address from the UICC if the address is configured. 

SETs MUST store the UICC_ID (USIM/SIM) against the H-SLP address configurations. The SET MUST check that the same UICC (i.e. UICC_ID) is present when it powers on. IF a new UICC is detected by the SET all previous H-SLP settings MUST be removed from the SET and MUST be replaced by the H-SLP addresses stored in the new UICC. 

Implementations SHOULD ensure that the address of the Home SLP cannot be changed via applications that are downloaded to the SET after the manufacturer software installation of the SET.

For SET initiated SUPL operations, the SET MUST always contact the H-SLP using the address provisioned in the SET. The SET MUST NOT directly initiate a SUPL session with a SLP that is not provisioned as the Home SLP.

****************** End ******************************
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