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1 Reason for Change

This contribution provides a security model for SUPL when the enabler is deployed in a 3GPP2 environment. Additional CRs are also required to update the current SUPL TS for the mechanisms described in this CRs to be implemented successfully. The corresponding CRs for the SUPL TS will be provided later. It is also expected that this CR will go through some iterations in order to be completed and agreed in the SEC before it can be incorporated into the current SUPL AD.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to agree on the CR to be incorporated into the overall SUPL Security Architecture and forwarded to the LOC WG to be incorporated into the current SUPL AD.

6 Detailed Change Proposal

7.1 SUPL Authentication Model

7.1.1 Key Management for SUPL in 3GPP2 
The SUPL Authentication model assumes shared secret keys between the H-SLP and the SET, bound where applicable to an R-UIM. Initially is assumed that a long-term PP2_SUPL_key is shared between UIM and H-SLP. (This key should not leave the UIM/R-UIM.) 
For MAC protection of SUPL_INIT, a MAC_KEY is generated as a hash H(PP2_SUPL_key, MAC)  where the seed KeyID is provided in the SUPL_INIT message.  This derivation takes place on the R-UIM where applicable. 
7.2 Network-Initiated Scenarios
7.2.1 Processing of the SUPL_INIT Messages

As network initiated SUPL sessions are triggered by a SUPL_INIT message, it is essential to protect SUPL_INIT messages against masquerading and in some cases against re-play attacks. This protection may be either explicit or implicit. In order to ensure that SUPL_INIT messages are authentic, i.e. originated from the H-SLP and not re-played, the following security mechanisms are defined. 

7.2.1.1 Terminal authentication of the SUPL_INIT Message
For terminal integrity verification and message origin authentication of SUPL INIT messages, H-SLPs MAY include a cryptographic MAC to authenticate the data in the SUPL_INIT message. If a SET supports MAC verification the SET SHALL verify the MAC field in the SUPL_INIT message sent by a SLP using the MAC_KEY derived on the UIM, and SHALL discard any SUPL_INIT messages which do not include a MAC. 
SETs that do not support MAC verification MUST ignore the MAC and KeyID fields and continue parsing the SUPL INIT message as specified in the SUPL AD. 

The MAC field MUST be calculated as an HMAC as follows:

MAC=H(MAC_KEY XOR opad, H(MAC_KEY XOR ipad, SUPL_INIT)) where H, i.e. the HASH function, is SHA-1.

The output of the SHA-1 HASH function MUST be truncated to 64 bits, i.e. the HMAC MUST be implemented as HMAC-SHA1-64

If MAC verification fails, the SET MUST silently discard the SUPL_INIT message. If the MAC verification succeeds the SET considers the SUPL_INIT authentic and continues with the rest of the SUPL call flows.

7.2.1.2 Network verification of the integrity of the SUPL_INIT message
Network verification of the integrity of the SUPL_INIT message is always performed by the H-SLP if the H-SLP does not integrity protect the SUPL_INIT message or if the SET does not support terminal authentication of the SUPL_INIT. Additionally, a check is made to provide protection against illicit replay of the SUPL_INIT.
7.2.1.2.1 Network verification in proxy mode 
In proxy-mode scenarios, upon receipt of the SUPL_INIT the SET establishes a PSK-TLS session with the H-SLP keyed with PP2_SUPL_key. The SUPL_POS_INIT message MUST contain a verification field (VER), which is an HMAC of the complete SUPL INIT message. When the H-SLP receives the SUL_POS_INIT it MUST check the received VER field against the corresponding value calculated over the transmitted SUPL_INIT message. If this verification fails the H-SLP MUST drop the session without charging the user.

7.2.1.2.2 Network verification in non-proxy mode
NB: There are two possibilities here: an AUTH_KEY for authentication between SET and serving SLP may be generated by the H-SLP and pushed down to the SET, requiring an initial PSK-TLS session, or some key derivations with freshness may save that initial TLS session. Generally the former seems to be agreed but the efficiency might warrant reconsideration of the latter. 
In non-proxy mode scenarios (maybe triggered by a flag – tbd), the SET establishes a PSK-TLS session with the H-SLP keyed with PP2_SUPL_key. The SET sends an AUTH_REQ message to the H-SLP containing VER and the SessionID. If the H-SLP deems these valid then the H-SLP sends an AUTH_RESP, including the SessionID to indicate that the serving SLC address is valid. If no match is found, the H-SLP responds with an AUTH_RESP message indicating that the SLC address is not authorized.  (We might instead just MAC the AUTH_REQ and do key derivations with SUPL_INIT and SessionID,  to save the first PSK-TLS session, maybe also including a rand from SET in AUTH_REQ and another in AUTH_RESP? Would this save the first TLS session?)  
If a successful AUTH_RESP is received then the SET authenticates to the serving SLC using PSK-TLS keyed with 128-bit AUTH_KEY=Hash(SessionID,PP2_SUPL_Key,SUPL_INIT) (or the AUTH_KEY that is pushed down.)  Identifiers for this key must be agreed. 
Meanwhile the H-SLP computes Hash(SessionID,PP2_SUPL_Key, SUPL_INIT) and in a roaming scenario sends this in an RLP message to the V-SLC together with the SessionID.
7.2.1.3 Re-Play protection of SUPL_INIT Message

For Network Initiated cases protection against re-play attacks MUST be provided by the H-SLP. H-SLPs MUST ensure that no SUPL_POS INIT (proxy mode) or AUTH_REQ (non-proxy mode) messages are accepted from an authenticated SET unless a previous SUPL_INIT message has been sent with a SlpSessionID that corresponds to the one received inside the SUPL_POS_INIT (respectively AUTH_REQ) message. In other words, an H-SLP MUST discard any SUPL_POS_INIT (respectively AUTH_REQ) message it receives from an authenticated SET without an SlpSessionID allocated previously to the SET. Discarding of an erroneous SUP_POS_INIT MUST not generate a chargeable event for the SET. 

Implementations MUST ensure that a SlpSessionID is correctly associated with the MSISDN that has been authenticated. 

7.3 SET-initiated scenarios

For SET-initiated scenarios, the SET establishes a PSK-TLS session with the H-SLP keyed with PP2_SUPL_key.

 In non-proxy scenarios the H-SLP now receives the SUPL_START and generates a 128-bit AUTH_KEY.  This AUTH_KEY (and if necessary an identifier) are included in an RLP message to the serving SLC, if applicable, and the AUTH_KEY is added to the SUPL_RESPONSE. The SET uses AUTH_KEY to establish a PSK-TLS session with the serving SPC. (Note it may be beneficial that rather than generating AUTH_KEY, the H-SLP generates a RAND and this is combined with the SessionID from the SUPL_START to create AUTH_KEY, and the RAND is sent to the SET in the SUPL_RESPONSE. Thus there is some freshness from the SET.) 
7.4 Authorization in SUPL

Authorization in proxy mode is provided first by the provisioning of the H-SLP address (hslp-domain-name) in the SET, and then implicitly by the authentication between the SET and the serving SLP.  This H-SLP address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET. The H-SLP address MUST be stored in the (R)-UIM. A SET MUST always read the H-SLP address from the (R)-UIM.
For SET initiated SUPL operations, the SET MUST always contact the H-SLP using the address provisioned in the (R)-UIM. The SET MUST NOT directly initiate a SUPL session with a SLP that is not provisioned as the Home SLP.

****************** End ******************************
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