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1 Reason for Contribution

MMS v1.3 specifications developed by the MWG Multimedia Messaging Group is currently going through OMA consistency review process. A new feature introduced in MMS v1.3 allows non-MMS applications to communicate directly with each other using MMS protocols as a transport link.  These applications may reside either in the mobile terminal or on an Application Server. Authors believe that this functionality introduces a potential vulnerability into mobile terminals that would implement this functionality. Current MMS v1.3 specifications do not provide any security mechanism to protect against misuse of this functionality by malicious applications or malicious uses of legitimate applications which may use this functionality to spread viruses, worms, etc as well as gaining unauthorized access to user data/functionality on mobile terminals. 

This contribution highlights the problem and proposes a way forward to resolve this issue. 
2 Summary of Contribution

MMS v1.3 introduces a new interface called MMSA . Non-MMS Applications can use this interface to communicate application specific data directly to each other without the MMS protocols understanding what data is actually communicated. MMS Clients that reside in the mobile terminal pass all the data received over this interface directly to the relevant application on the mobile terminal without performing any checks about either the authenticity or the content of the data received. As long as a valid/registered Application ID is included within an MMS message, MMS Client passes the data received to the application identified without any further action. 
Although an application registration future is mentioned in the standard (Please see the detailed proposal section) no security mechanisms are defined in order to prevent potential misuse of this functionality.  MMSA interface potentially allows any registered application on the terminal to accept commands/data from another application that may reside in the network (potentially the Internet) or another terminal. Authors believe several threats exit if this interface is not protected with the necessary security mechanisms. Details of these threats can be found in the Detailed Proposal. Please find below a summary of these threats:
Threat 1) Unauthorized use of legitimate (i.e. registered) applications that reside in the mobile terminal.
Threat 2) Spreading of malicious code (viruses, worms, etc) via either giving instructing the mobile terminals using the MMSA  interface to install/download data from external sources or exploiting existing vulnerabilities in these applications. 
Threat 3) Gaining unauthorized access by exploiting potential application vulnerabilities (buffer overflows, lack of strong authorization, etc) that may exists in some mobile terminal applications.  Please note that some of the mobile applications that may be addressed via MMSA would not be necessarily designed to be a “networked” application but become a “networked” application once it is registered and accessible via MMS.
Authors believe that this new functionality must not be implemented without sufficient security mechanisms defined in the standard to protect mobile terminals. Following options are presented for consideration of the SEC WG in order to advice the MWG Multimedia Messaging Group regarding this security issue.
1) MMS v1.3 specifications are kept on hold until the SEC WG develops a feasible security mechanism for this new future. It must be noted that this process is likely to take some considerable time for the SEC WG in order to fully understand all the threats and counter measures. 
2) This feature is removed from the MMS v1.3 specifications as a feasible security solution can not be developed within the required completion timeframe of MMS v1.3 enabler. As this feature can always be included to the next release of MMS, a feasible security solution can then be developed in the SEC WG with full understanding of the threats and possible solutions.

3 Detailed Proposal

The text below is taken from the Section 9 of the current MMS v1.3 AD (OMA-AD_MMS_V1_3-20050310-D) which describes how MMSA interface is defined. 
“…………………………………..

Applications may use an MMS Client to submit and receive application specific data via MMS. In order to achieve this applications initially need to register with the MMS Client, i.e. they need to negotiate the amount and format of information to be exchanged between these two entities. The registration process may be either an inherent process (e.g., in the application’s integration into a mobile phone), or the initial step after the installation of an (e.g., downloadable) application. The details for this are not defined in the OMA Specifications. Figure 6 gives an abstract example of an application registration process:

1) Installation of the application on the device.

2) Negotiation of details over the MMSA interface.

3) End of registration process: the application may now choose to transport application data via MMS.
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Figure 6 Application Registration Process
[MMSENC] defines headers that indicate that a MMS PDU contains application-specific data. The means of transferring this data between the MMS Client and the application is implementation-dependent.

If an MMS Client receives an MMS PDU that contains an application identifier (‘X-Mms-Applic-ID’) the MMS Client is responsible to route the received MMS information to the destination application according to the negotiated details upon application registration process. The MMS Client is not required to understand the auxiliary application information ‘X-Mms-Aux-Applic-Info’; this information is intended for internal use of the destination application only.
……………………………”
As it can be seen from the text above MMSA interface allows any registered application to accept data via MMS from any source that is capable of sending MMS. Authors believe that following threats are possible if no protection mechanism is provided:

Threat 1) Unauthorized use of legitimate (i.e. registered) applications that reside in the mobile terminal:
MMSA  interface allows any registered application (e.g. phone book, built-in camera, e-mail, etc) on the mobile terminal to send and receive application specific data from any source. This would mean that a malicious user of a registered application could send application specific command such as “read a contact, take a photo, send an e-mail, etc to a victim’s mobile terminal in order to perform unauthorized actions.  Although applications may provide their own security and authorization rules for such actions, the standard itself does not provide any assistance in order to correctly identify/authenticate the sending party in order to apply such authorization rules. Similar authentication/authorization issues exist in the current OMA WAP Push specifications (WAP-235-PushOTA-20010425-a.) where a measure of using white lists (OMA-PUSH-2005-0003-OpenwavePushSec-OTA-Whitelists-CR-D) has recently being introduced. 

Threat 2) Spreading of malicious code (viruses, worms, etc) via either giving instructing the mobile terminals using the MMSA  interface to download data from external sources or exploiting existing vulnerabilities in these applications:
Similar to applications that exist in the PC environment, it is possible that applications that reside in the mobile terminals may have vulnerabilities that can be exploited by malicious parties. MMSA  interface allows potentially some applications in the mobile terminal to be used to spread malicious code. One such example could be to instruct a web (or WAP) browser application via a MMS message to download some malicious code from an external website. Similarly, a malicious code could be delivered via a MMS itself which can be passed directly to a non-MMS application which can result in a buffer overflow or similar unexpected application behaviour. The targeted application once compromised can then send the same malicious code to other mobile terminals using the same application ID. This behaviour is consistent with how Internet worms spread in today’s PC environment without requiring any user interaction. Another possibility would be to send malicious code to applications which can initiate an installation procedure on the mobile terminal and trick the user to install viruses to their terminals which can later propagate using the same delivery (via MMSA) mechanism to other mobile terminals. 
Threat 3) Gaining unauthorized access by exploiting potential application vulnerabilities (buffer overflows, lack of strong authorization, etc) that may exists in some mobile terminal applications:

Similar to threat 2, potentially vulnerable applications can be used to gain unauthorized access to mobile terminals.   Please note that some of the mobile applications that may be addressed via MMSA would not be necessarily designed to be a “networked” application but becomes a “networked” application once it is accessible via MMS. 
Most networked applications, i.e. that operate either in a client-server model or peer-to-peer model require some addition security properties in order to be safely run in a networked environment. However, if a non-networked application such as a phonebook application can be registered at a later stage with MMSA  it would be unlikely that the original design of these applications will change when they are allowed to be accessed via MMS.  Therefore, these applications that were not designed to accept commands over a network interface could be exposed to a networked environment without providing any additional security such as network based authentication and authorization rules. 
In more conventional terms networked applications are referred to applications that communicate over a network protocol such as TCP/IP. Therefore once an application supports TCP/IP based communications, ideally it also implements some security measures to protect itself against unauthorized use. In some cases this protection may not be provided by the application itself but provided by the network operator by blocking all incoming (but allowing outgoing) TCP/IP requests to the mobile terminal. Such mechanisms are not currently applicable to MMS and MMSA interface in theory allows any application to be “networked” by accepting commands over the MMS transport which could be considered as a bi-directional reliable transport.
Authors recommend SEC WG to advise the MWG Multimedia Messaging Group about the following possible options to correct this security issue:
3) MMS v1.3 specifications are kept on hold until the SEC WG develops a feasible security mechanism for this new future. It must be noted that this process is likely to take some considerable time for the SEC WG in order to fully understand all the threats and counter measures. Possible mechanisms that could be discussed are as below (but not limited to). Details of these solutions needs to be understood before they can be implemented:

a. A network based security mechanism defined in the MMS v1.3 standard to be implemented on MMS Gateways that might filter potentially malicious MMS messages trying to exploit the MMSA  mechanisms.
b. Defining configuration settings in the Mobile Terminal that by default disables this functionality and only enable this functionality via a secure Device Management mechanism for a limited set of applications defined by the network operator.
c. Defining a white list of allowed sender identifiers that can send MMSA  messages. These identifiers could be MSISDN/MINs  of the authorized MMS Gateways.
d. Cryptographic protection (message authentication codes, digital signatures) for messages sent over MMSA interface.
4) This feature is removed from the MMS v1.3 specifications as a feasible security solution can not be developed within the required completion timeframe of MMS v1.3 enabler. As this feature can always be included to the next release of MMS, a feasible security solution can then be developed in the SEC WG with full understanding of the threats and possible solutions.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to agree on the validity of the threats presented in this document and advise the MWG Multimedia Messaging Group regarding possible options in order to solve this security issue.  Possible options are defined as follows:

1) MMS v1.3 specifications are kept on hold until the SEC WG develops a feasible security mechanism for this new future. It must be noted that this process may take some considerable time for the SEC WG in order to fully understand all the threats and develop the counter measures. 

2) This feature is removed from the MMS v1.3 specifications as a feasible security solution can not be developed within the required completion timeframe of MMS v1.3 enabler. As this feature can always be added later to the next release of MMS, a feasible security solution can then be developed in the SEC WG with full understanding of the threats and possible solutions.
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