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4.11
Bearer Independent Protocol

The following paragraph applies if class "e" is supported.

The set of proactive commands (OPEN CHANNEL, CLOSE CHANNEL, SEND DATA, RECEIVE DATA, and GET CHANNEL STATUS) and events (Data available, Channel status) allows the UICC to establish a data channel with the terminal, and through the terminal either to a remote device in the Network or to a remote device in the Personal Area Network or the hosting device itself. The UICC provide information for the terminal to select an available bearer at the time of channel establishment. The terminal then allows the UICC and the Server to exchange data on this channel, transparently. The UICC uses service of terminal lower layer to send data by providing Service Data Unit to terminal. The default lower layer is the higher layer of selected bearer. The UICC may act either as a client or a server.
The following paragraphs apply if class "f" is supported.

The proactive command SERVICE SEARCH allows the UICC to look for services available on remote devices. The proactive command GET SERVICE INFORMATION allows the UICC to get detailed information regarding one service.

The proactive command DECLARE SERVICE allows the UICC to add or delete a service to the terminal service database. The event Local Connection allows to inform the UICC of a connection request on a local bearer.
5.2
Structure and coding of TERMINAL PROFILE

Direction: terminal to UICC.

The command header is specified in TS 102 221 [1] for a 3G platform and in TS 151 011 [8] for a 2G platform.

Command parameters/data:

	Description
	Clause
	M/O/C
	Length

	Profile
	-
	M
	lgth


Profile:

· Contents:

· The list of CAT facilities that are supported by the terminal.

· Coding:

· 1 bit is used to code each facility:

· bit = 1: facility supported by terminal;

· bit = 0: facility not supported by terminal.

First byte (Download):

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Profile download

	
	
	
	
	
	
	
	
	
	
	Reserved by 3GPP (SMS-PP data download)

	
	
	
	
	
	
	
	
	
	
	Reserved by 3GPP (Cell Broadcast data download)

	
	
	
	
	
	
	
	
	
	
	Menu selection

	
	
	
	
	
	
	
	
	
	
	Reserved by 3GPP (SMS-PP data download)

	
	
	
	
	
	
	
	
	
	
	Timer expiration

	
	
	
	
	
	
	
	
	
	
	Reserved by 3GPP (USSD string data object support in Call Control by USIM) 

	
	
	
	
	
	
	
	
	
	
	Call Control by NAA


[…]
Seventeenth byte:

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	TCP Client

	
	
	
	
	
	
	
	
	
	
	UDP Client

	
	
	
	
	
	
	
	
	
	
	TCP Server

	
	
	
	
	
	
	
	
	
	
	RFU, bit = 0


[…]
Subsequent bytes:

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	RFU, bit = 0 


· RFU bits, and all bits of subsequent bytes, are reserved to indicate future facilities. A UICC supporting only the features of Card Application Toolkit defined here shall not check the value of RFU bits.

· Response parameters/data: None.

6.4.27.4
OPEN CHANNEL related to Default (network) Bearer

This subclause applies only if class "e" is supported.

Upon receiving this command, the terminal shall decide if it is able to execute the command. The UICC shall indicate whether the terminal should establish the link immediately or upon receiving the first transmitted data (on demand).

The terminal is responsible for providing the parameters necessary to establish the connection (e.g. APN for GPRS, Address for CSD, etc.).

When the UICC/terminal interface transport level tag is set to “TCP Server”, the terminal shall register to TCP stack in server mode and listen at the specified port to the specified client address (if one is provided) or to all clients addresses (if none is provided)..
The following possibilities apply:

· If a BIP channel with "TCP Server" mode and localhost IP address is opened then local ME applications can connect to the smart card server application

· If a BIP channel with "TCP Server" mode and remote IP address is opened then applications running on the specified remote IP address can connect to the smart card server application

· If a BIP channel with "TCP Server" mode and with no IP address is opened then local ME applications and remote applications can connect to the smart card server application
The loopback address 127.0.0.1 is recognized and use as the localhost address.
When a connection is requested to this port by a client application the BIP shall advise the card by sending a “Link established” event then the UICC shall wait for a the “Data available” event before performing a receive data. (c.f.: Annex X)
When the Data destination address [see 6.6.27.4] is set to Localhost (in client mode or server mode) the terminal does not need to activate a bearer and shall accept the command even if there’s no network. 
Upon receiving this command, the terminal shall decide if it is able to execute the command. Example behaviours are listed in clauses for the selected bearer.

The terminal shall inform the UICC that the command has been successfully executed using TERMINAL RESPONSE:

· If immediate connection is requested (link establishment or PDP context activation), the terminal allocates buffers, sets up the link or activates the PDP context (depending of the kind of connection), and informs the UICC and reports the channel identifier using TERMINAL RESPONSE (Command performed successfully).

· If on demand connection is requested (link establishment or PDP context activation), the terminal allocates buffers, informs the UICC and reports the channel identifier using TERMINAL RESPONSE (Command performed successfully).

· If the terminal is able to set up the channel on the serving network, the terminal shall follow the different actions of the chosen bearer (see appropriate sections).

6.6.27.1
OPEN CHANNEL related to CS bearer

	Description
	Clause
	M/O/C
	Min
	Length

	Proactive UICC command Tag
	9.2
	M
	Y
	1

	Length (A+B+C+D+E+F+G+H+I+J+K+L+M+N+O+P+Q)
	-
	M
	Y
	1 or 2

	Command details
	8.6
	M
	Y
	A

	Device identities
	8.7
	M
	Y
	B

	Alpha identifier 
	8.2
	O
	N
	C

	Icon identifier 
	8.31
	O
	N
	D

	Address
	8.1
	M
	Y
	E

	Subaddress
	8.3
	O
	N
	F

	Duration 1
	8.8
	C
	N
	G

	Duration 2
	8.8
	O
	N
	H

	Bearer description
	8.52
	M
	Y
	I

	Buffer size
	8.55
	M
	Y
	J

	Other address (local address)
	8.58
	O
	N
	K

	Text String (User login)
	8.15
	O
	N
	L

	Text String (User password)
	8.15
	O
	N
	M

	UICC/terminal interface transport level
	8.59
	O
	N
	N

	Data destination address
	8.58
	C
	Y
	O

	Text Attribute
	8.72
	C
	N
	P

	Frame Identifier
	8.80
	O
	N
	Q


The subaddress may be requested. If the subaddress is not present, the terminal shall not provide a called party subaddress to the network.

Duration 1 indicates the duration of reconnection tries. If Duration 1 is not present or is null, the UICC imposes no restrictions on the terminal. Duration 1 shall be present if Duration 2 is present.

Duration 2 indicates the timeout value before the terminal releases the link if there is no data exchanged on the link. If duration 2 is not present the link is never released automatically by the terminal.

The local address parameter provides information to the terminal necessary to identify the local device (i.e. it provides an IP address). If local address length is null, dynamic local address is required. If parameter is not present, the terminal may use the terminal default local address configuration.

The terminal may support a remote access login feature (e.g. PPP login). If supported by the terminal, the UICC may provide "User login" and "User password" parameters which allow the terminal to answer an access authentication challenge. If only one parameter is present, it is considered as the User Login and the terminal shall use default Password configuration if any. If the parameters are not present, the terminal shall use default Login/Password configuration if any. If no authentication challenge is requested, the user login and password parameters shall be ignored.

If the UICC/terminal interface transport level is present in the command, then the terminal shall provide the requested transport layer protocols under the channel and shall use this object containing a set of parameters required to make the transport connection. The data that is exchanged at the UICC/terminal interface in the RECEIVE DATA/SEND DATA commands are SDUs. When the CAT application sends an SDU, the transport layer within the terminal is in charge to add the transport header to the SDU in order to build the Transport-PDU. When the CAT application requests to receive an SDU, the transport layer within the terminal is in charge to remove the transport header of the Transport-PDU, and to forward the SDU to the CAT. If the parameter is not present, the UICC/terminal interface is the bearer level (serial link or packet link), and the CAT application is in charge of the network and transport layer.
The Data destination address is the network end point address of client application in server mode or server application in client mode. This data destination address is requested when a UICC/terminal interface transport is present, otherwise it is ignored. The data destination address is a data network address. In server mode it can be omitted to indicate that all applications (local ME applications and remote applications) can connect to the smart card server application.
Text Attribute applies to the alpha identifier. It may be present only if the Alpha Identifier is present.

6.6.27.2
OPEN CHANNEL related to packet data service bearer

	Description
	Clause
	M/O/C
	Min
	Length

	Proactive UICC command Tag
	9.2
	M
	Y
	1

	Length (A+B+C+D+E+F+G+H+I+J+K+L+M+N)
	-
	M
	Y
	1 or 2

	Command details
	8.6
	M
	Y
	A

	Device identities
	8.7
	M
	Y
	B

	Alpha identifier 
	8.2
	O
	N
	C

	Icon identifier 
	8.31
	O
	N
	D

	Bearer description
	8.52
	M
	Y
	E

	Buffer size
	8.55
	M
	Y
	F

	Network Access Name
	8.70
	O
	N
	G

	Other address (local address)
	8.58
	O
	N
	H

	Text String (User login)
	8.15
	O
	N
	I

	Text String (User password)
	8.15
	O
	N
	J

	UICC/terminal interface transport level
	8.59
	O
	N
	K

	Data destination address
	8.58
	C
	Y
	L

	Text Attribute
	8.72
	C
	N
	M

	Frame Identifier
	8.80
	O
	N
	N


The Network Access Name may be requested. The Network Access Name provides information to the terminal necessary to identify the Gateway entity which provides interworking with an external packet data network. If the parameter is not present, the terminal may use the default Network Access Name in the terminal configuration or the default subscription value.

The local address parameter provides information to the terminal necessary to identify the local device. If the parameter is present and length is not null, it provides an IP address that identifies the CAT application in the address area applicable to the PDN. If local address length is null, dynamic local address allocation is required for the CAT application. If parameter is not present, the terminal may use the terminal default local address configuration.

The TE may support a remote access login feature. If supported by the TE, the UICC may provide 'User login' and 'User password' parameters, which can be used for authentication. If only one parameter is present, it is considered as the User Login and the TE shall use default Password configuration if any. If the parameters are not present, the TE shall use default Login/Password configuration if any. If no authentication is requested, the user login and password parameters shall be ignored.

If the UICC/terminal interface transport level is present in the command, then the terminal shall provide the requested transport layer protocols under the channel and shall use this object containing a set of parameters required to make the transport connection. The data that is exchanged at the UICC/terminal interface in the RECEIVE DATA/SEND DATA commands are SDUs. When the CAT application sends an SDU, the transport layer within the terminal is in charge to add the transport header to the SDU in order to build the Transport-PDU. When the SAT application requests to receive an SDU, the transport layer within the terminal is in charge to remove the transport header of the Transport-PDU, and to forward the SDU to the CAT. If the parameter is not present, the UICC/terminal interface is the bearer level (serial link or packet link), and the CAT application is in charge of the network and transport layer.
The Data destination address is the network end point address of client application in server mode or server application in client mode. This data destination address is requested when a UICC/terminal interface transport is present, otherwise it is ignored. The data destination address is a data network address (e.g. IP address). In server mode it can be omitted to indicate that all applications (local ME applications and remote applications) can connect to the smart card server application.
Text Attribute applies to the Alpha Identifier. It may be present only if the Alpha Identifier is present.

6.6.27.3
OPEN CHANNEL related to local bearer

	Description
	Clause
	M/O/C
	Min
	Length

	Proactive UICC command Tag
	9.2
	M
	Y
	1

	Length (A+B+C+D+E+F+G+H+I+J+K+L+M+N)
	-
	M
	Y
	1 or 2

	Command details
	8.6
	M
	Y
	A

	Device identities
	8.7
	M
	Y
	B

	Alpha identifier 
	8.2
	O
	N
	C

	Icon identifier 
	8.31
	O
	N
	D

	Duration 1
	8.8
	C
	N
	E

	Duration 2
	8.8
	O
	N
	F

	Bearer description
	8.52
	M
	Y
	G

	Buffer size
	8.55
	M
	N
	H

	Text String (User password)
	8.15
	O
	N
	I

	UICC/terminal interface transport level
	8.59
	O
	N
	J

	Data destination address
	8.58
	C
	Y
	K

	Remote Entity Address
	8.68
	O
	N
	L

	Text Attribute
	8.72
	C
	N
	M

	Frame Identifier
	8.80
	O
	N
	N


Duration 1 indicates the duration of reconnection tries. If Duration 1 is not present or is null, the UICC imposes no restrictions on the terminal. Duration 1 shall be present if Duration 2 is present.

Duration 2 indicates the timeout value before the terminal releases the link if there is no data exchanged on the link. If duration 2 is not present the link is never released automatically by the terminal.

Bearer Description gives detailed information characterizing the bearer. When the UICC acts as a server, local information (local service record data) is included in Bearer Description; in addition, if the UICC provides a Service Record field (which is part of the Bearer Description TLV) different from '00', the terminal shall ignore it and proceed with the command. When the UICC acts as a client, remote information (remote service record data) is included in Bearer Description; in addition, if the UICC provides a Service Identifier field (which is part of the Bearer Description TLV) different from 'FF', the terminal shall ignore it and proceed with the command.

The UICC may optionally provide a user password that should be used by the terminal for authentication. For the Bluetooth local bearer, the user password corresponds to the passkey/PIN as defined in the Bluetooth specification [16].

If the UICC/terminal interface transport level is present in the command, then the terminal shall provide the requested transport layer protocols under the channel and shall use this object containing a set of parameters required to make the transport connection. If the parameter is not present, the UICC/terminal interface is the bearer level. The data that will be received/sent from the SAT to the transport layer is a SDU that will be received/transmitted in the Transport-PDU.
The Data destination address is the network end point address of client application in server mode or server application in client mode. This data destination address is requested when a UICC/terminal interface transport is present, otherwise it is ignored. The data destination address is a data network address (e.g. IP address). In server mode it can be omitted to indicate that all applications (local ME applications and remote applications) can connect to the smart card server application.
The Remote Entity Address parameter provides information to the terminal necessary to identify the entity which provides access to the requested resource. Depending on the local technology, this parameter is necessary or not. For Bluetooth, it shall be the BD_ADDR of the remote device. For IrDA, it shall be the 32 bits address of the remote device.

Text Attribute applies to the Alpha Identifier. It may be present only if the Alpha Identifier is present.

6.6.27.4
OPEN CHANNEL related to Default (network) Bearer

	Description
	Clause
	M/O/C
	Min
	Length

	Proactive UICC command Tag
	9.2
	M
	Y
	1

	Length (A+B+C+D+E+F+G+H+I+J+K+L+M)
	-
	M
	Y
	1 or 2

	Command details
	8.6
	M
	Y
	A

	Device identities
	8.7
	M
	Y
	B

	Alpha identifier 
	8.2
	O
	N
	C

	Icon identifier 
	8.31
	O
	N
	D

	Bearer description
	8.52
	M
	Y
	E

	Buffer size
	8.55
	M
	Y
	F

	Other address (local address)
	8.58
	O
	N
	G

	Text String (User login)
	8.15
	O
	N
	H

	Text String (User password)
	8.15
	O
	N
	I

	UICC/terminal interface transport level
	8.59
	O
	N
	J

	Data destination address
	8.58
	C
	Y
	K

	Text Attribute
	8.72
	C
	N
	L

	Frame Identifier
	8.80
	O
	N
	M


The local address parameter (see clause 8.58) provides information to the terminal necessary to identify the local device. If the parameter is present and length is not null, it provides an IP address that identifies the USAT application in the address area applicable to the PDN. If local address length is null, dynamic local address allocation is required for the USAT application. If parameter is not present, the mobile may use the mobile default local address configuration.

The terminal may support a remote access login feature. If supported by the terminal, the UICC may provide 'User login' and 'User password' parameters, which can be used for authentication. If only one parameter is present, it is considered as the User Login and the terminal shall use default Password configuration if any. If the parameters are not present, the terminal shall use default Login/Password configuration if any. If no authentication challenge is requested, the user login and password parameters shall be ignored.

If the UICC/terminal interface transport level is present in the command, then the terminal shall provide the requested transport layer protocols under the channel and shall use this object containing a set of parameters required to make the transport connection. The data that is exchanged at the UICC/terminal interface in the RECEIVE DATA/SEND DATA commands are SDUs. When the USAT application sends an SDU, the transport layer within the terminal is in charge to add the transport header to the SDU in order to build the Transport-PDU. When the USAT application requests to receive an SDU, the transport layer within the terminal is in charge to remove the transport header of the Transport-PDU, and to forward the SDU to the USAT. If the parameter is not present, the UICC/terminal interface is the bearer level (serial link or packet link as defined in TS 127 007 [5]) and the USAT application is in charge of the network and transport layer.

The Data destination address is the network end point address of client application in server mode or server application in client mode. This Data Destination Address is requested when a UICC/terminal interface transport level is present, otherwise it is ignored. The Data Destination Address is a data network address (e.g. IP address). In server mode it can be omitted to indicate that all applications (local ME applications and remote applications) can connect to the smart card server application.
Text Attribute applies to the Alpha Identifier. It may be present only if the Alpha Identifier is present.

8.59
UICC/terminal interface transport level

This clause applies if class "e" is supported.

	Byte(s)
	Description
	Length

	1
	UICC/terminal interface transport level tag
	1

	2
	Length  = ‘03’
	1

	3
	Transport protocol type
	1

	4 to 5
	Port number
	2


· Coding of the Transport protocol type:

· '01': UDP Client (as defined in RFC 768 [9]);

· '02': TCP Client (as defined in RFC 793 [10]);

· '03': TCP Server (as defined in RFC 793 [10.]);

· all other values are reserved.

· Coding of the Port number:

· integer.

Annex X (informative):
Bearer independent protocol proactive command examples

This annex applies if class "e" is supported when the channel is opened using the “TCP Server” protocol.

	UICC
	
	BIP gateway
	
	Terminal Web Browser


	
OPEN CHANNEL as server
	

	
	

	
	

	
	

	OPEN CHANNEL (immediate,

Bearer description (bearer type=Any),

Buffer size, UICC/terminal interface transport level (TCPServer, port 10080 (or other), data destination address =127.0.0.1 (localhost), automatic reconnection or not, stealth mode (no confirmation screen) if no Alpha identifier, User login, pwd are discarded for local host connection) 
	

	 terminal Response (Channel identifier)
	

	
	


Normal Flow

	UICC
	
	BIP gateway
	
	Terminal Web Browser


	RECEIVE DATA


	

	
	 TCP Connection 

	 ENVELOPE (EVENT DOWNLOAD - Channel status=Link established , Channel Identifier)
	

	
	 Data (HTTP connection request)

	 ENVELOPE (EVENT DOWNLOAD - Data Available, Channel Identifier)
	

	
	

	RECEIVE DATA (Channel identifier, Channel Data length) 
	

	 terminal Response(Data<=Length)
	

	
	


Terminal BIP gateway function:

	UICC
	
	BIP gateway
	
	TCP/IP stack

	
	

	
	

	Init (Openchannel in server mode) 
	

	
	Socket ()            

	
	              ret = Sock ID

	
	Binds(s)

	
	 Ret=OK

	
	Listen(s)

	
	 Ret= OK

	
	Accepts(s) notification

	
	

	Terminal Response : Ok
	

	     Channel Status = Link Established
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