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1 Reason for Contribution

Following a request from OMA BAC-BCAST referred as "OMA-SEC-2005-0098-BCAST-questions-to-SEC", this contribution outlines some comments on the following documents:
Requirements Document http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/permanent_documents/OMA-RD-BCAST-V1_0-20050203-C.zip
Architecture Document (under Review)

http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/permanent_documents/OMA-AD_BCAST-V1_0_0-20050505-D.zip
Service and Content Protection Specification

http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/Permanent_documents/OMA-TS-BCAST_SvcCntProtection-V1_0-20050630-D.zip
2 Summary of Contribution

This document presents a preliminary security analysis of the documents "Requirements Document", "Architecture document" and "Service and Content protection Specification" produced by BAC BCAST. 
Main comments are first explained to underline generic remarks on the documents to be reviewed. They reflect the most important points of the security analysis, and some of them should lead to discussion.
Then the following remarks deal with specific sections of the documents to be reviewed.

Note: Despite the fact that the Architecture Document is in a review status and thus has not changed since the Singapore meeting, some conclusions of the Den Haag meeting have been taken into account for this contribution: separation of service and content protection functions, and the possibility to have different types of key management. 
Detailed Proposal

Main comments
· Accuracy of the specification: 

To perform a reliable and efficient security analysis, all elements of the architecture have to be specified without any ambiguity. Instead the reviewed AD document introduces architecture and functional notions on the Service protection and the Content protection without defining precisely important elements. Indeed there is no description of the entities of the architecture. Even functional blocks assumed to process very sensitive data such as higher layer cryptographic keys are identified on the architecture, but their function is not precisely described. A clear description of the interfaces between the identified entities has also to be clearly defined on the figures. Some of them aim at transmitting sensitive data such as cryptographic keys and are only materialised via a link on the figure and are not mentioned in the following sections.  For example, on the Service Protection architecture figure, sensitive key material is transmitted over unreferenced interfaces such as the one between the Service Encryption Key Generator and the OMA Rights Issuer, or the one between the OMA DRM Agent and the Traffic Key Message Decoding: these interfaces should be referenced and precisely specified as they concern the key elements of the security, and their scope should be straightforward to avoid manufacturers' interpretation. Moreover, the description of the identified interfaces is inconsistent with the figures and this may lead to a misinterpretation of the system description. Figures should be fully reviewed, and a clear description of the entities and the interfaces should follow. Once all entities and interfaces are properly described, it seems very likely that security requirements will be identified on many of them. 
· Handling of sensitive data 

The key hierarchy model introduced for OMA BCAST enabler introduces several layers of cryptographic keys. Keys at different layers present different risks, with the higher layers being the most sensitive. While the TEK is designed to be updated very frequently, obviously other keys are less so and present a higher risk: indeed, since some of those keys are identical for large group of users (to permit broadcast-only type of operation), an attacker has a high interest to break into the system to recover those keys which would potentially allow any number of users to access to the service. 
Other sensitive data (for instance rights objects) should also be protected. 
Storage and access to sensitive data therefore must be protected, both in the network and in terminals. Since terminals are likely to be the main target of attackers, we suggest introducing an entity referred as the "security module" (SM) which would store and handle all sensitive data. The SM would have strong security requirements such as tamper resistance capability and secure storage requirements. 
In practice, regarding cryptographic keys, only the Traffic Encryption Key is needed to be transmitted outside the SM within the terminal on request from the service decryption block. This would allow the security constraints on the system to be concentrated within the SM, which would also allow easier security evaluation of the implementation of the system. All interfaces to the SM should be identified and specified by OMA, on order to allow different kind of implementations such as the usage of an internal module on the device or a (U)SIM/(R)-UIM implementation of the SM.  
· Generic aspect of the Architecture Description document

The OMA DRM 2.0 alternative is required for the content protection function in the AD document. The specification should be as generic as possible, to be compatible with the majority of existing equipments and technologies, and should not become obsolete in case some security issue occurs with that particular solution. OMA DRM based solution is assumed to be secure enough nowadays, but may be broken in the future, or a more secure solution may arise and be adapted to the current requirements. This highlights a renewability problem in the future of the AD document, which should remain as open as possible and should not restrict the requirements to existing implementations. For service protection a DRM solution is described, but in the same logic it should remain as generic as possible. 
· Service/content protection ambiguity

The separation between the service protection and content protection is ambiguous in the Service and Content Protection Specification which aims more at describing the 2 modes of key managements ((U)SIM and OMA DRMv2). We understand that the decision to separate service and content protection was taken in the Den Haag BCAST meeting, and therefore a clear separation between the service protection and content protection should appear in the document and for each of them technical solutions shall be described. 
· Key renewability

According to the requirements document, the key transmission mechanism is focused on the broadcast mode channel. Unlike an interactive channel mode this may lead to a key renewability issue. The REK key cannot be rekeyed without using an out-of-band mechanism, and thus if the key is retrieved by an attacker, the security of the whole system is at risk. Whenever an interactive channel is available, it should be used in order to be able to implement solutions where full rekeying is possible. The key renewability is an important point to take into account, for the viability of the specification. This also highlights the importance of the SM to guarantee a reliable protection of the sensitive data within the terminal.
· The OMA out of scope items should be also precised. For example flows appear on the architecture, and are not further described. It should then be clearly stated which elements are not a part of the OMA specification.
Additional comments and remarks: This section outlines more detailed comments on the reviewed documents, including potential suggestions to clarify the specifications and also asks for clarifications on some of the text outlined in the specifications. 
Remarks on the Architecture Description
Remarks based on the document OMA-AD-BCAST-V1_0-20050505-D

· § 5.3.4.1 (Overview) A definition for Service protection and content protection should be given.
· Service protection, following items should be highlighted:
· It manages access control at the time of broadcasting

· It typically handles encryption of the exchanged data at the transport level, independent of the content format (files, streams…) 
· Content protection, following items should be highlighted:


· It manages access control at the time of broadcasting and afterwards (cf. post delivery rights)
· It handles encryption of the exchanged data at the content level
· It can handle content recording, encrypted or not 
· § 5.3.4.2: Key hierarchy
· Figure 8: Key hierarchy



· It should be specified which side is the device-terminal/user, and which one is the OMA BCast entities

· Input of the registration step is not specified but it should be quoted that a secret (it could be a private key, a shared secret key …) is provisioned, and is out of scope of OMA. 

·  A generic name should be defined for the key obtained from layer 1. In the specification "Service and Content protection" a Rights Encryption Key and a Subscriber Management key were defined, and the key derived from registration should point both implementations. 
· Layer 2 concerns either a service key or a program key delivery
· Layer flow description:

· Layer 1: access to the broadcasted data instead of "subsequently access content" which is handled by content protection function. 

· Layer 2: to be added: Service/program Encryption Key is encrypted by SMK/REK. SEK can be broadcasted.
· § 5.3.4.3:Service protection
· Figure 9:



· Terminal side should be more clarified. Registration can concern either a device/terminal or a user.
Remarks on Mobile Broadcast Services Requirements
Remarks based on the document OMA-RD- BCAST-V1_0-20050203-C:
· Items of the sections related to security such like Security and Service/content protection should be merged into the same section, and organized (within BCAST infrastructure, device, end to end communications, …). 
· Requirements should be added related to the key storage:
· The BCAST solution shall be aware of where all specific keys are stored in the User Equipment (for example terminal or USIM).
· The BCAST solution is assumed to ensure a secure storage of the keys (confidentiality, access control and integrity). 

· On the terminal side:

· It is assumed that the User Equipment includes a secure storage of sensitive data (crypto keys, rights, licenses for example) with tamper resistant capability (confidentiality, integrity and access control). This (referred as security module) may be realized on the terminal or on the USIM. 
· The security module shall be implemented in a protected execution environment to prevent leakage of security sensitive information.  
· Derivation/processing function crypto keys shall not be exposed to unprotected part of the terminal, and should be performed within the security module.

· Only the information to enable a retrieval of the TEK is allowed to be transmitted from the security module to the other entities of the terminal.
· Interfaces of the security module shall be protected to enable confidentiality, integrity and access control regarding the sensitive data.
· SEC 5: the privacy requirements should be considered in the section 6.1.4.
· SEC 7/8: the 2 requirements are understood like "2 one-way" authentication scheme; a mutual authentication between the components of the BCAST solution and the underlying BDS should be specified.

· SEC 9: Mobile BCAST solution components should be explained according to the architecture figure of the AD document.
· PRIV01: this requirement has to be clarified, as the identity information disclosing is needed for the delivery of paid services.
· SPCP1: The requirement SPCP29 deals with the re-use of the service/content protection functions of the underlying BDS, and so would enable the reuse of a GBA based solution, which is not coherent with the requirement on OMA DRM based solution.
· SPCP6: what does the notion of "discrete objects" include? It can be defined as files? SPCP7 deals with streaming, is a specific behaviour is expected?
· SPCP23: the notion of "enablers" should be clarified.
· SPCP8: to be clarified: what is the purpose of terminal initiated requests? Is it in the scope of a broadcast service?
· SPCP18/19: under the condition of commercial agreements between the operator and the visited network to support the security functionalities. 
· SPCP28: which layer of the 4-layer architecture is taken into account for the re-keying? A re-keying of the Traffic Encryption Key (TEK) or the Service Encryption Key (SEK) can be considered, but not the other levels of the 4-layer architecture.
Remarks on Service and Content protection for Mobile Broadcast services 

Remarks based on the document OMA-TS- BCAST-SvcCntProtection-V1_0-20050624-D: 

· § 5.1.1.1.1 OMA DRM Key Management / selected technologies: IPSec cannot be independent of the service protection, as IPSec enable the transport encryption. 
· What is the aim on the use of either IPSec or/and SRTP protocols? Do we intend a choice between both and do you expect a security point of view for performing the choice, or both protocols may be possible and use cases may be described according to the protocols characteristics? 
· § 5.1.1.2.1: (U)SIM key management/Overview of operation
· Figure 3 highlights only content protection, and should be withdrawn.  
· § 5.1.2.2.3.1 OMA DRM key management/ Rights Object
· What is the interest for the definition of service key message beside the Rights Object?

· Service keys renewal should be considered for any key management solution.
· References to OMA DRM document should be specified. 
3 Intellectual Property Rights
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