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1 Reason for Contribution

In the current version of SEC-CF AD document OMA-AD-SEC_CF-V1_0-20050705-D, OSG provides security services between OMA enabler and MT. OSG can be fully integrated into the enabler itself or it can deployed as a separate entity that can provide services to a number of enablers that can be reached via an OSG. 
In case OSG provides security services to more than one enabler at one time, different enablers may have different requirements of the security level, especially in encryption and integrity protection.
· Normal security level is enough for the common enablers. 

· Some enablers communicated with sensitive or private data, such as e-commerce application may need high level security protection.
· For the enablers with mass data communication, such as multi-player games, encryption and integrity protection may reduce the performance of the system. This kind of enablers need low level security protection.
Even in case the OSG integrated into the enabler, the different applications using the same OMA enabler would have different requirements of the security level.
In sum, for an OSG, it should have a kind of mechanism to allowing the specific enabler setting the security level of the communication.

2 Summary of Contribution

This contribution describes the additional functionality of OSG.

3 Detailed Proposal

In order to implement the above functionality, besides providing secure connection between OSG and OMA enabler, interface IE SHALL provide the functionality to allowing the specific enabler setting the security level of the communication.

The OSG:

· SHALL store the security level for every enabler it served inside OSG or separated.
· MAY look up the security level settings when serve for the different enablers.
· SHALL provide different security protection for the different enablers according to the security level settings.
 


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation


We recommend SEC WG discuss whether to add this functionality into CF AD.
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