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1 Reason for Contribution


This contribution proposes that specification of service protection is necessary for protecting the Broadcast Service. In addition, for valuable content, content protection can be applied. Which particular encryption technique should be chosen is out of scope of this contribution.

2 Summary of Contribution

--

3 Detailed Proposal

Different services need different security mechanisms to protect them. Even different parts of the service need different mechanisms. We should consider specific requirements then find specific solutions.

In BCAST, data encryption may be implemented either on the application layer (content encryption) or the transport layer (transport encryption) to protect against interception during transportation. The contribution “OMA-SEC-2005-0106-ecurityReviewofBCASTDocuments ” mentioned, “In conclusion, if content encryption is applied, the solution is fully transport agnostic, simple, secure and it will allow easily any new business models to be securely introduced. There is no need to have link or transport encryption in addition to content encryption, this would unnecessarily make the solution more complex and unsecured without any additional gain in any way. Therefore it is recommended to apply only content encryption.” It seems content encryption (i.e., the application layer encryption) is the best choice. However, there are two points we have to consider before making a recommendation:

1. In BCAST, both content protection and service protection are needed. 
a) The aims of content protection and service protection are different. These support different scenarios. Service protection guarantees the confidentiality of the data during transmission so that the cipher texts will be decrypted as soon as the terminal receives them. Content protection is used to protect the copyrights of the content. 
b) However, in the BCAST service, some scenarios do not need copyright protection. Especially, the BCAST Service Guide (SG) is typically distributed over the Broadcast channel using the File Distribution function. For security reasons, the SG may need to be encrypted but does not need copyright protection.
2. In the view of network instruction, MBMS has been designed into the network level and its security mechanism can be re-used for key management before transport encryption. Operators have successfully persuaded the BCAST group to adopt this point. 

3. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
The authors kindly ask SEC to agree that specification of service protection with transport encryption is necessary for protecting the Broadcast Service. In addition, for valuable content, content protection may be applied.
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