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1 Reason for Contribution

A use case indicating how security parameters are provisioned to the MTs is missing in the RD.

2 Summary of Contribution

A use case indicating how security parameters are provisioned to the MTs is provided

3 Detailed Proposal

5.6 Provisioning of security parameters.

5.6.1 Short Description

An Enabler requires that a secure connection can be established between clients and the enabler. The security parameters (keys, white lists, etc) needed to establish such a secure connection are provisioned by the Enabler / home network operator. Naming of keys adhere to the principles adopted for GBA in PSK-TLS. 

This use case distinguishes two phases: The first phase in which the security parameters are provisioned to the MT and the second phase when the Enabler requests the parameters associated with the client and they are used to establish the secure connection.

Note that even if e.g. GBA is used to establish shared keys between the MT and the Enabler, security parameters like white lists for allowed URL’s might be required.
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Figure 6: Provisioning of security parameters.
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Figure 7: Secure connection between MT and Enabler.

5.6.2 Actors

We have the following actors in this use case

· The end-user represented by the client in the MT.

· The home network operator. The home network operator runs 

· The Enabler

· The Key Manager

5.2.1.1 Actor Specific Issues

The provisioning of security parameters is based on OMA DM. Thus the MT and the Key Manager has to support the use OMA DM Enabler. 

5.2.1.2 Actor Specific Benefits

It is essential for users as well as the operator(s) of an Enabler that there is a secure way to provision the security parameters required for secure use of the Enabler.

5.6.3 Pre-conditions

The DM system (MT and Key Manager / Enabler) is enabled and configured with adequate security settings. Managed objects for handling of the security parameters are defined. 

5.6.4 Post-conditions
The MT has populated the Enablers managed object for security parameters with data obtained from the Key Manager / Enabler. 

A secure connection between the MT and the enabler has been established.

5.6.5 Normal Flow

The Key Manager establishes a secure DM session with the MT. The Key Manager writes the Enablers security parameters into the relevant Managed Objects.

When the Enabler service is initiated, the MT establishes a secure PSK-TLS connection to the Enabler. The Enabler requests the security parameters for the MT from the Key Manager. The set up of PSK-TLS continues.

5.6.6 Alternative Flow

The DM client in the MT “bootstraps” the security parameters for the Enabler from the SIM/USIM into its tree of managed objects.

When the Enabler service is initiated, the MT establishes a secure PSK-TLS connection to the Enabler. The Enabler requests the security parameters for the MT from the Key Manager. The set up of PSK-TLS continues.

5.6.7 Operational and Quality of Experience Requirements

The provisioning of security parameters should be automatic and invisible to the end-user.

High Level Requirement: Using OMA DM to provision Enabler specific security parameters.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The use case is accepted and included in the SEC_CF RD.
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