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1 Reason for Change

BCAST DRM has agreed the need for having the ability to securely identify BCAST client versions and provide secure upgrades. This CR proposes a clear requirement in the RD document.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

New requirement in the RD document.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal

6.1.1 Security

	SEC-01 Signalling Confidentiality in Network
	The Mobile Broadcast solution SHALL be capable of providing signalling confidentiality between its components and the underlying BDS.

	SEC-02 Signalling Integrity in Network
	The Mobile Broadcast solution SHALL be capable of protecting the integrity of the signalling between its components and the underlying BDS.

	SEC-03 Content and Service Confidentiality in Network
	The Mobile Broadcast solution SHALL be capable of protecting content and service confidentiality between its components and the underlying BDS.

	SEC-04 Content and Service Integrity in Network
	The Mobile Broadcast solution SHALL be capable of protecting the integrity of the content and services between its components and the underlying BDS.

	SEC-05 Signalling Privacy and ConfidentialityEnd-to-End
	The Mobile Broadcast solution SHALL be capable of protecting the privacy and confidentiality of the signalling between its components in the network and in the Terminal.

	SEC-06 Signalling Integrity End-to-End
	The Mobile Broadcast solution SHALL be capable of protecting the integrity of the signalling between its components in the network and in the Terminal.

	SEC-07 Component Authentication in Network
	The Mobile Broadcast solution SHALL be capable of authenticating its components to the underlying BDS.

	SEC-08 BDS Authentication in Network
	The Mobile Broadcast solution SHALL be capable of authenticating the underlying BDS to its components.

	SEC-09 Mutual Component Authentication
	The Mobile Broadcast solution SHALL be capable of authenticating its components to other components.

	SEC-10 Service Provider Authentication and Authorization
	It SHALL be possible to authenticate and authorize Service Providers to the BDS.

	SEC-11 Protection of Data and Signalling between Service Provider and BDS
	It SHALL be possible to protect the confidentiality and integrity of data and signalling between the Service Provider and BDS.

	SEC-12 Content and Service Confidentiality End-to-End
	The Mobile Broadcast solution SHALL be capable of protecting content and service confidentiality between its components in the network and in the Terminal.

	SEC-13 Content and Service Integrity End-to-End
	The Mobile Broadcast solution SHALL be capable of protecting the integrity of the content and services between its components in the network and in the Terminal.

	SEC-14 Secure Terminal Provisioning
	The Mobile Broadcast solution SHALL be capable of protecting the Terminal provisioning function; in particular, delivery of software updates over the Broadcast Channel (see PROV-16) SHALL modify the Terminal identification.

	SEC-15 Terminal identification
	The Mobile Broadcast solution SHALL be capable of uniquely identifying a Terminal. The Terminal identification SHALL be part of the signalling.


Table 3: High-Level Functional Requirements – Security Items

5.1.2 Service and Content Protection

	SPCP-1 OMA DRM
	The service and content protection functions for Mobile Broadcast Services SHALL build on OMA DRM 2.0, where appropriate. [DRM v2.0]

	SPCP-2 Openness
	Service and content protection, including e.g. the key management, the delivery, and encryption and decryption operations of keys and content, and interfaces, SHALL be fully specified which permits well-defined variations in operational behaviour without introducing  proprietary elements to any part of the system. 

	SPCP-3 Interoperability Points
	The service and content protection functions SHALL be designed with specific interoperability points to enable horizontal competition between vendors.

	SPCP-4 No mandatory 3rd-party HW in Terminals 
	The service and content protection functions SHALL NOT mandate usage of additional third party or external hardware in Terminals.

	SPCP-5 Broadcast Mode
	The service and content protection functions SHALL support (one-way) broadcast channels, or have a broadcast mode of operation.

	SPCP-6 Discrete Object Protection
	The service and content protection functions SHALL provide protection for discrete objects of any type.

	SPCP-7 Stream Protection
	The service and content protection functions SHALL provide means for protecting real-time streaming.

	SPCP-8 Terminal-initiated Rights Acquisition
	The service and content protection functions SHALL support Terminal-initiated access requests. [DRM REL]

	SPCP-9 Content-based Rights Acquisition
	The service and content protection functions SHALL provide the means for retrieving related rights objects for chosen protected content items.

	SPCP-10 Network-initiated Rights Distribution
	The service and content protection functions SHALL support network-initiated distribution of access keys and rights objects.

	SPCP-11 Distribution
	The service and content protection functions SHALL support distribution of access keys and rights objects over interaction and/or broadcast channels.

	SPCP-12 Time Restricted Protection
	The service and content protection functions SHALL provide a means for protecting time-restricted services or content (e.g. subscription and pay-per-view).

	SPCP-13 Bundling
	The service and content protection functions SHALL allow bundling of access keys and rights objects such that a single access key or rights object can be linked to an entire selection of services or content.

	SPCP-14 Agnostic wrt. Object Type
	It SHALL be possible to deliver any type of DRM protected discrete objects and streams over Mobile Broadcast Services. 

	SPCP-15 Target User Group Granularity
	The service and content protection functions SHALL support different groups of recipients for different pieces of Broadcast Services and content, and SHALL provide granularity down to an individual End User. 

	SPCP-16 Access Protection, Integrity, Confidentiality
	The service protection functions SHALL support means to protect the service against unauthorized access, and ensure integrity and confidentiality. 

	SPCP-17 Revoking and Blacklisting
	The service and content protection functions SHALL be able to revoke and blacklist Terminals.

	SPCP-18 Mobility
	If the underlying BDS supports mobility, the service and content protection functions SHALL NOT restrict End User mobility within the coverage area of the network.

	SPCP-19 Roaming
	The service and content protection functions SHALL support End User roaming, i.e. upon roaming to another network, the End User have access services or content local to the serving network.

	SPCP-20 Agnostic wrt. Media Type
	The service and content protection functions SHALL be agnostic with respect to the media type they protect.

	SPCP-21 –Local Domains
	The service and content protection functions for Mobile Broadcast Services SHALL support the concept of domains (as described in OMA DRM v2.0).

	SPCP-22 Revoking of Terminal Credentials
	The service and content protection functions SHALL be able to revoke the credentials of Terminals. 

	SPCP-23 Authentication, Integrity, Confidentiality
	The service and content protection functions SHALL be able to authenticate and ensure the integrity and confidentiality of communication between enablers and Terminals.

	SPCP-24 DRM-controlled Recording
	The service and content protection functions for Mobile Broadcast Services SHALL allow Terminals to record selected portions of broadcast content when digital rights management (DRM) allows for such operation.

	SPCP-25 DRM-controlled Editing
	The service and content protection functions for Mobile Broadcast Services SHALL allow Terminals to edit recorded portions of broadcast content when digital rights management (DRM) allows for such operation and the type of editing operations is commensurate with the rights specified in the DRM for the broadcast.

	SPCP-26 Secure Delivery of Services and Keys


	The service protection function SHALL support means to protect the service against unauthorized access, and ensure integrity and confidentiality of the service and associated keys and/or rights objects. 

	SPCP-27 Secure Delivery of Content and Rights Objects
	The content protection function SHALL support means to protect the content against unauthorized access, and ensure integrity and confidentiality of the content and associated keys and/or rights objects.

	SPCP-28 Re-keying
	It SHALL be possible to support re-keying for the content and service protection function during an ongoing service.

	SPCP-29
	If service and content protection functions are provided by the underlying BDS, it SHALL be possible to re-use these functions.

	SPCP-30 User Identity
	It SHOULD be possible to bind Rights Objects (pertaining to service access, digital rights for content and any post-acquisition rights, as applicable) to user identity and not only to the device.  When the user identity is stored in a removable smartcard administered by the service provider (such as, in 3G mobile terminals), portability of these rights objects to another DRM-compliant device SHOULD enable the user’s continued use of any pre-existing digital rights

	SPCP-31 Service and Content Protection reference
	Service and content protection, including e.g. the key management, the delivery, and encryption and decryption operations of keys and content, and interfaces, SHALL be labelled with a unique reference. This SHALL be signalled to the Terminal.

	SPCP-32 Service and Content Protection update
	It SHALL be possible to update the service and content protection functions, either in a backward-compatible fashion or by deliberately excluding backward-compatibility.



Table 14: Overall System Requirements – Service and Content Protection
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