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1 Reason for Contribution

The document referred as OMA-SEC-2005-0104R02 comments-of-AD,-RD-and-Service-content-protection-for-BCAST agreed during the meeting in Montreal includes a preliminary security analysis of the documents "Requirements Document", "Architecture document" and "Service and Content protection Specification" produced by BAC BCAST. One of the most important points of the security analysis dealt with the secure storage notion in order to handle sensitive data introduced by OMA BCAST enabler.

This contribution consists in requirement related to secure storage of sensitive data to be taken into account in the RD OMA-RD-BCAST-V1_0-20050824-C of BCAST enabler.
2 Summary of Contribution

This document outlines the requirement to be added in the document OMA-RD-BCAST-V1_0-20050824-C.
3 Detailed Proposal

Here is a short definition of the secure storage entity introduced by SEC-STO-01.
The secure storage entity may be implemented on either the (U)SIM /(R)UIM or on the terminal. This can be a hardware or a software based implementation.
It shall be considered like implemented in a protected environment within the device to prevent any threats (either from the network or the device) towards sensitive information. This enables the most sensitive security constraints on the system to be concentrated within the secure storage entity. 
The OMA BCAST enabler introduces several layers of cryptographic keys with the higher layers being the most sensitive. Other sensitive data (for instance rights objects) may also be qualified as sensitive information. Storage and access to these sensitive data should be protected regarding confidentiality, access control and integrity features. 
Regarding the actual architecture, only the Traffic Encryption Key among cryptographic keys is needed to be transmitted outside the secure storage entity within the device on request from the service decryption block. Other sensitive data should not be exposed to unprotected part of the device.
Security constraints related to the secure storage entity are referred in the requirements SEC-STO-01, SEC-STO-02.
	SEC-STO-02
	The OMA BCAST solution SHALL precisely reference and describe functionally the interfaces between the secure storage entity and other entities of the BCAST system in case of a smart-card based implementation.  



SEC-STO-02: refers to interfaces between the secure storage entity introduced by SEC-STO-01 and other entities of BCAST system.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
We recommend OMA SEC to endorse the recommendations described in this document and to forward them to BCAST.
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