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1 Reason for Contribution

The contribution OMA-BCAST-2005-0300R04-BCAST-questions-to-SEC-group [1] by the BCAST group poses several questions to the SEC group.  Some of those have been addressed by another contribution discussed and agreed upon during the OMA Montreal TP meeting (Aug 2005).  The questions of group key management are yet to be addressed.  This was brought to the attention of the BCAST group at the Tokyo Interim meeting (Sep 2005), and the agreed upon process was to address the questions to the SEC group.  This Input Contribution attempts to do that.

2 Summary of Contribution

This IC addresses BCAST’s questions to the SEC group on the topics of group key management.  We discuss the pros and cons of various choices in rekeying algorithms and policies, and security considerations in choosing algorithms.  We address various avenues for scalable design of rekeying schemes and the related security considerations.  We summarize that it is indeed plausible to design a rekeying scheme that scales well and is secure.
3 Detailed Proposal

The BCAST group asked the SEC group the following questions on group key management.  We tackle each of them individually, and summarize in the end.
Group Encryption Keys

· BCAST is investigating ways to address groups using cryptographic algorithms. Can SEC offer any advice? For example re-keying associated with group management for adding or deleting members?

· Do we need re-keying on every join or leave operation?
· Is there a compromise between scalability and security
3.1 When should a group be rekeyed?
There are a number of group rekeying policies to consider: First, there is immediate rekeying where the group traffic encryption and integrity keys are changed after every change in membership.  This allows strict forward or backward access control to the content being protected by the group keys.  Backward access control ensures that a joining member cannot get access to data sent to the group prior to that member joining the group.  Forward access control ensures that a departing member (or an evicted member) cannot get access to data sent to the group after that member joining the group.
In batch rekeying, the group manager changes the group key after several membership changes.  There is typically a certain threshold the group manager reaches before it initiates rekeying: for instance, it may do so periodically, or after a certain number of membership changes, or after a certain number of joins or leaves, or similar combinations.  Note that group rekeying may be forced by other policies irrespective of membership changes.  Periodic rekeying is an example; others include policies to rekey after a given amount of traffic has been protected using a group key.

Next, rekeying may be entirely independent of dynamic membership changes.  Note that the group key still changes and that decision is ultimately dependent on membership changes, but the trigger for rekeying is something else.  First, we observe that dynamic rekeying due to membership changes is required typically in group conferencing and military or similar highly-secretive application scenarios where there are several levels of confidentiality (or levels of clearance to receive confidential information: e.g., secret, top-secret, need-to-know).  

In content distribution, especially in systems that charge for content, the rekeying policy is typically tied to billing periods.  For instance, if a provider sells all content in 30-min segments, then rekeying is required only every 30-mins.  Membership changes during the segment do not matter since billing is always in 30-min segments.  ((How do we handle members’ claims that they have not used the service and want a refund?  Is that a key management task or is it just a billing policy consideration?))
Recommendation: Rekeying requirements are application dependent.  For content distribution, where access control and not strict confidentiality is the primary requirement, the granularity of access control required should be the main driving factor the frequency of rekeying.
3.2    Do we need re-keying on every join or leave operation?
The short answer to the question of whether we need rekeying on every membership change is, no.  This question is answered along the similar lines of argument as provided in Section 3.1.  Unless BCAST is working on group conferencing with strict confidentiality requirements, we do not need rekeying on every join or leave operation.  For content distribution, the granularity of billing would be a simpler guiding factor for rekeying frequency.  That will also allow us to design simple yet secure and scalable key management solutions.
Note that it is also quite difficult and complex to correctly monitor when a user might have joined and left a large broadcast group.

3.3   Is there a compromise between scalability and security?

This is a tough question and one that touches on group key management requirements of OMA BCAST to begin with.  The following analysis is based on the following desirable security properties when designing a group key management protocol:

1. Forward and backward access control

2. Confidentiality and message integrity

3. Immunity from collusion attacks

Other desirable properties include varying granularity of access control (a secure group policy matter), efficient design (storage, processing and bandwidth requirements) scalability and the ability to easily recover from non-secure states (i.e., if a set of members are known to be compromised, they can be excluded from the secure group with minimal impact on the rest of the members).

First, there are some simple tradeoffs to consider: in the most secure group communications system, a requirement might be to rekey after every membership change.  That is quite costly in terms of the total rekeying overhead in a given time period.  In a system where the access control requirements allow us to rekey every t seconds or after m membership changes, the rekeying overhead is lower; the tradeoff is that compromised members will get access to content sent to the broadcast group until the next rekeying event.  Note that in this case any compromise is contained to a known time period.

If for instance a key management system is vulnerable to collusion attacks, first the group manager might not be aware of a compromise.  Even if the compromised members’ identities are known, all the keys known to those members – in some cases that includes all the group keys in the system – must be rekeyed.  That is a costly affair.  Containing the compromise may result in rekeying the entire group in that case: reregistration of a large group of members when the back channel is expensive is not desirable.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

With this contribution, we would like to initiate a discussion in the SEC group on the triggers for rekeying.  Inevitably this seems to lead into a discussion on group key management requirements for BCAST applications.  Our conclusion is that efficient and secure key management for BCAST applications might be along the lines of enforcing varying granularity of access control and key distribution based on billing and charging policy rather than membership changes.  This allows low overhead operation which is desirable in many of the underlying BDSs.
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