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Change Request

	Title:
	Alignment of OMA-WAP-WIM-V1_2-20050322-C with Java Card and ETSI specifications 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA SEC

	Doc to Change:
	OMA-WAP-WIM-V1_2-20050322-C

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Claus Dietze, Giesecke & Devrient, claus.dietze@gi-de.com

	Replaces:
	n/a


1 Reason for Change

Several responsecodes which are available for the respective commands, in particular MANAGE CHANNEL, are not in line with responsecodes as defined in Java CardTM specifications (Java CardTM 2.2 Runtime Environment (JCRE) Specification) or ETSI SCP specifications. This leads to a mismatch of the various specification and could cause interoperability issues in the field.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights Considerations

None.
5 Recommendation

Discuss and apply the proposed changes (section 6 of this document) to the WIM specification OMA-WAP-WIM-V1_2-20050322-C.
6 Detailed Change Proposal

11.3.7
Status Words

11.3.7.1
Status Words for the WIM Native Mode

The WIM shall return the status words shown in the following table if, and only if, the corresponding conditions indicated apply.

	SW1

SW2
	Applicable for Commands
	Description
	ISO7816 Description

	61XX
	SELECT

PSO - Decipher

PSO – ComputeCryptographicChecksum

PSO – ComputeDigitalSignature

GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Normal ending of the command (data of length XX to be recovered by GET RESPONSE). Note that this status is related to the TPDU level
	Normal processing, SW2 indicates the number of response bytes still available

	6200
	MANAGE CHANNEL Close
	Logical Channel already closed or not available
	No information given 

	6200
	GENERATE ASY. KEY PAIR
	Warning – key generation process has not finished
	No information given

	6300
	VERIFY

DISABLE VERIFICATION

ENABLE VERIFICATION

CHANGE REFERENCE DATA

RESET RETRY COUNTER
	PIN verification failed
	Verification failed

	63CX
	VERIFY
	X further retries allowed (command issued with empty body).  This status word is recommended over SW1-SW2 = ‘6300’ since it is implemented in the USIM specification
	X further retries allowed (command issued with empty body)

	6581
	All
	Memory failure (eg, data corrupted)
	Memory failure

	6600
	MSE Restore
	Security environment cannot be set
	The environment cannot be set or modified [ISO7816-8]

	
	MSE Set

PSO
	No security environment set or template cannot be set
	

	6700
	All
	Lack of Lc, Data, or Le;

Unexpected Lc, Data, or Le;

Length rejected by the command
	Wrong length

	6881
	MANAGE CHANNEL Open/Close
	Origin logical channel  not open
	Logical Channel not supported

	6882
	MANAGE CHANNEL Open/Close
	Secure Messaging not supported 
	Secure Messaging not supported

	6982
	MSE

PSO
	Execution rights no fulfilled
	Security status not satisfied

	
	READ BINARY 

UPDATE BINARY
	Access rights not fulfilled
	

	6983
	VERIFY

DISABLE VERIFICATION

ENABLE VERIFICATION

CHANGE REFERENCE DATA

RESET RETRY COUNTER
	PIN blocked
	Authentication method blocked

	
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Authorization blocked (key generation is not allowed anymore)
	

	6985
	VERIFY

DISABLE VERIFICATION

ENABLE VERIFICATION
	In contradiction with PIN status
	Condition of use not satisfied

	
	MSE Derive Key
	Pre-master secret not ready
	

	
	PSO


	Internal data not ready or condition of use not satisfied
	

	
	GET RESPONSE
	Internal data not ready
	

	6986
	READ BINARY

UPDATE BINARY
	No current EF
	No current EF


	6A80
	MSE Set

MSE Derive key
	Incorrect tag
	Incorrect parameters in data field

	
	PSO
	Incorrect data 
	

	
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Bad parameters
	

	6A81
	MANAGE CHANNEL Open/Close
	P1 != 0; P1 != 0x80
	Function not supported

	6A81
	MANAGE CHANNEL Open
	P2 > 3 or P2 = 0 and no resources available
	Function not supported

	6A81
	MANAGE CHANNEL Close
	P2 = 0 or P2 > 3
	Function not supported

	6A82
	SELECT Application
	Application not found
	File not found

	
	SELECT File
	File not found
	

	
	PSO
	Key file not found
	

	
	VERIFY
	PIN file not selected or found
	

	6A86
	MANAGE CHANNEL Open
	P2 != 0 and logical channel already open or resources for spec. LC not available
	Incorrect Parameters P1-P2

	6A88
	PSO

MSE Derive Key

GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Private key or master secret reference not found or incorrect Master Secret key reference
	Referenced data not found

	
	VERIFY
	PIN reference not found
	

	6B00
	All
	Incorrect parameters P1-P2
	Wrong parameters P1-P2

	6CXX
	GET RESPONSE
	Length error, the length that MUST be used is XX. Note that this status is related to the TPDU level
	Wrong length Le

	6D00
	All
	Unknown INS byte
	Instruction code not supported or invalid

	6E00
	All
	Unknown CLA byte
	Class not supported

	
	Commands with CLA = 8X
	Using any CLA = 8X command before selecting the application
	

	6F00
	All
	Technical problem with no diagnostic given
	No precise diagnosis

	9000
	All
	Normal ending of the command
	Normal processing


11.3.7.2
Status Words for the WIM SCP Mode

For the commands related to cryptographic operations , it is recommended that the WIM return the status words shown in the following table, if and only if, the corresponding conditions indicated apply.

	SW1

SW2
	Applicable for Commands
	Description
	ISO7816 Description

	61XX
	PSO - Decipher

PSO – ComputeCryptographicChecksum

PSO – ComputeDigitalSignature

GENERATE ASY. KEY PAIR
GENERATE KEY ASSURANCE
	Normal ending of the command (data of length XX to be recovered by GET RESPONSE). Note that this status is related to the TPDU level
	Normal processing, SW2 indicates the number of response bytes still available

	6200
	GENERATE ASY. KEY PAIR
	Warning – key generation process has not finished
	No information given

	6581
	MSE

PSO
	Memory failure (eg, data corrupted)
	Memory failure

	6600
	MSE Restore
	Security environment cannot be set
	The environment cannot be set or modified [ISO7816-8]

	
	MSE Set

PSO
	No security environment set or template cannot be set
	

	6700
	MSE 

PSO
	Lack of Lc, Data, or Le;

Unexpected Lc, Data, or Le;

Length rejected by the command
	Wrong length

	6982
	MSE

PSO
	Execution rights no fulfilled
	Security status not satisfied

	6983
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Authorization blocked (key generation is not allowed anymore)
	

	6985
	MSE Derive Key
	Pre-master secret not ready
	Condition of use not satisfied

	
	PSO


	Internal data not ready or condition of use not satisfied
	

	6A88
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Private key or master secret reference not found or incorrect Master Secret key reference
	Referenced data not found

	6A80
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Bad parameters
	Incorrect parameters in data field


For the commands related to management of logical channels, verification and data storage operation,  i.e. for MANAGE CHANNEL, GET RESPONSE, VERIFY, ENABLE VERIFICATION REQUIREMENT, DISABLE VERIFICATION REQUIREMENT, CHANGE REFERENCE DATA, RESET RETRY COUNTER, SELECT, READ BINARY, UPDATE BINARY– refer to [TS102.221] for a complete list of status words.
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