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1 Reason for Contribution

This contribution particularizes in the current draft version of the Security Common Function RD chapter 6. Requirements. It is intended for discussion and amendment in the Security WG, and for incorporation into the current draft of the RD. 

2 Summary of Contribution

The requirements are clarified and adapted to the considered architecture and use cases. Proposals are made for which release of the SEC_CF the requirements shall be fulfilled.

3 Detailed Proposal

Chapter 6. Requirements should be replaced by the following:

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	1
	Requirements related to authentication 
	

	1.1
	The SEC_CF MUST be able to provide authentication of the client to the server (representing the enabler) in the home network.
	1

	1.1 a
	The SEC_CF MAY be able to provide authentication of the user to the server (representing the enabler) in the home network, e.g. by entering a PIN code or by using biometrics if applicable. 
	2

	1.2
	The SEC_CF MUST be able to provide authentication of the server (representing the enabler) in the home network to the client. 
	1

	
	Note: Authentication (server to client, client to server, or mutual) may be performed via an authentication proxy in the home network.
	

	1.2 a
	In case that the enabler is distributed between the home network and visited network(s), the SEC_CF MUST be able to provide authentication of the servers (representing the enabler) in the visited network to the client. This may be done via the server in the home network assumed a secure connection between the servers is present. 
	1

	1.3
	The SEC_CF MUST be able to provide data origin authentication. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party, and that this data has not been corrupted or tampered with.
	1

	1.4
	The SEC_CF MUST be able to provide replay protection to ensure confidence that a received message has not been recorded and played back.
	2

	1.5
	The SEC_CF MUST be able to authenticate the source of the broadcast or streaming.
	2

	1.6
	The SEC_CF MUST be able to implicitly authenticate the destinations of the broadcast or streaming.
	2

	1.7
	The SEC_CF MAY allow the user to authenticate himself to the client, e.g. by entering a PIN code or by using biometrics if applicable.
	2

	2
	Requirements related to AUTHORIZATION
	1

	2.1
	The SEC_CF MUST be able to authorize access only to requestors entitled to access the function. 
	1

	3
	Requirements related to DATA INTEGRITY
	1

	3.1
	The SEC_CF MUST be able to provide data integrity, i.e. protection against accidental or intentional changes to the data, by ensuring that changes to the data are detectable. The ability of data integrity must be provided for any data transmissions between affected servers in the home and visited networks and between these servers and the clients.
	1

	4
	Requirements related to CONFIDENTIALITY and PRIVACY
	1

	4.1
	The SEC_CF MUST be able to provide data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorized individuals, entities, or processes. The ability of data confidentiality must be provided for any data transmissions between affected servers in the home and visited networks and between these servers and the clients. This is normally done by data encryption.
	1

	4.2
	The SEC_CF MUST be able to provide data confidentiality that ensures that stored information (in client and/or server) is not made available or disclosed to unauthorized individuals, entities, or processes. This is normally done by access control. It may also be done by data encryption.
	1

	5
	Requirements related to KEY MANAGEMENT 
	

	5.1
	The SEC_CF MUST be able to provide a secure means of key agreement prior to key usage. This ability is needed with respect to authentication keys as well as with respect to (temporary) encryption keys and keys needed for data integrity. Affected entities are the clients and the servers (in home and visited networks), and potentially authentication proxies. 
	1

	
	
	

	6
	Requirements related to ACCOUNTABILITY
	

	6.1
	The SEC_CF MUST be able to provide Proof of Origin, i.e. evidence to the receiver of a message that the claimed sender of the message indeed sent the message and this evidence MUST be verifiable by a third party. (The possibility of verification by a third party is the difference to the requirement 3.1 data origin authentication.) 
	2

	6.2
	The SEC_CF MUST be able to provide Proof of Delivery, i.e. evidence to the sender of a message that the claimed receiver of the message indeed received the message and that this evidence MUST be verifiable by a third party. 
	2

	6.3
	The SEC_CF MUST be able to provide an Audit Trail (i.e. a mechanism to ensure that actions of an entity may be traced uniquely to that entity). 
	2

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	S1
	Any secret data needed to perform the SEC_CF MUST be stored such that no unauthorized entity can get access to these data.
	1

	S2
	Any secret data needed to perform the SEC_CF MUST be transmitted such that no unauthorized entity can disclose these data.
	1

	S3
	It MUST be possible for authorized entities to change secret data in a secure way.
	1

	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.1.2 Charging

	Label
	Description
	Enabler Release

	
	(no charging requirements)
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	A1
	It MUST be possible to provide initial keys to the servers and clients.
	1

	
	It MUST be possible to change security algorithms in the servers and clients in a secure manner
	2

	
	
	


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	U1
	The mechanisms used to fulfil the above requirements shall be efficient with respect to performance and costs. 
	1

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 8: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to modify OMA-RD-SEC_CF-V1_0 accordingly, after discussion and amendment by the WG Security, i.e. to replace Chapter 6 Requirements as described above (with appropriate modifications).
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