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1. Introducing a Ua Security Protocol Identifier and an Organisation Octet in the Generic Bootstrapping Architecture (GBA)

3GPP SA3 meeting #40 discussed S3-050565 on “Key Separation in GBA”, which identified a potential weakness in the GBA. The weakness is that, in case a security protocol over the Ua interface ever became compromised so that the key could be found by an attacker, then the attacker could use this key even with other, secure protocols over the Ua interface.

SA3#40 agreed to mitigate the identified potential weakness by deriving different keys for different protocols over the Ua interface. For this purpose, CRs to TS 33.220 (Releases 6 and 7) were approved at 3GPP SA3#40 and, subsequently, at 3GPP SA#29 (SP-050552). In particular, it was agreed to extend the definition of NAF_Id (application server identity) to also include a “Ua security protocol identifier”, which is specified in a new Annex H to 3G TS 33.220.  In the current specification, the NAF_Id consists of only the full DNS name of the Network Application Function (NAF). We attach the latest Release 7 version of 3G TS 33.220. Identical changes were made in the Release 6 version. 

3GPP SA3#40 decided that the first octet of the Ua security protocol identifier should denote an organisation using GBA in their specifications. This would allow such organisations to define their own Ua security protocol identifiers without having to register them with 3GPP. The organisations, for which an organisation octet has been assigned in the approved CRs, are 3GPP, 3GPP2, OMA, and GSMA. It was suggested at 3GPP SA3#40 that operators might wish to define their own, proprietary Ua security protocols and register them with the GSMA. Therefore, GSMA was included in the list.

The section H.2 of the new Annex H of TS 33.220 is copied here for the convenience of the reader of this LS.

H.2
Organization Octet

The organization octet denotes the organization specifying the particular protocol. Each organization intending to specify a Ua security protocol identifier shall apply to 3GPP to receive an organization octet value, which shall be registered within this Annex. Following is a list of registered organization octets:

“0x00” as first octet is the default value for protocols not specified otherwise. When octet “0x00” is used as first octet, only Ua security protocol identifier ( 0x00,0x00,0x00,0x00,0x00 ) shall be used.

NOTE: All protocols having this Ua security protocol identifier cannot be separated from each other.

“0x01” .. “0xFE” as the first octet denote organizations specifying Ua security protocol identifiers.

“0xFF” as the first octet denotes the private range of Ua security protocol identifiers. 

NOTE: identifiers with “0xFF” as first octet may be used for defining local/experimental protocols without need for registration. When using such an identifier, however, it may happen that a security breach in one security protocol over Ua can be exploited by an attacker to mount successful attacks on a different security protocol over Ua.

The following values for organizations are assigned:

“0x01”
3GPP

NOTE: All protocols having the organization octet “0x01” are specified in annex H.3.

“0x02”
3GPP2

“0x03”
Open Mobile Alliance

“0x04”
GSMA

2. Actions:

To 3GPP2 TSG-S WG4, OMA SEC, and GSMA SG groups:

3GPP SA3 kindly asks the above groups to take note of the attached documents and assign a Ua security protocol identifier according to TS 33.220, whenever they are specifying Ua security protocols using GBA. 

SA3 would be happy to receive feedback in case there are comments.  
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