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1 Reason for Change

There are few incorrect security references in the current SUPL 1.0 AD (OMA-AD-SUPL-V1_0-20050930-C). This CR updates the incorrect security references. In addition, it includes few editorial changes. 
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to agree on the changes presented by the CR and forward it to the LOC WG to be included in the latest SUPL 1.0 AD specification (OMA-AD-SUPL-V1_0-20050930-C).
6 Detailed Change Proposal

Redundant Normative Reference Deletion [KERB]
	
	



GBA Reference Update (Deletion of the detailed version number-v6.2.0 in order to address the Rel 6 updates to the specification without the need to update the SUPL 1.0 AD)
	[GBA]
	3GPP TS 33.220 ,“3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic bootstrapping architecture (Release 6)”. 

URL: http://www.3gpp.org/ftp/Specs/html-info/33220.htm


Update of the PSK-TLS reference with the relevant RFC number

	[PSK-TLS]
	“Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, IETF RFC 4279, December 2005
URL: http://www.ietf.org/rfc/rfc4279


3GPP Early IMS Reference Update (Deletion of the detailed version number-v0.0.4 in order to address the Rel 6 updates to the specification without the need to update the SUPL 1.0 AD)

	[3GPP 33.978]
	3GPP TR 33.978, “Security Aspects of Early IP Multimedia Subsystem (IMS) (Release 6).”

URL: http://www.3gpp.org/


Additional References (WAP TLS and Certificate Profile)

	[WAP TLS]
	OMA WAP-219-TLS, ” WAP TLS Profile and Tunneling Specification”, 
URL: http://www.openmobilealliance.org/

	[WAP Cert]
	OMA WAP-211-WAPCert, “WAP Certificate profile Specification”,

URL: http://www.openmobilealliance.org/


Editorial Change for the security section
6.2.3 SUPL Security Function (SSF)

The SUPL Security function enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network. This is important in safely enabling both Network Initiated and SET Initiated SUPL Service.

The SUPL Security function also provides confidentiality and data integrity. Refer to section 7 for details of the SUPL Security Function implementation.

Reference update for WAP TLS Profile and WAP Certificate Profile
7.3 Confidentiality and Data Integrity

TLS [TLS] or PSK-TLS [PSK-TLS] SHALL be used to provide Confidentiality and Data Integrity between a SET and an SLP. All SUPL Messages except “Authentication REQ”, “Authentication RESPONSE”, and “SUPL INIT” MUST be delivered within a TLS or PSK-TLS session between a SET and an SLP. 

The TLS implementation shall conform to RFC 2246 [TLS] and WAP Profile of TLS [WAP TLS] with the following clarifications:
SETs SHALL implement:

· TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]. 

· TLS_RSA_WITH_NULL_SHA

For SET implementations that prefer additional cipher suites SETs SHOULD implement:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA.

The following cipher suites SHALL be implemented by SLPs:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA 

· TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES].
For SLP implementations that prefer to support NULL encryption SLPs MAY implement TLS_RSA_WITH_NULL_SHA. Note that the use of TLS_RSA_WITH_NULL_SHA is not recommended, as it does not provide any confidentiality protection. However, it still provides authentication and integrity protection.

The WAP Certificate profile [WAP Cert] of TLS SHALL be supported by SLPs and SETs.

PSK-TLS implementations SHALL conform to PSK-TLS [PSK-TLS]

SETs SHALL implement:

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS]. 

For SET implementations that prefer additional cipher suites SETs SHOULD implement: 
· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS].
The following cipher suites SHALL be implemented by SLPs:

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS].

For SLP implementations that prefer additional cipher suites SLPs SHOULD implement: 

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS].
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