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1 Reason for Change

During the joint meeting between BAC BCAST/DL-DRM/SEC the CR OMA-BCAST-2005-0743-secure_storage_requirements was agreed. This document consisted into new requirements to be included in the RD BCAST OMA-RD-BCAST-V1_0-20050824-C document. 

These new requirements mainly concern the introduction of the secure storage entity notion regarding the storage of sensitive cryptographic keys and related processing functions introduced by the BCAST enabler. The present CR consists into additions taking into account the recently added requirements related to secure storage in the BCAST Service and Content protection document.

The introduction of the secure storage entity notion is introduced in the main sections of the document, specifically the key management part. Other updates may be necessary according to the modifications of the specification regarding the evolution of the Smartcard Profile section.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To recommend that the CR be accepted in OMA SEC and then forwarded to the BCAST WG.
6 Detailed Change Proposal

5.1.1.3Overview of Operation for Streaming of Content (normative)
Streaming can be done with content coming either from a live source or from a file. For streamed content, protection can be done either using service protection or content protection. Both protection mechanisms use the Four Layer model of Figure 2.
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Figure 2 –Protection via Four Layer Model
As illustrated in Figure 2, the solution is based on a four-layer cryptographic architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content following different mechanisms depending on the actual encryption method used.
The TEKs are themselves broadcast encrypted by a Service or Program Encryption Key (SEK/PEK). These broadcast messages carrying TEKs are called Short Term Key messages. 

Short Term Key messages may contain two levels of encryption. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period. Within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.

Short Term Key messages contain content IDs for the program and/or service. Devices use this ID to identify which Long Term Key message to use for decryption of Short Term Key messages.
Where the two-layer service and program functionality is not required, the TEK may be directly encrypted with either the SEK or the PEK, and the service-key-encrypted program key can be omitted.

Cryptographic keys introduced by the four layer model SHALL be stored securely within a secure storage entity to guarantee the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the secure storage.
Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from authorized applications.
5.1.1.3.1Streaming Using Service Protection
For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys.  TEKs are retrieved from the secure storage entity and are applied: 
· as part of standard IPsec security associations (SAs), or 
· as an SRTP master key, from which the session key is derived as per the SRTP specification, or

· Directly to encrypt content before packetization for transport occurs.
Depending on the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the receiving application.
The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  (If OMA DRM 2.0 extensions are used these messages are Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or
· Via an interactivity channel.
5.1.2Keys Management

Regardless of the key management profile, the keys introduced by the four-layer key hierarchy SHALL be stored securely within the secure storage entity so that only the TEK among cryptographic keys MAY be exposed outside of the secure storage upon request from authorized applications.
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