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1 Reason for Change

During the joint meeting between BAC BCAST/DL-DRM/SEC the CR OMA-BCAST-2005-0743-secure_storage_requirements was agreed. This document contained new requirements to be included in the RD BCAST OMA-RD-BCAST-V1_0-20050824-C document. 
These new requirements mainly concern the introduction of the secure storage entity notion regarding the storage of sensitive cryptographic keys and related processing functions introduced by the BCAST enabler. The present CR consists in additions taking into account the recently added requirements related to secure storage in the BCAST AD document.
This CR is based on the latest version of the BCAST AD document, and related CRs OMA-BCAST-2005-0651-CR-Content-Protection-Function-Architecture_adding_smartcard_entity.doc and OMA-BCAST-2005-0571-CR-Service-Protection-Functional-Architecture.doc already agreed.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept proposed changes and update the BCAST OMA-AD-BCAST-V1_0 (expected version) accordingly.

6 Detailed Change Proposal

5.3.4 Service and Content Protection Functions

5.3.4.1Overview

The Service and Content Protection functions enable a BDS-agnostic way of protecting both content and services delivered within Mobile Broadcast services. The Figure below illustrates the difference between Service Protection and Content Protection.
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Figure 1 - Service and Content Protection
Service protection has the purpose of allowing access to a service, i.e. for a defined set of (audio-visual) data for a specified amount of time.  Service protection assumes no responsibility for content after have been released to the user terminal; it does not provide any technical means to protect content outside of the bit-pipe that is implementing access control. 

Content protection has the purpose of securing the individual pieces of content. Content may or may not have post-delivery usage rights associated with it.
Service Protection, independent from Content Protection, is intended for subscription management. In the absence of content protection, usage rights to content in general may be free, or subject to applicable legislation, business model or other requirements; however such considerations are beyond the scope of these definitions. Content Protection deals with post-delivery usage rights which specifies how contents can be used according to permissions and constraints.
5.3.4.2Key Hierarchy

The figure below presents the key hierarchy for service protection and content protection 
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Figure 2 - Key Hierarchy for Service Protection and Content Protection

Layer 1 implements registration step. The key material and meta-data acquired during the registration phase will enable the subscriber or device to be authenticated.  They are securely stored within the terminal or smartcard. The key material obtained in Layer 1, and used to protect the Long Term Key delivery in Layer 2, is referred to as the Subscriber Management Key or Rights Encryption Key depending on the key management profile.

Layer 2 implements Long-Term Key Message (LTKM) delivery over the broadcast or interactive channel. This layer delivers a service encryption key (SEK) or program encryption key (PEK). The SEK or PEK is an intermediate key, i.e. it does not directly encrypt the content but instead protects the delivery of traffic encryption keys (TEKs). For management and protection of service subscriptions the SEK or PEK will be updated with normally longer crypto-period than the TEK traffic key. 

Layer 3 implements Short-Term Key Message (STKM) delivery over the broadcast channel.  The traffic encryption key (TEK), encrypted by a SEK or PEK, or necessary data that can be used for deriving the traffic key, is sent together with the identifiers that allow the traffic key to be linked with the encrypted content..

The idea behind layer 3 is to provide enhanced security, scalability and richer use-case support. The specification for layer 3 shall ensure these ideas are met.

Layer 4 implements broadcast content encryption with the traffic encryption key (TEK). The encryption can be performed on network layer (i.e. IP), transport layer (e.g. UDP), session layer (e.g. RTP) or content layer (AU encryption) for the service protection.
Cryptographic keys introduced by the key hierarchy for service and content protection shall be stored within a secure storage entity to guarantee the access control, the confidentiality and the integrity of sensitive data.  
Cryptographic keys, except for the TEK upon request from authorized applications, shall never be exposed within the device. 
5.3.4.3Functional Architecture Diagram for Service Protection

The following diagram service protection function blocks and interfaces between them.
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Figure 3 - Service Protection Function Architecture

The following table explains the interfaces and maps them to BCAST reference points:

	Interface
	Reference Point
	Definition

	SP-1
	BCAST-1
	The files and stream from Content Creation is sent to BSD/A.

	SP-2
	BCAST-2
	The broadcast service (based on file and/or stream distribution) can be

· fed into the BDS for unprotected distribution to the terminal 

· fed into the BDS for protected distribution to the terminal, using native service protection of the BDS 

· fed into the broadcast service distribution system for OMA-protected distribution to the terminal 

	SP-4-1
	BCAST-4
	This interface delivers TEK for encryption of services from the SP-M to SP-E.

	SP-4-2
	BCAST-4
	This interface delivers the STKM and LTKM for subscription from the SP-M to the SP-KD.

	SP-5-1
	BCAST-5
	 This interface implements  layer 4 (“broadcast content encryption”) of the 4-layer model.

The OMA-protected service is distributed to the terminal via the BDS.
Note: This interface is identical to FD-5 and SD-5.

	SP-5-2
	BCAST-5
	This interface 5.2a implements layer 3 (“Short Term Key Delivery Layer”) of the 4-layer model. Traffic key messages are distributed to the terminal via the BDS. 
SP-5-2b applies to key management implementations based on the smartcard regarding the STKM delivery.
Another role of this interface is to implement layer 2 (“Long Term Key Delivery Layer”) of the 4-layer model for delivery of the long-term key message over the broadcast channel.

This interface in conjunction with interface SP-8 also implements layer 1 (“Registration step”) of the 4-layer model for registration and authentication of terminals over the broadcast channel. The idea is to register “broadcast only terminals” (terminals that don’t have an interaction channel) using the broadcast channel for establishing the key material that is required for subsequent transactions. 

Also the registration of devices that together form a DRM local domain is covered by this interface. 

Key materials are stored within the secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation.

	SP-7
	BCAST-7
	This interface implements layers 2 and 1 of the 4-layer model for delivery of the long-term key message and registration over the interaction channel.
SP-7a applies to key management implementations based on the terminal and SP-7b based on the smartcard. 
Related key materials are stored within the secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation..

	SP-8
	BCAST-8
	This interface provides out-of-band channel for registration over the broadcast channel.

	SP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

Authentication data and only traffic key material among cryptographic keys are authorized to be transmitted over this interface.

	SP-10
	N/A
	Transmission of traffic encryption keys (TEKs) from the terminal to the SP-D to decrypt the enciphered content.


5.3.4.3.1File Application/Stream Application Function
The File Application/Stream Application Function (FA/SA) in the BSA is responsible for receiving files and stream from Content Creation and sending the file and stream with attributes and additional information to BCAST Service Distribution/Adaptation.

5.3.4.3.2SP Management Function
The Service Protection Management Function (SP-M) in the BSM is responsible for registration, the LTKM delivery over interaction channel. The long-term key message containing the SEK or PEK is delivered to the SP-C from the SP-M. Broadcast-only terminals require out-of-band channel to initiate the request for registration and the long-term key message delivery and broadcast-only terminals receive responses for the registration and the long-term key message delivery over broadcast channel.

The SP-M also handles the STKM delivery and the secure group management. The STKM, delivered from the SP-M to the SP-KD, is distributed to the SP-C over the broadcast channel. The secure group management scheme can be used for efficient broadcasting of the long-term key message and revocation procedure. The SP-M is in charge of the domain management. The terminal can join a domain or leave a domain using the SP-M.

5.3.4.3.3SP Key Distribution Function
The Service Protection Key Distribution Function (SP-KD) in the BSD/A is responsible for broadcasting LTKM and STKM. The Terminal can acquire the TEK from STKM for decryption of the encrypted services. The STKM, LTKM and registration key materials are sent from the SP-M to the SP-KD for distribution to the Terminals. The SP-KD also transfers the STKM, LTKM and key materials over broadcast channel for broadcast-only terminals. 

5.3.4.3.4SP Encryption Function
The Service Protection Encryption Function (SP-E) in the BSD/A is responsible for encrypting services for delivery over the broadcast channel. The TEK, delivered from the SP-M, is used for encrypting services. The format of the encrypted service depends on the specific service protection system.

5.3.4.3.5SP Decryption Function
The Service Protection Decryption Function (SP-D) in the Terminal is responsible for decrypting the encrypted services using the TEK extracted from the STKM. The STKM is delivered from the SP-M to the SP-KD and the SP-C receives the STKM from the SP-KD over broadcast channel.

5.3.4.3.6SP Client Function
Depending on the key management profile, the Service Protection Client Function (SP-C) is either in the Terminal only or in both the Terminal and the Smartcard. The SP-C is responsible for registration and acquisition of the LTKM and the STKM. After the registration, the SP-C acquires the REK, SMK or GMK which is derived from the registration. The LTKM contains the SEK or PEK which is used for encrypting the STKM. The SP-C also acquires TEK by decrypting STKM using SEK or PEK, and the TEK is sent to the SP-D for decryption of the encrypted services.

5.3.4.4Functional Architecture Diagram for Content Protection

The following diagram shows the functional blocks and interfaces for the content protection on the BCAST architecture.
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Figure 4 - Content Protection Function Architecture
The Figure above depicts the architecture of the BCAST Content Protection function. Interfaces are defined as follows:
	Interface
	Reference Point
	Definition

	CP-1
	BCAST-1
	CP-1 is not in scope of OMA-BCAST. It shows merely for the sake of completeness how the unprotected content is fed from the original source into the OMA BCAST function.

	CP-2-1
	BCAST-2 
	The content-protected stream is sent to the BSD/A for distribution.

	CP-2-2
	BCAST-2
	The content-protected file is sent to the BDS/A for distribution.

	CP-3
	BCAST-3
	CP-3 comprises the transactions between CP-M in the BSM and CP-E in the BSA. CP-M transfers TEK to CP-E for encryption of contents.

	CP-4
	BCAST-4
	CP-4 comprises the transactions between the CP-M and the FD for the delivery of TKM, the long-term key message. Key Material is also delivered from the CP-M to the FD for the broadcast-only terminal to do registration.

	CP-5-1
	BCAST-5
	CP-5-1 comprises the transactions between SD and SD-C for the distribution of content protected stream.

	CP-5-2
	BCAST-5
	CP-5-2 comprises the transactions between FD and FD-C for the distribution of content protected files and the TKM for content decryption.

This interface also delivers the long-term key message and key materials in case of broadcast-only devices, where interaction with CP-M have to be implemented by combining the broadcast channel with out-of-band communication. These operations include registration, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-7
	BCAST-7
	CP-7 comprises the transactions between the CP-M and the CP-C in the terminal via the interaction channel. It includes registration, long-term key message delivery and domain join/leave.
SP-7a deals with key management implementation on the terminal and SP-7b on the smartcard.
Related key materials are stored within the secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation..

	CP-8
	BCAST-8
	CP-8 provides out-of-band channel for broadcast-only devices to do registration, long-term key message acquisition, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

NOTE:  Further discussion is required to determine if interface CP-9 is within the scope of the BCAST enabler.

Authentication data and only traffic key material are authorized to be transmitted over this interface.

	CP-10
	N/A
	Transmission of traffic encryption key (TEK) from the CP-C on the terminal to the CP-D to decrypt the enciphered content.

	CP-11
	N/A
	This interface comprises the transmission of the TKM from FD-C to the CP-C on the terminal. 
Depending on key management implementation TEK extraction from STKM is processed by the CP-C on the terminal or on the smartcard.
It also concerns long-term key message and key materials in case of broadcast-only devices. 
Related key materials are stored within the secure storage entity in the CP-C on the terminal.

	CP-12
	N/A
	CP-12a comprises the transmission of content protected stream from SD-C to CP-D.
CP-12b comprises the transmission of content protected file from FD-C to CP-D.


Note: Interface CP 2-1 and CP 2-2 are identical to SD-2 and FD-2 respectively. Interface CP 5-1 and CP 5-2 are identical to SD-5 and FD-5 respectively

5.3.4.4.1Content Protection Encryption Function
The Content Protection Encryption Function (CP-E) is responsible for encrypting files or stream contents for delivery over broadcast channel. The TEK, acquired from the CP-M, is used to protect contents. The format of the encrypted contents depends on the specific content protection system.

5.3.4.4.2Stream Delivery Function
The role of Stream Delivery Function (SD) is identical to the one in Stream Distribution Function. Refer to Sect.5.3.3.2. 

5.3.4.4.3File Delivery Function 
The role of File Delivery Function (FD) is identical to the one in File Distribution Function. Refer to Sect.5.3.2.2. In addition to this, the long-term key message and key materials are distributed from the FD to the CP-C for broadcast-only terminals. The TKM is distributed to the CP-C over broadcast channel.

5.3.4.4.4Content Protection Management Funciton 
The Content Protection Management Function (CP-M) is responsible for registration and the long-term key message (LTKM) delivery. The long-term key message containing the SEK or PEK is delivered to the CP-C from the CP-M. Broadcast-only terminals require out-of-band channel to initiate the request for registration and the long-term key message delivery and receive responses for the registration and the long-term key message delivery over broadcast channel. 

The CP-M also handles STKM delivery to the CP-C . The STKM, delivered from the CP-M to the FD, can be distributed to the CP-C over the broadcast channel. The CP-M is in charge of the domain management. The terminal can joint a domain or leave a domain using the CP-M.

5.3.4.4.5Stream Delivery Client Function
The role of Stream Delivery Client Function (SD-C) in the terminal is identical to the one in Stream Distribution Function. Refer to Sect.5.3.3.3.

5.3.4.4.6File Delivery Client Function 
The role of File Delivery Client Function (FD-C) in the terminal is identical to the one in File Distribution Function. Refer to Sect.5.3.2.3. In addition to this, the FD-C receives the STKM over broadcast channel. The FD-C also receives the long-term key message and registration key materials in case of broadcast-only terminals.

5.3.4.4.7Content Protection Decryption Function
The Content Protection Decryption Function (CP-D) in the Terminal is responsible for decrypting the encrypted contents using the TEK extracted from the STKM. The STKM is delivered from the CP-M to the FD and the CP-C receives the STKM from the FD over broadcast channel.

5.3.4.4.8Content Protection Client Function 
The Content Protection Client Function (CP-C) in the Terminal is responsible for registration and acquisition of the long-term key message and the STKM. After the registration, the CP-C acquires REK, SMK or GMK which is used for protecting the long-term key message. The long-term key message contains the SEK which is used for encrypting STKM. The CP-C also acquires the TEK by decrypting STKM using the SEK and the TEK is sent to CP-D for decryption of encrypted contents.
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