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1 Reason for Contribution

SEC group has reviewed the BCAST CR0092 document and have come to the observations presented in this contribution.
2 Summary of Contribution

Captures the discussion and observations from the SEC review of the BCAST CR0092.

3 Detailed Proposal

The problem that BCAST CR0092 describes is that if the authentication key for BCROs leaks from a hacked device, a hacker could change the usage rights in a BCRO (not the encrypted SEK or PEK), create a valid MAC with this leaked authentication key and produce a “valid BCRO” with wider permissions than the original one, which will be accepted by unhacked devices.

This threat applies mostly for Content Protection. For Service Protection, the content can be freely used after reception and BCROs for Service protection will reflect the free usage after reception.

CR0092 offers a solution by allowing BCROs to be signed with a 1024-bit signature. This increases the BCRO size by 128 bytes or more.

The pre-condition for the threat is that there is a hacked device from which a hacker can extract the authentication key for BCROs. In such a situation, a hacker could modify BCROs to carry different permissions and recreate a valid MAC for authentication. 

BCROs have subscriber group addressing, where a subscriber group can be up to 512 devices in size. A BCRO can be addressed to a subset of such a subscriber group. The decryption of the encrypted SEK or PEK in the BCRO can only be done by the addressed devices; devices not addressed, even if belonging to the same subscriber group, do not have the key material to decrypt the SEK or the PEK.

So only the members of the addressed subgroup could recognise this modified BCRO as an authentic one. The authentication key is only valid for one subscriber group. The Rights Issuer should know the names and addresses of everybody in the subscriber group, and therefore identifying the hacker is significantly simpler (1 in 512) than if the hacker was forwarding unencrypted content only.

A device may assume that BCROs only come from the broadcast channel. Therefore it should be difficult for a hacker to insert BCROs into an unhacked device. To be successful, a hacker should insert the modified BCRO in the broadcast stream (the Rights Issuer Service part of it).

Observations:

In the above situation, it seems much simpler for the hacker to not use the authentication key, but simply publish the unencrypted content.
Publishing a modified BCRO means that the Rights Issuer knows that the hacked device is one of at most 512  devices in the subscriber group.
Also just publishing the modified BCRO is not enough for a successful attack; a hacker also needs to insert it into the broadcast channel.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We propose that the above observations be discussed in the joint BCAST / SEC meeting.
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