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1 Reason for Change

Current SEC_CF RD defines authentication requirements without specification of what entities are authenticated. This CR addresses this issue. In addition, it includes several editorial updates in order to harmonize the use cases defined in the document.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to agree on the changes proposed in this CR to be incorporated into the latest SEC_CF RD.
6 Detailed Change Proposal

Editorial Changes in Use Cases (1)
5.1 Shared Key based Security Establishment using SEC_CF Enabler 

5.1.1  ASK  \* MERGEFORMAT Short Description

A client in a Mobile Terminal establishes a secure connection to an enabler in its home network where the mobile terminal has pre-established credentials. Credentials and their use for the establishment of the secure connection are based on a shared key mechanism such as the Generic Bootstrapping Architecture [GBA].  The connection is either protected with PSK-TLS [PSK-TLS], using a shared key for mutual authentication of the endpoints or TLS 1.0 [TLS] with server certificates for server authentication and a shared key HTTP Digest [HTTP DIGEST] for client authentication.
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Figure 1: Secure Access to OMA enabler using shared key based  key management

Editorial Changes in Use Cases (2)
5.2 Performing Authentication using an Authentication Proxy 

5.2.1  ASK  \* MERGEFORMAT Short Description

The home operator runs several Enablers that are accessible via HTTP. The home operator uses a common Authentication Proxy (AP) for mutual authentication between enablers and clients. The protected connection between MT and Enabler is terminated in the AP. 

A client in a MT establishes a secure connection to the AP in its home network. Credentials and their use for the establishment of the secure connection are based on a shared key management mechanism.  The connection is either protected with PSK-TLS [PSK-TLS], using a shared key for mutual authentication of the endpoints or TLS 1.0 with server certificates for server authentication and a shared key HTTP Digest for client authentication.
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Figure 2: Access to Enablers via Authentication Proxy 

High Level Requirements Update
6. Requirements
(Normative)

	Label
	Description
	Enabler Release

	1
	Requirements related to authentication
	

	1.1
	The SEC_CF MUST be able to provide authentication of the client to the server (representing the enabler) in the home network. Enabler specific identities presented by the client that are authenticated using the SEC_CF MUST be communicated to the enabler that makes use of the SEC_CF enabler.  Mechanisms to communicate these identities MUST be defined in the SEC_CF specifications.
	1

	1.1 a
	The SEC_CF MAY be able to provide authentication of the user to the server (representing the enabler) in the home network, e.g. by entering a PIN code or by using biometrics if applicable. 
	2

	1.2
	The SEC_CF MUST be able to provide authentication of the server (representing the enabler) in the home network to the client. 
	1

	1.2a
	It MUST be possible for authentication (server to client, client to server, or mutual) to be performed via an authentication proxy located in the home network.
	1

	1.2 b
	In case that the enabler is distributed between the home network and visited network(s), the SEC_CF MUST be able to provide authentication of the servers (representing the enabler) in the visited network to the client. This may be done via the server in the home network assumed a secure connection between the servers is present. 
	1

	1.3
	The SEC_CF MUST be able to provide data origin authentication. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party, and that this data has not been corrupted or tampered with.
	1

	1.4
	The SEC_CF MUST be able to provide replay protection to ensure confidence that a received message has not been recorded and played back.
	2

	1.5
	The SEC_CF MUST be able to authenticate the source of the broadcast or streaming.
	2

	1.6
	The SEC_CF MUST be able to implicitly authenticate the destinations of the broadcast or streaming.
	2

	
	
	

	
	
	

	
	
	

	3
	Requirements related to DATA INTEGRITY
	

	3.1
	The SEC_CF MUST be able to provide data integrity, i.e. protection against accidental or intentional changes to the data, by ensuring that changes to the data are detectable. The ability of data integrity must be provided for any data transmissions between affected servers in the home and visited networks and between these servers and the clients.
	1

	4
	Requirements related to CONFIDENTIALITY and PRIVACY
	

	4.1
	The SEC_CF MUST be able to provide data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes. The ability of data confidentiality must be provided for any data transmissions between affected servers in the home and visited networks and between these servers and the clients. This is normally done by data encryption.
	1

	
	
	

	5
	Requirements related to KEY MANAGEMENT 
	

	5.1
	The SEC_CF MUST be able to provide a secure means of key agreement prior to key usage. This ability is needed with respect to authentication keys as well as with respect to (temporary) encryption keys and keys needed for data integrity. Affected entities are the clients and the servers (in home and visited networks), and potentially authentication proxies.
	1

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements
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