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1 Reason for Contribution

To prepare an answer to the comments given in the RD review regarding SEC_CF Version 1.0. This revised version contains modifications done during the conf calls of WG SEC, 1 March 2006 and 08 March 2006. 
2 Summary of Contribution

Possible answers are proposed to most of the comments.
3 Detailed Proposal

The proposed answers are given in the last column of the table below.
	ID
	Open Date
	Edit
	Section
	Description
	Status

	A001
	2006.02.21
	e
	1
	Source: Mark Pozefsky, IBM 

Form: INP doc

The security function is not “application-level” but rather usable at other layers.  In fact, IPSec (see AD) is transport level.  Perhaps just leave out the word “application”.  I recognize that there is a footnote in section 4, but this usage is counter to all known layering (OSI, etc) and to OMA – do not introduce your own terminology that is counter to all existing understanding.
	CLOSED / ACCEPTED
The words “application layer” and the footnote can be deleted in scope and introduction.

Note that IPsec is at the network layer. TLS is at the transport layer.

	A002
	2006.02.21
	e
	1
	Source: Mark Pozefsky, IBM

Form: INP doc

End of first paragraph “and various architectures for different enabler deployment scenarios” makes no sense.  We’re after one architecture to cover different deployments.
	CLOSED / Accepted

The sentence will be changed to “The SEC_CF architecture will provide a common way to implement security functionality for OMA enablers, and various architectures for different enabler deployment scenarios.”



	A003
	2006.02.21
	
	4.2
	Source: Mark Pozefsky, IBM

Form: INP doc

Why is the security function limited to “client-server”.  How is this distinguished from “peer to peer”?
	CLOSED
This limitation is for SEC_CF version 1.0 only. In future versions, other scenarios will be considered, too.

	A004
	2006.02.21
	
	4.2
	Source: Mark Pozefsky, IBM

Form: INP doc

Why is the security function limited to TCP?  What about UDP?  Or SIP?  Or other transport protocols used by OMA enablers?
	CLOSED
This limitation is for SEC_CF version 1.0 only. In future versions, other protocols will be considered, too.

	A005
	2006.02.21
	
	4.2
	Source: Mark Pozefsky, IBM

Form: INP doc

This section goes far beyond requirements and into specification work.  There are multiple mentions of TLS, HTTP Digest,
	CLOSED
This section is informative only. In any case, the information given here helps to understand the document.

	A006
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 1.1 and 1.2: What does “representing the enabler” mean?  It seems you equate “server” to the enabler – this is not true.
	OPEN
This long winded expression is used because server and enabler are not the same. However, one has to be quite general here.

An appropriate modification will be proposed.

	A007
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 1.2a: This requirement seems to refer to a specific deployment model – putting part of authentication in a proxy.  Part of the security enabler can be implemented and deployed however one wishes so this requirement is not meaningful.
	OPEN 

We could limit how and where authentication is performed. We will state that this requirement will be met in Release 2.An appropriate modification will be proposed to clarify the issue.

	A008
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 1.6: don’t understand what “implicitly authenticate” means?  
	CLOSED
Implicit authentication means that you can assume that the client is authenticated based on other criteria, e.g., she has encrypted a message with a key that is the result of an authentication and key generation procedure.
ACCEPTED 
This is for future releases of SEC_CF. It will be deleted in this document and a clearer requirement may be stated when a related use case is described.

	A009
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 1.7: isn’t this out of scope of SEC and even OMA?
	CLOSED

WG SEC does not consider it out of scope. 
Note that it is for a future release.


	A010
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 3.1: the requirement should apply to any communication between any principals, eg between servers within the home network.  Just remove reference to servers and clients, and visited and home networks.  Likewise for reqt 4.1.
	CLOSED
This requirement is for v 1.0 and any other communication may be considered for future versions.

	A011
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 4.1: instead of “individuals, entities, or processes” just refer to “principals”.  
	CLOSED
WG SEC will not change this since “principles” is not defined in the document.

	A012
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 4.1: Remove last sentence about encryption (this is solution not requirement).  
	CLOSED

The last sentence is for information purposes only.This will be made clear by putting it in a separate NOTE.

	A013
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 4.1: same as A010 – don’t be specific about visited vs home, and server vs client  
	CLOSED
See A010, A003

	A014
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 4.2: this looks like an authorization requirement.  Remove last sentence which is solution not requirement.
	CLOSED
This requirement is already deleted.

	A015
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 5.1: is this requirement really on the SEC enabler, or is it outside the scope?
	CLOSED
WG SEC considers this requirement as inside the scope.

	A016
	2006.02.21
	
	6.1.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt S1: is this requirement in the scope of the SEC enabler?  This is an implementation hint, not a requirement that the spec will say anything about.
	CLOSED
WG SEC considers this requirement as inside the scope.

	A017
	2006.02.21
	
	6.1.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt S2: is this requirement in scope?  Is “disclose” correct – perhaps “access”?
	CLOSED / partly accepted

WG SEC considers this requirement as inside the scope. Change to “access” is ok.

	A018
	2006.02.21
	
	6.1.4
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt U1: this requirement is not measurable nor quantifiable not testable.  How will any test case be written for this?
	CLOSED / Accepted

This requirement will be deleted.

	A019
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

New requirement needed: SEC must provide an I0 to allow resources to request authentication/validation of credentials.
	CLOSED
New requirements are not accepted at this stage but may be proposed for a future version of SEC_CF.

	A020
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

New requirement needed: like A019, SEC must provide an I0 to allow resources to request authorization decision for access to resource or data
	CLOSED
New requirements are not accepted at this stage but may be proposed for a future version of SEC_CF.

	A021
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

New requirement needed: SEC should provide a selective encryption mechanism (ie one that encrypts only part of a message), callable by any resource
	CLOSED
New requirements are not accepted at this stage but may be proposed for a future version of SEC_CF.

	A022
	2006.02.21
	
	General
	Source: Mark Pozefsky, IBM

Form: INP doc

Just use “Security enabler” as the name of this enabler, rather than variations of “common function” or “CFSA” etc
	CLOSED / partly accepted

The term should be always the same (to be checked), however, it should be the same as in the WID, i.e. Security Common Function (and/or the abbreviation SEC_CF).

	A023
	2006.02.21
	
	General
	Source: Mark Pozefsky, IBM

Form: INP doc

Get rid of “CF” and “common functions” from the RD.  This nomenclature is not appropriate since OSE attempts to allow reuse of all enablers.  We do not use this term in OSE anymore; the corresponding WID that referred to “common functions” has been obsoleted.
	CLOSED / not accepted, 
see A022. 

WG SEC understand the concern, but this term has been used already in the WID etc. and we could change only if required by TP.

	A024
	2006.02.21
	
	1.0
	Source: Mark Pozefsky, IBM

Form: INP doc

Several sentences in the first and second paragraphs refer to “implementations”, such as “common way to implement” and “details of security implementations”, but the specifications do NOT define how to or details of implementations but rather only what needs to be accomplished, not how.
	CLOSED
What is meant here is not implementation in the product but implementation in the specification.

SEC proposes, however, to replace “implement” by “specify” in the first paragraph and “implementations” by “functions” in the second paragraph.

	A025
	2006.02.21
	
	3.2
	Source: Mark Pozefsky, IBM

Form: INP doc

In the definition of “consistent view”, what does “all parties in the run” mean?
	CLOSED
This definition will be deleted (see comment A031 below)

	A026
	2006.02.21
	
	4.2
	Source: Mark Pozefsky, IBM

Form: INP doc

The text that the client is assumed to be a terminal – this should NOT be the case.  Many enablers define potential server to server communications.
	CLOSED
This requirement is for v 1.0 and any other communication may be considered for future versions. 

(see A010)

	A027
	2006.02.21
	
	6.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt 1.2b: this seems limited to enablers – not appropriate (might be application in one domain and enabler in another).  The reqt talks about servers, but should equally apply to any combination of clients and servers.  Not sure how “client” and “server” applies here.
	CLOSED
See A026

	A028
	2006.02.21
	
	6.1.1
	Source: Mark Pozefsky, IBM

Form: INP doc

Reqt S3: instead of “change”, do you want “exchange”?
	CLOSED
We replace “change” by “modify”.

	A029
	2006.02.21
	
	6.1.3
	Source: Mark Pozefsky, IBM

Form: INP doc

Will the spec say anything about A1 or A2 – these are correct statements, but are outside the scope of the spec.
	CLOSED.

It is not outside the scope. Key management is an essential part of security.

, Keying material has to be provided for algorithms to work. Also systems have gotten into binds because they could not change algorithms easily.


	A030
	2006.02.22
	e
	General
	Source: Kevin Holley, O2 

Form: e-mail

Template
The current template is used, however the author has not read the latest REQ Best Practices Document where it is clarified that each normative requirements needs a unique Label (e.g. AUTH-01) and the "enabler release" column should reference the enabler name as well as the version (e.g. SEC-CF V1_0 )
	CLOSED
Accepted

The labels will change to “SEC_CF-x.y” where “x.y” was the numbering scheme in the current version.

The values in the enabler release column will change from “1” to “SEC_CF 1.0” and from “2” to “Future”.

	A031
	2006.02.23
	e
	3
	Source: Indaka Weeresakera, 

Lucent Technologies

Form: ConfCall 

Why are there definitions for terms which are not covered in the RD? There seems to be a lot of information in the definitions, e. g. Denial of Service …; this is not really a definition but a problem statement, and there are no requirements on DoS. There are also acronyms like NAT(P) which are not defined.
	CLOSED 
Accepted

These definitions which where drafted before the requirements were fixed may now be deleted (however, some of them may come back in future versions).

	A032
	2006.02.23
	
	4.2

5.1.3

5.2.3
	Source: Indaka Weeresakera, 

Lucent Technologies 

Form: ConfCall 

The RD only refers to TCP and not UDP, and it is asked whether UDP would be relevant for application security. 
	CLOSED
In the first version of the SEC_CF enabler, UDP is not considered, however, this will be considered in future versions. (see also A004)




4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed answers should be endorsed by WG Security, together with the modifications in the RD (to be provided by the editor, Michael Gundlach). 
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