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1. Review Information

1.1 OMA Groups Involved

	Name Of Group
	Role
	Invited
	Comments Provided

	<List the groups involved in the review.  The first four should be Req, Arch, Sec and IOP (these should not be deleted).  List the source and any other OMA group involved.>

<Delete this row>
	<note if served as Host, Source or Reviewer of material (where they are providing comments)>
	<note which groups were explicitly invited>
	<provides place to note if group had been involved with material before the review or if there were key non-technical issues or concerns that the group would like to note explicitly.  This would provide opportunity to note the comprehensiveness of prior involvement or willingness to engage.  Specific technical comments should be presented in the space available below.>
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	 FORMCHECKBOX 

	

	XXX
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	<add others as appropriate>
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	Select: F2F / Email / Teleconference
	
	OMA-<type>-<desc>-<version>-200ymmdd-<state>

	
	
	
	
	


2. Review Comments

2.1 OMA-AD-BCAST-V1_0-20060317-D + agreed CR OMA-BCAST-2006-189R01-CR-Service-Protection-Functional-Architecture-revisited.doc
	ID
	Open Date
	Edit
	Section
	Description
	Status

	A001
	2006.03.24
	
	5.3.4.3
	Source: <Name or email>

Form: <INP doc, mtg, confcall

Different scenarios are described for the entity responsible for the generation of the STKM to the BCAST Distribution Adaptation block. 
For each of them corresponding service key exchanges flows are considered. 
· STKM generator on BCAST service application: service keys are transferred from BSM onto BSA.
· STKM generator on BCAST distribution adaptation: service keys are transferred from BSM onto BSA. 
· STKM generator on BCAST subscription management: service keys are not transferred

Service keys are identified as one the most sensitive keys of the key hierarchy introduced by BCAST. Service keys are identical for large group of users (to permit broadcast-only type of operation), an attacker has a high interest to break into the system to recover those keys which would potentially allow any number of users to access to the service. 
To limit their potential disclosure service keys shall remain under the strict control of the BSM which is responsible for their generation. 
Transmission of service keys between the different actors embedded in the architecture (such as content provider) shall respect security features related to the non-disclosing of service keys and shall be exclusively authorized by the BSM, which defines the security policy to be respected. Only the BSM is able to delegate the STKM generation to other entities. 
This shall imply confidentiality, integrity, and mutual authentication issues regarding the interfaces between the BSM and other entities. 

	Status: OPEN / CLOSED

<provide response>




2.2 OMA-TS-BCAST_SvcCntprotection-V1_0-20060315-D
	ID
	Open Date
	Edit
	Section
	Description
	Status

	A002
	2006.03.24
	
	6.3.1 
	Source: <Name or email>

Form: <INP doc, mtg, confcall

In the STKM definition, and in the section related to specific SRTP parameters, the "master salt" parameter is missing for the smartcard profile as it is mandated in the 3GPP specification. Indeed SRTP key derivation algorithm needs 2 input parameters: the master key (mapped onto the TEk introduced by BCAST) and the master salt. This has to be clarified in the specification.
Furthermore the possibility to share  broadcasted data among operators implementing DRM profile and smartcard profile has to be ensured. Regarding 3GPP 33.246 MBMS specification section 6.5.4 the use of the master salt is mandated. So to be able to share media streams between DRM and smartcard – MBMS profiles, then a master salt field has to be defined, to be coherent with the STRP related constraints for the MBMS-smartcard profile.

	Status: OPEN / CLOSED

<provide response>



	A003
	2006.03.24
	
	6.4.2

"Key management" section
	Source: <Name or email>

Form: <INP doc, mtg, confcall

The use of the master salt for the SRTP key derivation algorithm is considered as optional. Considering key derivation security and diversity the master salt shall be used.

Then the sentence

"The Master Salt MAY be used."

Should be modified into:

"The Master Salt SHALL be used For the smartcard profile.." 
	Status: OPEN / CLOSED

<provide response>



	A004
	2006.03.24
	
	6.2.1 "Authentication algorithm" section
	Source: <Name or email>

Form: <INP doc, mtg, confcall

The following paragraph could not be understood clearly:  "Note there must be a secure way of notifying [..] for negotiating IPSec security parameters e.g. IKE."
	Status: OPEN / CLOSED

<provide response>



	
	
	
	
	



	



	A005
	2006.03.24
	
	6.4.2 figures 10 and 11
	Source: <Name or email>
Form: <INP doc, mtg, confcall

The role of the block "Service Key distribution" is not clear. Indeed the LTKM is responsible for delivering the service keys, so why is there an additional block? Service Keys SHOULD remain in the LTKM and the block "service key distribution" removed if no precise role for it is identified.
	Status: OPEN / CLOSED

<provide response>



	
	
	
	

	



	



	A006
	2006.03.24
	
	
	Source: <Name or email>
Form: <INP doc, mtg, confcall
The following sentence:

"HTTPS can be used to secure the interface between the BSD/A and the BSM."
Should be modified into:

"HTTPS SHALL be used to secure the interface between the BSD/A and the BSM."
	Status: OPEN / CLOSED

<provide response>
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