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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Reminder of the Application Layer Security Common Functions OMA-WID_0097-SEC_CF-V1_0-20040518-D
OMA enablers typically comprise of application-layer protocols
, such as MLP (Mobile Location Protocol), RLP (Roaming Location Protocol), PCP (Privacy Checking Protocol) in the Location enabler, SSI (Server-to-Server Interface) and CSI (Client-to-Server Interface) in the Presence enabler, which is used by multiple enablers. While the structure and the intended use of the protocols are diverse, there are a number of common features that occur repeatedly in most of them. Among these common features, mechanisms for the following application layer security features are particularly important
:

· Application layer identification and authentication of entities
· Application layer confidentiality

· Application layer integrity

A first version of the Application Layer Security Common Functions deals with identifying key requirements on security architectures for OMA enablers using a client server operational model, and TCP as the transport level. The specifications resulting from this work item describe, in a generic way, how identification and authentication, confidentiality, and integrity are to be provided in application-layer protocols developed by OMA working groups. The specifications are not application specific, and are applicable to all OMA application-layer protocols. An adaptation work is necessary to use the SEC_CF for any OMA enabler.
Specifications for application-layer protocols would either reference Security Common Function (SEC_CF) specifications, or include building blocks provided by the SEC_CF, or are designed according to guidelines that are provided by the SEC_CF

This work item proposes that Application-Layer Security Common Functions version 2 be specified by OMA-SEC taking into account further needs expressed during the review of the first version of the enabler. The main configuration i.e. a TCP client – server based architecture chosen for the Application-Layer Security Common Functions version 1 will be considered for the version 2.
The resulting specifications will comprise a Common Function in the sense of WI #0062.
More flexibility regarding the authentication feature will be considered such as authentication of the end-user to the resource implementing the SEC_CF e.g. by entering a PIN code, or authentication performed directly between a client and a resource without using an authentication proxy.
Security threats analysis should also be considered, potential attacks such as replay attack identified and associated counter measures described.
End to end mobile communication is often considered in the OMA enabler specifications involving transactions that have to be secure. 

For example, in the OMA GS WG, two end-users playing the same game maybe transact some virtual goods to each other during gaming. If so, the system should keep the transaction secure. In the BAC DLDRM, the end-user downloading some material will transact directly with the Service Provider.

All the above transactions are the end-to-end online transactions. 
Following these potential use cases the SEC-CF should help provide not only the end-to-end authentication capabilities, but also more overall mechanism involving secure end to end transactions. 
For the specifications of the application layer security common functions version 2, we propose to proceed stepwise as follows:

· Collect the supplementary needs compared with the first version of the SEC_CF to be fulfilled by the WI. Some needs were already expressed during the RD formal review. This step would result in a requirements document (see section on deliverables).
· Identify and evaluate possible solutions or technologies that may already be available (defined internally as well as defined by other standards organizations). 

· From analysis, derive an OMA security model. The security model could consist of generic architectural model and generic message flows. This would result in a security architecture document. This will mainly rely on the architecture already defined for the SEC_CF version 1.
· Develop security specifications and guidelines for authentication, confidentiality and integrity protection to be used by OMA application-layer protocols e.g. define a data model that identifies and describes the security-related data and could explain how to embed the security-related data in protocol messages). This will mainly rely on the related specifications already defined for the SEC_CF version 1.
Deliverable(s):

· Requirements Document

· Analysis document listing security technologies that are already available (OMA and non-OMA)

· Architecture document describing OMA security model

· Security specifications for use by protocol designers

· Guidelines for use by protocol designers

Existing Specifications or Documents Affected:

· OMA-RD_Privacy-V1_0_0-20031104-A (Privacy Requirements for Mobile Services)
Linked Work Items:

· WI #0049 (Identity Management Framework)
· WI #0062 (Interfaces for Common functions)

· WI #0088 (Gaps and Inconsistency Analysis and Enabler Inventory)

Linked Affected OMA Groups and External Fora

· OMA Requirements group (OMA-REQ), particularly the REQ-NI sub group

· OMA Security group (OMA-SEC)
· OMA Mobile Web Services group (OMA-MWS)

· OASIS 

· Liberty Alliance

· OMA Workgroups defining application layer protocols (e.g. OMA-LOC, OMA-PAG)
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Service Impacts:

Common parts in OMA application layer protocols are to be studied in order to define a minimum set of common functions on which all rely. 
Architecture Impacts:

To be defined (security considerations may impact architectural decisions)

Charging/Billing Impacts:

The proposed activity is expected to support charging and billing functionality (e.g., by providing proof of origin).
Security Impacts:

This work item will enable strong application layer authentication, integrity and confidentiality for the application oriented OMA work groups.

Privacy Impacts:

Privacy may be supported (authentication, integrity, privacy requirements may impact privacy architecture)

IOT Impacts:

IOT tests are needed.
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� Note that the term “application layer” in this context denotes a protocol layer and separates it from e.g. the transport layer. It is not to be confused with the OMA term “application” which – according to the dictionary - denotes the implementation of a specific service and separates it from the concept of an enabler which is a something to be used by applications.


� The OMA dictionary (v1.0.1) contains the following definitions:


Authentication: It is a mechanism by which the correct identity of an actor or entity is established with a required assurance.


Confidentiality: The avoidance of disclosure of information without the permission of its owner.  It ensures that the content cannot be understood by an un-authorized viewer.


Integrity: (in the context of security) The avoidance of unauthorised modification of information.
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