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1 Reason for Contribution

This input contribution seeks to clarify the cipher suites for TLS defined in the OMA TLS Profile when using the AES algorithm in the SCWS Enabler. It seems that the length of the keys for AES shall be indicated in the cipher suite.

2 Summary of Contribution

It is suggested that the cipher suites for TLS are updated in the OMA TLS profile document [OMA-TLS-Profile] to clarify the cipher suites when using AES.
The recommended cipher suites are TLS_RSA_WITH_AES_128_EDE_CBC_SHA instead of TLS_RSA_WITH_AES_EDE_CBC_SHA.

3 Detailed Proposal

The OMA TLS profile [OMA-TLS-Profile] defines the following cipher suite for TLS using the AES algorithm:

TLS_RSA_WITH_AES_EDE_CBC_SHA

The length of the key for AES is not specified and these cipher suites don’t correspond to any cipher suite defined in [AES-TLS].
The following cipher suites are defined in [AES-TLS]:

TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA 

We intend to specify only the cipher suite TLS_RSA_WITH_AES_128_CBC_SHA as mandatory in the Smart Card Web Server Enabler.

Could this lead to a problem with other OMA enablers implementing the OMA TLS profile?
Isn’t it possible to update the OMA TLS profile document to clarify this point?

[OMA-TLS-Profile] 
“OMA TLS-Profile”, Open Mobile Alliance, OMA-Draft-TS-TLS-V1_0-20051017-D, 

URL: http://www.openmobilealliance.org/

[AES-TLS] 
“Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)”,


IETF RFC 3268, June 2002. URL: http://www.ietf.org/rfc/rfc3268.txt

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

REL recommends that the working group to which this input contribution is presented discusses its contents and provides feedback to REL on whether the suggested changes are acceptable. If all of the primary impacted groups (ARC, IOP, REQ and SEC) accept these changes, then REL will seek approval for the changes from the TP.
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