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1 Reason for Contribution

The security analysis has revealed that the VER value needs to be included in some SUPL messages. 
2 Summary of Contribution

The VER value should also be included in the “SUPL TRIGGERED START” and “SUPL AUTH REQ” messages. 
3 Detailed Proposal

In a network-initiated SUPL 2.0 session, it is important that the SLP verify that the “SUPL INIT” message (used to initiate the session) has not been altered during delivery to the SET. Rather than have the SET send the whole “SUPL INIT” message back to the SLP, the SET computes a hash of the “SUPL INIT” message (the hash value is called VER), and VER is then sent back to the SLP.

The VER is intended to be included in the first response from the SET, so that the SLP can verify immediately if the “SUPL INIT” message was not tampered with during delivery. 

The possible messages that are first responses from the SET to a “SUPL INIT” are: “SUPL POS INIT”, “SUPL END”, “SUPL TRIGGERED START” and “SUPL AUTH REQ”.

The SUPL 2.0 AD and ULP TS already have the VER included in the “SUPL POS INIT” and “SUPL END” messages. 

This contribution notes that the “SUPL TRIGGERED START” and “SUPL AUTH REQ” messages should also include the VER value to allow the SLP to verify that the “SUPL INIT” message was not tampered with.
OMA LOC needs to correct the AD and ULP TS to remedy this. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Forward the comment to OMA LOC for correction of the AD and TS to include the VER parameter in the “SUPL TRIGGERED START” and “SUPL AUTH REQ” messages.
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