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1 Introduction and Scope
This document provides a basic overview of OMA-LOC-SUPL v2.0 for the information of OMA-SEC, and is written with the security expert in mind.
This descriptions document aim for clarity rather than exactness; it is hoped that discrepancies will be forgiven.
The discussions in this document are intended to overview the various security considerations that either (a) have already been considered in the design, or (b) should be considered in upgrading the design.

Any suggestions in this document should not be interpreted as proposals or change requests. Any proposals or change requests will be made in separate documents.
2 References

Normative References

Informative References 
[SUPL v2.0 AD]

OMA-AD-SUPL-V2_0-20061026-D.
[SUPL v2.0 TS ULP]
OMA-TS-ULP-V2_0-20070122-D.

 [TLS] 
Dierks, T. and C. Allen, "The TLS Protocol Version 1.0", RFC 2246, January 1999.

[TLS-AES]
Chown, P., "Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)", RFC 3268, June 2002.

[TLS-PSK]
P. Eronen and H. Tschofenig, Eds., “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, RFC 4279, December 2005.

3 Definitions and Abbreviations

Conventions

Messages passed between entities are bracketed using “<” and “>”: e.g. <SUPL INIT>, <SUPL START>, <SUPL END>.
Definitions

These definitions are copied from the [SUPL v2.0 AD]. These definitions are provided for reference; most of the definitions are not used in this document.
	Context Model
	A model that identifies all contextual items relevant to understanding architecture.

	Control Plane
	This plane has a layered structure and performs the call control and connection control functions; it deals with the signalling necessary to set up, supervise and release calls and connections.

	Deferred Location Service
	Location service where the location information is required after a specific event has occurred.  The event may or may not occur immediately.

	Immediate Location Service
	Location service where a single location information is needed immediately.

	Interface
	The common boundary between two associated systems. See Error! Reference source not found.

	MLS application
	An application that requests and consumes the location information.

	MLS application and SUPL Agent classes
	Class 1: MLS application and SUPL Agent are in the SET

Class 2: MLS application is in the network and the SUPL Agent is in the SET

Class 3: MLS application is in the SET and SUPL Agent is in the network

Class 4: MLS application and the SUPL Agent are in the network

	Network Initiated SUPL Services
	Network Initiated SUPL Services are services, which originate from within the SUPL network as opposed to the SET.  For these services the SUPL Agent resides in the Network.

	Non-Proxy Mode
	The SPC system will have direct communication with the SET.

	Periodic Location Service
	Location service where a multiple periodic location information is needed.

	Proxy Mode
	The SPC system will not have direct communication with the SET.  In this environment the SLC system will act as a proxy between the SET and the SPC.

	Quality of Position
	A set of attributes associated with a request for the geographic position of a SET. The attributes include the required horizontal accuracy, vertical accuracy, max location age and response time of the SET position.

	Reference Point
	See Error! Reference source not found.

	SET Initiated SUPL Services
	SET Initiated SUPL Services are services that originate from the SET.  For these services the SUPL Agent resides within the SET.

	SET User
	The user of a SET.

	SUPL Agent
	Service access point which accesses the network resources to obtain location information.

	SUPL Enabled Terminal (SET)
	A device that is capable of communicating with a SUPL network.  Examples of this could be a UE in UMTS, a MS in GSM or IS-95, or a PC over an IP-based transport.

	SUPL Interface
	Interface between SUPL Enabled Terminal and SUPL network.

	SUPL Location Center (SLC)
	Coordinates the operations of SUPL in the network and interacts with the SUPL Enabled Terminal (SET) over User Plane bearer.

	SUPL Location Platform (SLP)
	Entity responsible for SUPL Service Management and Position Determination. SLP contains the SLC and SPC Functions.

	SUPL Network
	Access network which facilitates the Location determination functionality and provides the SUPL bearer

	SUPL Position Calculation
	The position calculation function performs the function of calculating the position of a SET.  Various positioning calculation modes may be supported by a SUPL service

	SUPL Positioning Center (SPC)
	Entity in the SUPL network responsible for all messages and procedures required for position calculation and for the delivery of assistance data.

	SUPL Provider
	Location information is sensitive personal information and requires specific care with privacy and security.  In the case of a Mobile Network Operator it is important that whatever policy the Network Operator decides to implement SUPL functionality cannot be breached.  Valid scenarios for MNO controlled SUPL would be:

1)
The network operator is the single SUPL provider.

2)
The network operator and roaming partners are the only SUPL providers.

3)
The network operator out-sources the SUPL functionality and there is a single 3rd party SUPL provider.

4)
The network operator has an open policy on the provision of SUPL functionality and there are multiple 3rd party SUPL providers.

The SUPL Provider may be independent of an MNO.

	SUPL Security Function
	SUPL Security function manages the Authentication and Authorization for SUPL Agents and MLS Applications to access SUPL Services.  This function also provides confidentiality and data integrity.

	SUPL Service Management
	SUPL Service Management is the function of managing locations of SETs.  The function stores, extracts, and modifies the location information of a target SET

	SUPL User
	The user of the SUPL functionality, hence, when the transaction is SET initiated, the SUPL User equals the SET User.

	System
	A functional entity

	User Plane
	The User Plane, with its layered structure, provides for user information flow transfer, along with associated controls (e.g., flow control, and recovery from errors, etc).


Abbreviations

These abbreviations are copied from [SUPL v2.0 AD]. These abbreviations are provided for reference; most of the abbreviations are not used in this document.
	AD
	Architecture Document

	AFLT
	Advanced Forward Link Trilateration

	A-Galileo
	Assisted Galileo

	A-GNSS
	Assisted Global Navigation Satellite System

	A-GPS
	Assisted GPS

	ANSI
	American National Standards Institute

	B-TID
	Bootstrapping Transaction Identifier

	DNS
	Domain Name Server

	DTD
	Document Type Definition

	E-CGI
	Enhanced Cell Global Identifier

	EOTD
	Enhanced Observed Time Difference

	E-SLP
	Emergency SLP

	FQDN
	Fully Qualified Domain Name

	GMLC
	Gateway Mobile Location Center

	GMT
	Greenwich Mean Time 

	GNSS
	Global Navigation Satellite System

	GPS
	Global Positioning System

	HPLMN
	Home Public Land Mobile Network

	H-SLP
	Home SLP

	HTTP
	Hypertext Transfer Protocol 

	HTTPS
	HTTP Secure

	IETF
	Internet Engineering Task Force

	IMSI
	International Mobile Subscriber Identity

	IP
	Internet Protocol

	LCS
	Location Services

	LDC
	Location Distribution Control

	MAC
	Message Authentication Code

	MC
	Message Center

	MLC
	Mobile Location Center

	MLP
	Mobile Location Protocol

	MLS
	Mobile Location Services

	MNO
	Mobile Network Operator

	MSID
	Mobile Station Identifier

	NAF
	Network Application Function

	NMR
	Network Measurement Report

	OMA
	Open Mobile Alliance

	OTDOA
	Observed Time Difference of Arrival

	PAP
	Push Access Protocol

	PC
	Personal Computer

	PDE
	Position Determination Entity

	PLMN
	Public Land Mobile Network

	PPG
	Push Proxy Gateway

	PPR
	Privacy Profile Register

	QoP
	Quality of Position

	RD
	Requirement Document

	RLP
	Roaming Location Protocol

	RRC
	Radio Resource Control

	RRLP
	Radio Resource LCS Protocol

	R-SLP
	Requesting SLP

	R-UIM
	Removable User Identity Module

	SADF
	SUPL Assistance Delivery Function

	SCF
	SUPL Charging Function

	SET
	SUPL Enabled Terminal

	SIF
	SUPL Initiation Function

	SIM
	Subscriber Identity Module

	SLC
	SUPL Location Center

	SLIA
	Standard Location Immediate Answer

	SLIR
	Standard Location Immediate Request

	SLP
	SUPL Location Platform

	SMLC
	Serving Mobile Location Center

	SMPP
	Short Message Peer to peer Protocol

	SMS
	Short Message Service

	SMSC
	Short Message Service Center

	SPC
	SUPL Positioning Center

	SPCF
	SUPL Position Calculation Function

	SPF
	SUPL Privacy Function

	SRLIA
	Standard Roaming Location Immediate Answer

	SRLIR
	Standard Roaming Location Immediate Request

	SRRF
	SUPL Reference Retrieval Function

	SRRF
	SUPL Reference Retrieval Function

	SRSF
	SUPL Roaming Security Function

	SSF
	SUPL Security Function

	SSMF
	SUPL Service Management Function

	SSPF
	SUPL SET Provisioning Function

	SSRLIA
	Standard SUPL Roaming Location Immediate Answer

	SSRLIR
	Standard SUPL Roaming Location Immediate Request

	SSRP
	Standard SUPL Roaming Position

	SUPL
	Secure User Plane Location

	TLS
	Transport Layer Security

	UDP
	User Datagram Protocol

	UE
	User Equipment

	UICC
	Universal Integrated Circuit Card

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	USIM
	UMTS Subscriber Identity Module

	UTM 
	Universal Transverse Mercator

	V-SLP
	Visited SLP

	WAP
	Wireless Application Protocol

	WGS
	World Geodetic System


4 SUPL 2.0 Introduction
SUPL 2.0 Entities
The following entities interact in SUPL 2.0.
SUPL Enabled Terminal (SET)

SUPL Agent: an entity that wishes to provide a service using the position of a Target SET. A SUPL Agent may reside on the SET or in the network.
SUPL Location Provider (SLP)

· SUPL Location Centre (SLC): Interacts with SETs and network-based SUPL Agents to provide services, authorization of service, authentication, and negotiation of various parameters.

· SUPL Positioning Centre (SPC): interacts with the Target SET to assist in determining the position of the SET.

Carriers. These entities/network provide the wireless data link to the SET. There are three basic types of carrier
· Home Carrier: with whom the SET has their data subscription.

· Visited Carrier (when roaming): when paying for data over another network but still using the data subscription.

· Un-Related Carrier: such as a WLAN network, IR connection etc.

In SUPL 2.0 there are three types of SLP, SLC and SPC:

Home-SLP (H-SLP): the User’s SUPL subscription is associated with the H-SLP. The H-SLC and H-SPC entities are located with the H-SLP.
Visited-SLP (V-SLP): when the SET is roaming, then the SET may obtain positioning assistance from a SUPL provider other than the Home-SLP. Such a other provider is called a Visited-SLP.
Emergency SLP (E-SLP: new to SUPL 2.0):  An E-SLP is a SUPL provider that is used to position the SET in an emergency situation.
Changes from SUPL 1.0 to SUPL 2.0

This subsection is an interpretation of the [SUPL 2.0 RD]. 

SUPL 1.0 supported the following functionality (it may be necessary to read this section in full to understand the descriptions).

Network-initiated and SET-initiated (Terminal-Initiated) scenarios.

Only a Home SUPL Location Provider (SLP) is supported in SUPL 1.0 (that is, there is no support for an Emergency SLP).

Only sessions in which the position is reported immediately is supported in SUPL 1.0.

Proxy and non-proxy communication.

Data Bearer independence

Interoperability with 3GPP and 3GPP2 location related standards.

SUPL v2.0 is intended to add the following functionality to SUPL v1.0:

Emergency SLP’s are supported.

Support for Triggered sessions (that is, sessions that may report other than immediately).

Support for differentiating priorities of different location requests  (see requirement HFLR-10 priority [SUPL v2.0 RD, Section 6.1].

Support for sessions initiated by a first SET for either (a) obtaining the positions of a second SET or (b) transferring the position of the first SET to a third party.
Prevention of Denial of Service Attacks.

Interoperability with IEE location related standards, support for positioning of SET attached to a WLAN or I-WLAN network.
Ability to negotiate between SUPL elements of differing versions, and ability to negotiate positioning protocol versions.

Support for notification to user (privacy checking) after positioning.
5 SUPL v2.0 Overview
SUPL v2.0 Scenarios

The possible service cases can be covered by combinations of the following parameters:
Initiating entity (SET or Network),
Priority (Emergency or Non-Emergency),

Reporting Type (Immediate, Triggered or Other-SET)

Trigger Type (Periodic or Area Event)

SLP Mode
 (Proxy or Non-Proxy)

Notification to User after positioning (On or off).

[Editor’s note: These names for these parameters have been made up for this description and may need correcting]

Initiating Entity

A SUPL Agent may submit a request for one or position fixes from either a SLC or the SET.
Initiating Entity

SET Initiated
The SUPL Agent submits the request to the SET.

Network Initiated
The SUPL agent submits the request to an SLC.

Priority
The Priority indicates if session is for an emergency or non-emergency Session.

Priority

Emergency
If the suite is associated with an emergency call originated by the SET, then the Emergency SLP (E-SLP) initiates the suite with the SET.
Non-Emergency
In allIf the SET initiates the suite, then the Negotiating SLP contacted is the Home SLP (H-SLP). If the suite is not associated with an emergency call, then the SUPL Agent submits the request to either the Home SLP or a Roaming SLP; in either case the Home SLP negotiates the security parameters with the SET.
Reporting Type

The suite may be established for one of three purposes. The Negotiating SLP may either be the Home SLP or an Emergency SLP.

Reporting Type

Immediate
The SET will only perform an immediate positioning session (obtaining the current position). If the Negotiating SLP is an E-SLP, then the reporting type must be immediate.

Triggered
The SET will attempt to determine the position of the SET whenever a trigger condition is satisfied, until an expiry condition is satisfied. Thus, potentially multiple positioning sessions may occur. The Negotiating SLP must be the H-SLP for a triggered suite.
Other SET
The SET is requesting one or more positions of another SET. The Negotiating SLP must be the H-SLP for an Other-SET suite. This case is not considered in this document, since the specifications are not yet stable.
Trigger (Triggered Suite only)

There are two types of trigger for a triggered suite.

Trigger Type

Periodic
The trigger “fires” with a given frequency (that is, with a given period). If the suite is Network initiated, then the SET will also attempt to report the position to the H-SLP. In this case, if the SET is unable to report, then the SET may store the positions to report at a later time.

Area Event
The trigger fires when a given area event occurs. If the suite is Network initiated, then the SET will also attempt to report the position to the H-SLP. In this case, if the SET is unable to report, then specifications are not clear whether (a)the SET may store the positions to report at a later time (as for Periodic) or whether (b) the SET discards the position information.
SLP Mode
There are two types of communication that could be applied during the positioning phase: 
Proxy Mode: the SET communicates with an SPC using the SLC as a proxy,

Non-Proxy Mode: the SET communicates directly with the SPC. 
In theory, an SLP could support both Proxy and Non-Proxy, but I understand that in practice, an SLP might support only one or the other. It is my understanding that an SLP in a 3GPP network will only support Proxy SLP mode. 
Working assumption for SUPL 2.0, 3GPP SLPs and SETs support Proxy SLP mode: this is not a requirement, only a working assumption.
Working assumption for SUPL 2.0, 3GPP2 SLPs and SETs support both Proxy and Non-Proxy SLP mode: this is not a requirement, only a working assumption.

SLP Mode
Proxy
During the positioning session, the SET communicates with an SPC using the SLC as a proxy. In this case, the SET does not need to know anything about the SPC. The SLC does not know the content of the communication: the SLC is merely forwarding the communication to the correct entity. In this case, the SPC communicates the result of the positioning session to the SLC.
Non-Proxy
During the positioning session, the SET communicates directly with the SPC: the SLC is not used as a proxy. In this case, the SLC and SET need to negotiate the identity (e.g. IP address) of the SPC. 
· In a triggered suite, the SET may traverse to a new network and a new SPC may need to be negotiated. 
· In a network-initiated immediate suite, the SPC sends the result of the positioning to the SLC. 
· During the life of a network-initiated triggered suite, the SET sends the result of the positioning to the H-SLC. 

· In a SET initiated suite, the results of the positioning need not be sent to the H-SLC.

Notification After Positioning
The [SUPL v2.0 TS ULP Sections 5.1.14 to 5.1.19] and [SUPL v2.0 RD Section 5.4] describes suites where “notification is based on the current location”. Are these immediate only???
Rationale is as follows (from [SUPL v2.0 RD Section 5.4])
For example, at home, a SUPL User would allow the positioning without notification of his/her SET, however, at the office, a SUPL User may want notification of the request and be prompted for authorization. Under these conditions, an application must notify and obtain reporting authorization from the SUPL User of target SET after performing positioning but prior to reporting the location of target SET. Thus the SUPL User of the target SET shall be given an opportunity to accept or reject the positioning attempt only when the user is at chosen locations(s) that are specified in the SUPL User’s privacy profile. In these circumstances, the SUPL User will have to be located first and an additional privacy checking, on his/her location will be performed.  This additional privacy check may result in the SUPL User being notified before his location is sent to the requesting entity

Phases
The call flows for SUPL 2.0 service cases (generally) proceeds through a subset of the following phases:
A. SUPL Agent Request. A SUPL Agent makes a request to the SET, H-SLC or E-SLC.
B. SUPL INIT Phase. (Network-Initiated only). H/E-SLC sends a <SUPL INIT> to the SET.
C. Negotiation Phase. 
C.a. User Notification/Verification Phase (Network-Initiated only). If applicable, the user is notified and/or user verification is obtained. If the suite is an immediate Suite with Proxy positioning, then the Exchange Phase (C.b.) is skipped

C.b. Exchange Phase (all except Immediate Proxy suite). The SET, SLC (and other network entities where appropriate) negotiate the parameters of the suite, and assign an SPC if required.
D. Listening Phase (Triggered suites only). The SET waits for the trigger to begin the SUPL POS session, and the SLC/SPC is waiting for the SET to establish a SUPL POS session. After each positioning session, the entities return to this phase.
E. SUPL POS Phase (All unless the positioning is already determined). The SET sends a <SUPL POS INIT> to the SLC/SPC to get the SUPL POS sessions started. The SET and SLC/SPC perform a SUPL POS Session. In some cases, if communication with SLC/SPC fails (or never begins), then the SET may revert to determining its position on its own.

F. SLC Reporting (Network Initiated, Non Emergency, Triggered only). 
(Area-Event Triggered only).
The SET checks the determined position against the area event trigger information, and may send a <SUPL REPORT> to the H-SLC.

(Other cases) 
The SET always sends a <SUPL REPORT> to the SLC.

G. SUPL Agent Reporting. (Network initiated only). The SLC the reports position to the SUPL Agent as appropriate.

G.a. SUPL Notify (Notification based on current location) The H-SLC may send a request to the user for permission to notify another SET or SUPL Agent.

G.b. Report: The SLC/SET reports to the SUPL agent as appropriate.

H. End Phase. The SET or SLC ends the suite with a <SUPL END> message sent to the SLC or SET respectively.
Table 1 shows the phases that apply in the various service cases. Service cases for Other-SET reporting are not shown since the corresponding call flow is not yet stable. Note that emergency services always use immediate reporting.
	Phases
	SET Initiated
	Network Initiated

	
	Immediate
	Triggered
	Immediate

(Emergency)
	Triggered

	
	
	
	P
	NP
	P
	NP

	A.  SUPL Agent Request
	
	
	
	
	
	

	B. SUPL INIT
	
	
	
	
	
	

	C. Negotiation
	C.a. User verify/Notify
	
	
	
	
	
	

	
	C.b. Exchange
	
	
	
	
	
	

	D. Listening
	
	
	
	
	
	

	E. Positioning
	
	
	
	
	
	

	F. SLC Reporting
	
	
	
	*
	
	

	G. SUPL Agent Report
	G.a. SUPL NOTIFY
	
	
	*
	*
	*
	*

	
	G.b. Report
	
	
	
	
	
	

	H. End
	
	
	
	
	
	


Table 1 The phases (rows) that apply in the various service cases (columns). Each case flows through the phases in alphabetical order. A black entry means that the phase does not apply in the case. A “-E” indicates that this phase does not apply in an emergency scenario. An asterisk “*” indicates that this phase only applies when notification (to the network-based SUPL Agent) is based on the current location of the SET. The colors serve no purpose other than to highlight the applicable phases for each case. Note that P = Proxy and NP = Non-Proxy.
6 Security Assumptions

Business/Trust Relationships

A business/trust relationship exists when two entities have established a “secure” communication channel; where the notion of “secure” may change from relationship to relationship.

Default Relationships

The default business/trust relationships (those that exist without any delegation of trust) are shown in the following table. These are the business/trust relatiioshops that exist before applying the security mechanisms such as the GBA-TLS-PSK method and Alternative Client Authentication Mechanism.
	Entity (below) is trusted by entity (to right)
	SET
	SUPL Agent
	Home
	Roam-ing
	Visited
	Emergency
	Carriers
	CA

	
	UICC
	Hand Set
	SET
	Net-work
	SLC
	SPC
	SLC
	SLC
	SPC
	SLC
	SPC
	Home
	Visited
	

	SET
	UICC
	
	Y
	???
	.
	Opt1
	.
	.
	.
	.
	.
	.
	Y
	.
	.

	
	Handset
	Y#
	
	Y
	.
	.
	.
	.
	.
	.
	.
	.
	.
	E
	.

	SUPL Agents
	SET
	.
	Y
	
	.
	.
	.
	.
	.
	.
	.
	.
	.
	.
	.

	
	Net
	.
	.
	.
	
	Y
	.
	Y?
	.
	.
	Y
	.
	.
	.
	.

	Home
	SLC
	Opt1
	.
	.
	Y
	
	Y
	Y
	Y
	.
	.
	.
	Y
	.
	Opt2

	
	SPC
	.
	.
	.
	.
	Y
	
	.
	.
	.
	.
	.
	.
	.
	.

	Roaming
	SLC
	.
	.
	.
	Y
	Y
	.
	
	.
	.
	.
	.
	.
	???
	.

	Visited
	SLC
	.
	.
	.
	.
	Y
	.
	.
	
	Y
	Y
	.
	.
	Y
	.

	
	SPC
	.
	.
	.
	.
	.
	.
	Y
	Y
	
	.
	.
	.
	.
	.

	Emergency
	SLC
	Y
	.
	.
	Y
	.
	.
	.
	Y
	.
	
	Y
	.
	Y
	Opt2

	
	SPC
	
	.
	.
	.
	.
	.
	.
	.
	.
	Y
	
	.
	.
	.

	Home Carriers
	Y
	.
	.
	.
	Y
	.
	.
	.
	.
	.
	.
	
	Y
	.

	Visited Carrier
	Y+
	E
	.
	.
	.
	.
	???
	Y
	.
	Y
	.
	Y
	
	.

	Certificate Authority
	Opt2
	Y
	.
	.
	Opt2
	.
	.
	.
	.
	Opt2
	.
	.
	.
	


Table 2 The default trust/business relationships existing between SUPL 2.0 entities. Only the necessary relationships are shown: e.g. many entities trust the Certificate Authority (CA), but these relationships are not necessary. See discussion below for explanation of symbols.
The various symbols in Table 2, have the following meaning.
E
Relationships applies during emergency calls only. 

Opt1
SUPL 1.0 allowed for key shared between H-SLP and UICC for 3GPP2. [Editor’s note: This method is currently ignored for the remainder of this document until I have a better understanding of it]
Opt2
The Alternative Client Authentication based on TLS 1.0 [TLS] uses a certificate for H-SLP or E-SLP stored on the UICC.
Y#
The UICC trusts the SET handset as long as the UICC is in the SET.

??? and pink cell color
I am unclear about some trust/business relationships:

Note that establishing the default trust relationships between these entities (alternatively, establishing the secure connections between these entities) is beyond the scope of the SUPL 2.0 specifications.

[image: image1]
Figure 1 An illustration of the default trust/business relationships in SUPL 2.0, as listed in Table 2 above.

Figure 1 is drawn with the following key:

Thicker lines show inter-network relationships.

Blue lines show relationships involving carrier networks.

Dotted lines with long dashes show relationships that are optional.

Dotted lines with short dashes show or may or may not exist (it is unclear to the reviewer if these relationships exist).

Unacceptable Compromises for SUPL v2.0
A compromise occurs when the system behaviour deviates from the expected behaviour. In some circumstances, the compromise is acceptable (particularly if it cannot be prevented): all other compromise is unacceptable and should be prevented by appropriate security countermeasures.
I have chosen to use the following categories to describe compromises that apply to SUPL Services:

Stolen Service:
Attacks where an entity gets access to services without being charged for that service.

Position Compromise:
Information about a user’s position is sensitive. Attacks on the Position information fall into three sub-categories:
Position Confidentiality Compromise:
Information about user’s position at a particular time is obtained by a party that is not authorized to have that information.
Position Integrity Compromise:
A party obtains the ability to manipulate a positioning session or a <SUPL REPORT> to give an incorrect position for a User.
Position Tracking:
An un-authorized party obtains the ability to track the movements of the User, even if the User’s identity remains un-known.
User Anonymity:
An un-authorized party obtains the ability to identify the User associated with a positioning session.
Denial of Service:
Entities want to ensure the ability to provide continuous, good service. Denial-of-Serve Attacks fall into two categories:

Service Degradation:
The system does not provide a User’s position information to an SUPL Agent when the User would be willing to authorize the SUPL Agent and the system is capable of providing this position information.

Overloading:
Overload communication or computations.
The SUPL actors have differing viewpoints on the compromises. These are described in Section 6.2.1. Sections 6.2.2 and 6.2.3 discuss some additional issues that help clarify what is and is not an acceptable compromise. Section 6.2.4 then describes what compromises are considered acceptable and un-acceptable from the viewpoint of each SUPL actor.
What the Actors Consider Compromise to be
User

The User is concerned about the following forms of compromise:
1. Stolen Service: Another party obtains service using the User’s account.  Reason: the user does not want to be billed for someone else’s usage.
2. Position Confidentiality Compromise: A party obtains the ability to access a position of the User’s SET (or a position of another SET that has been requested by the User) at some point in time when the party is not authorized. This includes situations where notification/verification rules for the <SUPL INT> and/or <SUPL NOTIFY> and <SUPL NOTIFY RESPONSE> are not followed. Reason: this privacy is a common expectation.
3. Position Integrity Compromise: Any party obtains the ability to manipulate a positioning session to give an incorrect position for user (or that of a requested SET). Reason: this is a service expectation.
4. Position Tracking: An un-authorized party (including the V-SLP) obtains the ability to track the movements of the User, even if the User’s identity remains un-known. Reason: this privacy is a common expectation.
5. User Anonymity: [Editor’s note: to do]
6. Service Degradation: the system does not provide the User’s position information to an SUPL Agent when the User would be willing to authorize the SUPL Agent and the system is capable of providing this position information.
7. Overloading: Any party makes the User’s SET perform excessive amounts of un-necessary SUPL-related computations and/or SUPL-related communication in a way that degrades the User’s SET’s performance. Reason: Requirement to prevent Denial-of-Service attacks.
Home Provider
A Home SLP is concerned about the following forms of compromise:

8. Stolen Service: Any party obtains service using another user’s account (even if the account is with another provider). Reason: the Home network may be unable to recoup the cost of the service. 

9. Position Confidentiality Compromise: A party obtains the ability to access to any user’s position at some point in time when the party is not authorized to access that user’s position. This includes situations where notification/verification rules for the <SUPL INT> and/or <SUPL NOTIFY> and <SUPL NOTIFY RESPONSE> are not followed. Reason: this privacy is a service requirement.
10. Position Integrity Compromise: Any party obtains the ability to manipulate a positioning session to give an incorrect position for any user. Reason: this is “quality of service” issue.
11. Position Tracking: An un-authorized party (including the V-SLP) obtains the ability to track the movements of some user over an extended period of time, even if the user’s identity remains un-known. Reason: this privacy is a service requirement.
12. User Anonymity: [Editor’s note: to do]
13. Service Degradation: the system does not provide a User’s position information to an SUPL Agent when the User would be willing to authorize the SUPL Agent and the system is capable of providing this position.
14. Overloading: Any party makes the Home Provider perform excessive amounts of un-necessary SUPL-related computations and/or SUPL-related communication in a way that degrades the Home Provider’s performance. Reason: Requirement to prevent Denial-of-Service attacks.
Emergency Provider
An  Emergency Provider is concerned about the following forms of compromise:

15. Stolen Service: Only the emergency call originator obtains service. Reason: cost of the service. 

16. Position Confidentiality Compromise: A party obtains the ability to access to emergency call originator’s position at some point in time when the party is not authorized to access that user’s position. This includes situations where notification/verification rules for the <SUPL INT> and/or <SUPL NOTIFY> and <SUPL NOTIFY RESPONSE> are not followed. Reason: this privacy is a service requirement.
17. Position Integrity Compromise: Any party obtains the ability to manipulate the positioning session to give an incorrect position for the emergency call originator. Reason: this is an essential part of providing the location for emergency services..
18. Position Tracking: Any party obtains the ability to track the movements of some user over an extended period of time, even if the user’s identity remains un-known. Reason: this privacy is a service requirement. Note that as far as the E-SLP is concerned, no party should have this ability using the E-SLP.
19. User Anonymity: [Editor’s note: to do]
20. Service Degradation: the system does not provide a User’s position information to an SUPL Agent when the User would be willing to authorize the SUPL Agent and the system is capable of providing this position.
21. Overloading: Any party makes the Emergency Provider perform excessive amounts of un-necessary SUPL-related computations and/or SUPL-related communication in a way that degrades the Emergency Provider’s performance. Reason: Requirement to prevent Denial-of-Service attacks.
Visited Provider
An Visited Provider is concerned about the following forms of compromise:

22. Stolen Service: Only the authorized user obtains service. Reason: cost of the service, quality of service
23. Position Confidentiality Compromise:A party obtains the ability to access to the authorized user’s position at some point in time when the party is not authorized to access that user’s position. Reason: this privacy is a service requirement.
24. Position Integrity Compromise: Any party obtains the ability to manipulate the positioning session to give an incorrect position for the authorized user. Reason: this is a “quality of service” issue. Note: the SPC is not involved in exchanges of <SUPL INT>, <SUPL NOTIFY> and <SUPL NOTIFY RESPONSE>.
25. Position Tracking: An un-authorized party obtains the ability to track the movements of assigned user’s over an extended period of time, even if the authorized user’s identity remains un-known. Reason: this privacy is a service requirement.
26. User Anonymity: [Editor’s note: to do]
27. Service Degradation: the system does not allow a positioning session, when the system is capable of establishing this positioning session.

28. Overloading: Any party makes the V-SLP perform excessive amounts of un-necessary SUPL-related computations and/or SUPL-related communication in a way that degrades the V-SLP’s performance. Reason: Requirement to prevent Denial-of-Service attacks.
Network SUPL Agent/PSAP
A Network SUPL Agent is concerned about the following forms of compromise:

29. Stolen Service: Not applicable for the Network SUPL Agent.
30. Position Confidentiality Compromise: A party obtains the ability to access to the authorized user’s position at some point in time when the party is not authorized to access that user’s position. Reason: this privacy is a service requirement.
31. Position Integrity Compromise: Any party obtains the ability to manipulate the positioning session to give an incorrect position for the authorized user. Reason: this is a “quality of service” issue. Note: the SPC is not involved in any exchanges of SUPL messages.

32. Position Tracking: An un-authorized party obtains the ability to track the movements of assigned user’s over an extended period of time, even if the authorized user’s identity remains un-known. Reason: this privacy is a service requirement.
33. User Anonymity: [Editor’s note: to do]
34. Service Degradation: the system does not provide a User’s position information to the Network SUPL Agent when the User would be willing to authorize the Network SUPL Agent and the system is capable of providing this position.
35. Overload: Not applicable for the Network SUPL Agent.
36. Stolen-Service is independent of Network SUPL Agents, and Denial-of-service attacks should not be an issue for Network SUPL Agents. These two attacks are not applicable here.
The SET Handset and UICC

In many cases, the bearer authentication is based on a UICC in the SET. The UICC is considered more trustworthy (By both User and Home Network) in keeping secrets and maintaining the integrity of stored data. 

The UICC can also be used for authentication in SUPL. In the long term, a UICC (or secure module integrated with the SET handset) would also be the basis of all authentication.

However, it is worth noting the limitations of trust in the UICC.

The UICC is intended primarily for key management. The UICC is not sufficiently powerful to perform bulk data encryption/decryption or bulk integrity protection/verification. Bulk data encryption/decryption or bulk integrity protection/verification must be performed on the SET handset.

For the time duration that the UICC is in a SET handset, the SET is entitled to the services authorized to that the UICC.

For the time duration that the UICC is in a SET handset, the SET has access to the positioning data on the SET, and the SET may transmit this information to an attacker or store the data for later perusal by an attacker after the UICC is removed. While OMA certification will go a great way to preventing this happening, (a) there may be non-OMA certified products that pose as OMA-certified products and (b) there are no guarantees that a “back-door” has not been inserted. By using a particular handset, the user needs to trust that the SET handset will not use malicious means to reveal the positioning and/or other data visible to the SET handset.
For the time duration that the UICC is in a SET handset, the SET could talk to any positioning server that the SET handset wishes, since the SET handset is responsible for the bulk data encryption/decryption or bulk integrity protection/verification: the UICC has no visibility to the actual data exchange taking place. The UICC cannot even be sure that the SET is performing as expected. By using a particular handset, the user needs to trust that the SET handset will not maliciously perform outside the expected behaviour. 
Explicitly stating the limitations of reliance of the UICC gives us a better description of those sequences of events that are acceptable and those that are not.

Notification and Verification Issues
Not all authorizations are straightforward. For example, if a User’s SET is owned by the User’s Employer then 
During work hours, the Employer might expect to provided with the User’s position without requiring notification/verification to the User, while
Out of work hours, notification and/or verification would be expected.
Enabling such scenarios requires a flexible and robust privacy profile management. This is a generic problem (that is, it is not unique to SUPL) and is beyond the scope of this document.
Acceptable and Un-Acceptable Compromise

[Editor’s note: this section is completely changed]
We are now in a position to define what compromises might be considered acceptable from the viewpoint of each SUPL actor:

A User’s viewpoint  is given in Table 4,

A Home SLP’s viewpoint  is given in Table 5,

An Emergency SLP’s viewpoint  is given in Table 6,

A Visited-SLP’s viewpoint  is given in Table 7, and

A Network SUPL Agent’s viewpoint  is given in Table 8 .

A Network SUPL Agent is denoted by NW SA in the tables. Additional notation is explained in Table 3 below. A detailed analysis supporting the viewpoints in this section is included in an Appendix. 
[Editor’s note: Attacks on the bearer are not counted….]
	Symbol
	means “The compromise (to the left) is acceptable if an audit could detect malicious (non-standard) behaviour by…”

	(
	… (the entity above) at any time.

	Victim
	… a UICC belonging to a user who is victim to the associated stolen service or position compromise.

	X(User) or X(Victim)
	… the SET Handset containing the UICC of the User (or Victim) at the time of compromise if the SET is alive, or otherwise the last alive SET that contain the UICC up to 24 hours prior to the time of compromise

	%
	… the Network SUPL Agent or PSAP authorized to obtain that position information.

	(@ t
	… the SET Handset containing the UICC of the User (or Victim) at the time of compromise.

	A@ t
	… a V-SLP authorized to provide service to a compromised User at the time of compromise.

	(
	(The compromise is never acceptable if it requires malicious communications sent from the entity above).

	na
	(This entity has involvement in this compromise).

	oos
	(This entity might be involved in such a compromise, but prevention is out of scope of the ULP TS).


Table 3 Notation used in the tables explaining when a oparty considers a compromise acceptable.

	User
	Non-Emergency
	Emergency
	V-SLP

	
	SET
	H-SLP
	NW SA
	Origin-ating SET
	E-SLP
	PSAP
	

	
	UICC
	Handset
	
	
	
	
	
	

	1. Stolen Service
	(
	X(User)
	(
	(
	(
	(?
	(?
	A @ t

	2. Position Confidentiality
	(
	(@ t
	(
	%
	(@ t
	(
	%
	A @ t

	3. Position Integrity
	(
	X(User)
	(
	%
	(@ t
	(
	%
	A @ t

	4. Position Tracking
	(
	(@ t
	(
	%
	(@ t
	(
	(
	(

	5. Service Degradation
	(
	(@ t
	(
	%
	(@ t
	(
	%
	A @ t

	6. Denial-of-Service
	(
	(@ t
	(
	(
	(
	(
	(
	A @ t


Table 4 An attack is considered acceptable to the User under the conditions shown in this table.
	Home Provider
	Non-Emergency
	Emergency
	V-SLP

	
	SET
	H-SLP
	NW SA
	Origin-ating SET
	E-SLP
	PSAP
	

	
	UICC
	Handset
	
	
	
	
	
	

	1. Stolen Service
	Victim
	X(Victim)
	(
	(
	(
	(
	(
	A @ t

	2. Position Confidentiality
	Victim
	(@ t
	(
	%
	(@ t
	(
	%
	A @ t

	3. Position Integrity
	Victim
	X(Victim)
	(
	%
	(@ t
	(
	%
	A @ t

	4. Position Tracking
	Victim
	(@ t
	(
	%
	(@ t
	(
	(
	(

	5. Service Degradation
	(
	(@ t
	(
	%
	(@ t
	(
	%
	A @ t

	6. Overloading
	(
	(
	(
	(
	(
	(
	(
	(


Table 5 An attack is considered acceptable to the Home Provider under the conditions shown in this table.
	Emergency Provider
	Non-Emergency
	Emergency
	V-SLP

	
	SET
	H-SLP
	NW SA
	Origin-ating SET
	E-SLP
	PSAP
	

	
	UICC
	Handset
	
	
	
	
	
	

	1. Stolen Service
	na
	na
	(
	na
	(
	(
	%
	A @ t

	2. Position Confidentiality
	na
	na
	(
	na
	(@ t
	(
	%
	A @ t

	3. Position Integrity
	na
	na
	(
	na
	(@ t
	(
	%
	A @ t

	4. Position Tracking
	na
	na
	(
	na
	(@ t
	(
	(
	(

	5. Service Degradation
	na
	na
	(
	na
	(@ t
	(
	%
	A @ t

	6. Overloading
	na
	na
	(
	na
	(
	(
	(
	(


Table 6 An attack is considered acceptable to an Emergency Provider under the conditions shown in this table. Note that the H-SLP is only applicable if H-SLP has been used to authenticate the Originating SET.
	Visited Provider
	Non-Emergency
	Emergency
	V-SLP

	
	SET
	H-SLP
	NW SA
	Origin-ating SET
	E-SLP
	PSAP
	

	
	UICC
	Handset
	
	
	
	
	
	

	1. Stolen Service
	Victim
	X(Victim)
	(
	(
	(
	(
	(
	(

	2. Position Confidentiality
	Victim
	(@ t
	(
	(
	(@ t
	(
	(
	(

	3. Position Integrity
	Victim
	X(Victim)
	(
	(
	(@ t
	(
	(
	(

	4. Position Tracking
	Victim
	(@ t
	(
	(
	(@ t
	(
	(
	(

	5. Service Degradation
	(
	(@ t
	(
	(
	(@ t
	(
	(
	(

	6. Overloading
	(
	(
	(
	(
	(
	(
	(
	(


Table 7 An attack is considered acceptable to a V-SLP under the conditions shown in this table.

	Network SUPL Agent/PSAP
	Non-Emergency
	Emergency
	V-SLP

	
	SET
	H-SLP
	NW SA
	Origin-ating SET
	E-SLP
	PSAP
	

	
	UICC
	Handset
	
	
	
	
	
	

	1. Stolen Service
	na
	na
	na
	na
	na
	na
	na
	na

	2. Position Confidentiality
	Victim
	(@ t
	(
	%
	(
	(
	%
	(

	3. Position Integrity
	Victim
	X(Victim)
	(
	%
	(
	(
	%
	(

	4. Position Tracking
	Victim
	(@ t
	(
	%
	(
	(
	(
	(

	5. Service Degradation
	(
	(@ t
	(
	%
	(
	(
	%
	(

	6. Overloading
	na
	na
	na
	na
	na
	na
	na
	na


Table 8 An attack is considered acceptable to a Network SUPL Agent under the conditions shown in this table.
Securing Communication to the SET

With the exception of <SUPL INIT> delivery, most communication with the SET is two-way communication over TCP/IP. TLS 1.0 [TLS] and TLS-PSK [TLS-PSK] provide well-known and well-understood standards for securing such communication. 

Most readers will be familiar with TLS 1.0 and TLS-PSK. These protocols consists of two main components: 

the “handshake” in which the Server (and possibly Client) are authenticated; ciphering and/or integrity keys are negotiated; and cryptographic algorithms for bulk encryption and/or integrity are negotiated.

and the communication session in which the data is
· the original data is wrapped by the sender using the negotiated algorithms and keys,
· the wrapped data is sent to the receiver, and

· the wrapped data is un-wrapped by the receiver (using the negotiated algorithms and keys) and if un-wrapping is successful, then the original data is presented to the receiver’s application.

The TLS 1.0 ciphersuites currently specified for SUPL 1.0 are
TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]: Mandatory;
TLS_RSA_WITH_NULL_SHA [TLS]: Mandatory;

TLS_RSA_WITH_3DES_EDE_CBC_SHA [TLS]: Optional.
The TLS-PSK ciphersuites currently specified for SUPL 1.0 are

TLS_PSK_WITH_AES_128_CBC_SHA [TLS-PSK]: Mandatory;

TLS_PSK_WITH_3DES_EDE_CBC_SHA [TLS-PSK]: Optional.

[Editor’s note: We need to confirm that these ciphersuites are supported by the TLS profile in the SEC_CF TS].
Delegated Trust/Business Relationships
There are three established method through which trust/business relationships are delegated for SUPL 1.0.

Mutual Authenticated TLS between H-SLP and SET using GBA TLS-PSK Method.
Mutual Authenticated TLS between SLP and SET using TLS using RSA certificates to authenticate the SLP and the Alternative Client Method to authenticate the SET.
Other 3GPP2 Specific Methods described for SUPL v1.0

SUPL 1.0 Method for mutual Authenticated TLS-PSK between SPC and SET for an Immediate, Non-Proxy Suite.

In the analysis, we conclude that the SUPL 1.0 method for non-proxy suites is not appropriate for SUPL 2.0, and suggest that new methods be applied. An additional method is also required for Triggered 
Non-Proxy Services.
Mutual Authentication of H-SLP and SET using GBA TLS-PSK Method

GBA is used to establish a shared key between the H-SLC and SET Handset.

 The shared key is then used to establish one or more TLS-PSK sessions.


[image: image2]
Figure 2 Establishing connection between SET and H-SLP using the GBA TLS-PSK method.

Since OMA specifications only include GBA for 3GPP, the SUPL 1.0 specifications currently only define this method for 3GPP2. However, now that the 3GPP2 GBA specification has been completed, GBA for 3GPP2 will be included in SUPL v2.0.
There are three phases to TLS-PSK using GBA; these are summarized here but more details are found in the 3GPP and 3GPP2 GBA specifications:

GBA discovery: the SET sends a message to the H-SLC, and the H-SLC response with a message indicating support of GBA.
GBA Bootstrapping: the SET, H-SLC and Home Carrier Bootstrapping Server Function (BSF) interact to establish the following in the SET Handset and H-SLP:
· A shared key:
· Ks if using GBA_ME,
· Ks_ext_NAF if using GBA_U.
· A random bootstrapping temporary ID (B-TID) used to identify the shared key.

· KeyLifetime for the shared key. The SET and H-SLC should not use the key after the KeyLifetime expires. 
TLS-PSK using GBA: the SET and H-SLC perform the TLS-PSK handshake, with the H-SLC retrieving the shared key from the BSF after the SET provides the B-TID in the ClientKeyExchange message.
Key/Session Lifetime

Since the key Ks is known to the SET handset, the H-SLP should ensure the key Ks to have a limited duration. Since the H-SLP should ensure the key Ks has limited duration, the H-SLP should also ensure that the TLS session has a limited duration.

The H-SLP is trusted by the Home Carrier, so the Home Carrier can trust the H-SLP not to abuse the key. Since at least one of the entities is trusted, the key can probably have a medium duration (up to 24 hours).

Connecting SLP and SET using Alternative Client Method

Currently, this method is only specified for 3GPP providers in non-emergency cases. Contribution [LOC 354] proposes allowing the method for 3GPP2 providers and for emergency cases.

The SET authenticates the SLP using certificate exchanged during the TLS 1.0 [TLS] handshake.

The SLP authenticates the SET using “IP Address Binding” by contacting the appropriate carrier to either

obtain the IP address associated with the SET (the SLP provides the MSISDN, MDN, MIN or IMSI), or

obtain the  MSISDN, MDN, MIN or IMSI associated with the IP address used in the TLS 1.0 [TLS] handshake.


[image: image3]
Figure 3 Establishing a secure connection between SET and SLP using the Alternative Client Authentication method.

The SLP needs to know that the IP address is associated with the correct SET, and the SLP relies on the carrier for this information. There are various (technology-specific) issues that can make it difficult for the carrier to be sure of the IP address of the SET. 
3GPP. Alternative Client authentication requires the SLP to support acquiring the correct source IP address for a particular MSISDN from the 3GPP bearer. In order to use client authentication based on IP address to MSISDN mapping the bearer network MUST prevent IP Address Spoofing at the bearer level.. The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using an GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network.
3GPP2. In order to use client authentication based on IP address to MDN, MIN or IMSI mapping the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s  MDN, MIN or IMSI would imply that the SET is securely identified, i.e., authenticated. The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.
Key/Session life-time
The SET handset can trust the session as long as the session remains active, since the SET handset is relying on the certificate for which the private key is known only to the SLP.

Note that the SLP can re-authenticate the SET at any time using the IP Address binding. 

If the SLP keeps re-verifying the binding, this session can be trusted indefinitely. If the SLP does not keep re-verifying the binding, then this session is similar to the GBA-PSK-TLS method, and the session should be maintained for a medium term (24 hours).
Other 3GPP2 Specific Methods described for SUPL v1.0

The SUPL v1.0 AD outlines an approach for key management. I did not get time to absorb the details of this approach, but it appears that there are new and better methods available now.

SUPL 1.0 method for Mutual Authentication of SPC and SET for Non-Proxy Sessions
SUPL 1.0 provided a method for mutual authentication of SPC and SET for Non-Proxy Sessions. However, it is our understanding that this authentication was based on server-authenticated TLS 1.0, and not mutually-authenticated tls.
A note on server-authentication TLS 1.0: The TLS 1.0 specification [TLS] allows sessions to be established in which the SET (the client in TLS terms) authenticates the SLC (the Server in TLS terms): but the SLC has not authenticated the SET. This authentication is achieved using certificates, provided a root-certificate is installed on the SET, and can be accomplished without GBA, Pre-provision keys, or IP Address Binding. The SET can trust that any data the SET receives (over such a TLS connection) was sent by the SLC. However, the SLC cannot automatically trust the identity of the entity that sends the data (although the integrity protection will ensure that the SLC can trust that messages sent to and from that entity have not been altered by a man-in-the middle).
The current proposal for SUPL 2.0 is that a mutual-authenticated TLS session for the Negotiation-Exchange phase is only required for SET-initiated suites and network-initiated, Proxy SLP Mode suites, while for other cases, it is sufficient to use server-authenticated TLS 1.0 session only with implicit key derivation used to ensure that only the correct SET can generate the keys for ensuing communications. I would argue against this approach for network-initiated, non-proxy sessions; the main reason being that the SLC will be unable to verify if the entity responding to the <SUPL INIT> message was the correct SET. An attacker could impersonate the correct SET, convincing the SLC that the suite has been negotiated, and the correct SET is then unable to perform the negotiation with the SLC. The attacker will never be able to perform the non-proxy positioning phase, but the damage is already done because the SLC won’t know why the positioning phase never occurred, and the Network SUPL Agent will never receive position of the User. This is a service-degradation attack, and is an unacceptable compromise for SUPL 2.0 (since Denial of Service protection as not a requirement for SUPL 1.0, such an attack was not a concern).
An addition concern involves triggered sessions. SUPL 1.0 only had immediate sessions, and if the SPC was not immediate contacted by the SET after the <SUPL AUTH REQ>  / <SUPL AUTH RESPONSE> exchange, then the session was discarded, and the SLC could try to re-initiate the session if it so desired. However, SUPL 2.0 must support triggered sessions, and the SPC cannot expect to hear immediately from the set after the triggered suite is established by the H-SLC. An attacker could impersonate the SET to get many triggered sessions established in various SPC entities, hence using up SPC resources, and those resources are never used. This is almost a stolen service attack.
I have considered several other forms of attack. In most cases, the compromise is acceptable, although it is not so straightforward to explain the reasons why the compromise is acceptable. In my opinion, of the attacks exploiting the lack of SET authentication, the service degradation attacks are the only worrying attacks. 

If such attacks are considered to be a form of compromise then mutually-authenticated TLS is required for the negotiation-exchange phase in all cases.

If such attacks are NOT considered to be a form of compromise then server-authentication (TLS 1.0 with server certificates) is satisfactory for the negotiation-exchange phase.

Thus, while the server-authenticated only method may have been appropriate for SUPL 1.0 requirements, this method fails to meet several requirements for SUPL 2.0:
This method only applied to 3GPP2 implementations (since only 3GPP2 implementations supported Non-Proxy SLP mode.)

This method cannot be applied for emergency services, as this method required keys to be pre-provisioned in the SET and SLC.

This method was only appropriate for immediate non-proxy suites, and not appropriate for triggered non-proxy suites (due to stolen service attacks).
The separation of functionality between SET handset and SET UICC was not clear.
This method is susceptible to the service-degradation attack.
Hence, this method is not recommended for SUPL 2.0. Mutual authentication between the SPC and SET for SUPL 2.0 is considered below.
37. 
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Other Security Considerations
Default IP Address/FQDN for H-SLP
The first measure is to ensure that the SET is provisioned with the default IP address (or FQDN) of the H-SLC. This ensures that the SET is always able to contact the H-SLP.

UICC Considerations (when UICC is used)
In this case, the default IP address/FQDN should be provisioned in the UICC since the H-SLP has the relationship with the UICC rather than the SET handset.
Note: this recommendation of storing the default IP address/FQDN on the UICC is based on practical issues of allowing the User to transfer the UICC between SET handsets. This recommendation is not meant to imply that storing a default IP address/FQDN on the SET handset is any less secure. 
Certificates
Certificates are used in two ways in SUPL v2.0
The SET handset is to be provisioned with one or more root certificates from which the SET can verify an E-SLP certificate. 

If alternative client authentication is used for authenticating the H-SLP, then the SET may also require a root certificate for authenticating H-SLP certificates. 
UICC Considerations (when UICC is used)

The E-SLP-verifying root certificate(s) should be provisioned in the SET handset rather than the UICC, to enable UICC-less emergency positioning.

H-SLP-verifying root certificate(s) should be stored on the UICC so that the user always has a root certificate available even if the user swaps SET handsets. The root certificate would be uploaded to the SET handset and the SET handset would perform verification of the certificate.
Note: this recommendation of storing the root certificates on the UICC is based on practical issues of allowing the User to transfer the UICC between SET handsets. This recommendation is not meant to imply that storing certificates on the SET handset is any less secure. 
7 Analysis of SUPL v2.0 Phases
This section describes (in a little more detail) what happens in each phase, and discusses the security implications.
Phase A. SUPL Agent Request Phase
The request comes either through 

A SUPL Agent on the SET ([Editors note to OMA-LOC: is this guaranteed]) making a request to the SUPL Client on the SET.
A SUPL Agent making either

· (Non-Roaming) a request to H-SLP or,

· (Roaming)a request to a Requesting SLC (R-SLC), 

The request method/communication is not standardized (to my knowledge).

SET Initiated

Description

The nature of the request to the SET SUPL Client is not standardized [Editors note to OMA-LOC: to my knowledge]. 
The SET SUPL Client is considered responsible for verifying that the SUPL Agent is authorized to make the request. It is unclear how this is achieved: it will probably not be standardized.

Security Considerations
The SET SUPL Client is considered responsible for verifying that the SUPL Agent is authorized to make the request. This is out-of-scope for SUPL.
Network Initiated: Emergency
Only PSAP will be authorized to be SUPL Agents that can submit requests to an E-SLP. 
Security Considerations

For a particular E-SLP, the set of authorized PSAP entities will be manageable, and establishing a security association with each PSAP is feasible. This should not be difficult to achieve.
Network Initiated: Non-Emergency

Network Initiated: Non-Emergency: Non-Roaming

If the SET is not roaming, then the SUPL Agent may/should/does(?) submit the request to the Home SLP (H-SLP) of the SET. 
Security Considerations

There are two relationships here to consider. 
41. The H-SLP should honor requests only from authenticated SUPL Agents, and 
42. The H-SLP must “check if the SUPL Agent is authorized for the service it requests, based on the client-id received” [SUPL 2.0 TS ULP, p21 point A]. 
Network Initiated: Non-Emergency: Roaming

If the SET is roaming, then the SUPL Agent may submit the request to a Requesting SLP (R-SLP) associated with the visited carrier: the R-SLP may then forward the query to the Home SLP (H-SLP) of the SET. 
Security Considerations

Some considerations:
We can assume that there is a trust/business relationship between the R-SLP and H-SLP since there is a trust/business relationship between the visited carrier and the home carrier.

As for the Home-SLP in the previous section, the R-SLP should honor requests only from authenticated SUPL Agents, and the H-SLP must “check if the SUPL Agent is authorized for the service it requests, based on the client-id received. [Editor’s Note: it is not clear from [SUPL v2.0 TS ULP ] how the R-SLP determines if the SUPL Agent is authorized for the service of a SET belonging to another SLP. This is out-of-scope for the [SUPL v2.0 TS ULP ], but in scope for MLP [SUPL v2.0 TS MLP ]and RLP [SUPL v2.0 TS MLP ]. I should soon study the MLP and RLP specifications, and will comment more at that time].  
Furthermore H-SLP has not directly authenticated the SUPL Agent, and thus is not in a position to determine if the SUPL Agent is authorized for the service it requests.  [Editor’s Note: This is out-of-scope for the [SUPL v2.0 TS ULP ], but in scope for MLP [SUPL v2.0 TS MLP ]and RLP [SUPL v2.0 TS MLP ]. I should soon study the MLP and RLP specifications, and will comment more at that time].  
Phase B. SUPL INIT Phase
This phase applies if and only if Initiating Entity = Network. 

The <SUPL INIT> message is forwarded to the SET via one of variety of push services. 
Security Considerations
The “push” nature of the delivery prevents any “interactive” security negotiation between the SLC and SET. If the integrity of the <SUPL INIT> is to be trusted, then all key generation information must be included with the <SUPL INIT>: an the <SUPL INIT> may be required to be as small as a single SMS (160 octets). SMS poses the biggest threat, since WAP-PUSH and UDP/IP can be adequately protected.
There is a genuine concern of overloading the SET with large numbers of <SUPL INIT> and thus causing a Denial-of-Service. This concern is best addressed by rate limiting:
A. Limiting the rate at which <SUPL INIT> message are delivered to a single SET: this rate limiting can be performed at the SET’s home SMS server and the visited SMS server. The SET can also start to discard <SUPL INIT> messages if too many have been delivered.
B. Limiting the rate at which <SUPL INIT> message are processed on the SET.  

Emergency versus Non-Emergency Services

A major difference between the H-SLP network-initiated services and emergency is this:

The H-SLP can leverage the secret key shared by the home carrier and SET for authenticating <SUPL INIT> messages.
The E-SLP and SET do not (a priori) share a secret key that can be used to authenticate a <SUPL INIT> message. The E-SLP would need to exploit asymmetric key provisioning which would require (for example) including a certificate, and an asymmetric-encrypted secret key with the <SUPL INIT>. This could not fit into 160 octets, so this option is not feasible. Hence, the E-SLP is not in a position to include a MAC in the <SUPL INIT>. Section 7.2.2 considers this dilemma in more detail.
A significant degree of protection for the SET can be provided by requiring carriers to abide by a principle of not delivering any SMS that is in the format of a <SUPL INIT>, unless the source was the home carrier of the SET or an E-SLP. While it is impossible to enforce this (the carrier may be negligent or simply corrupt), this principle will minimize a large number of risks.

There are several issues that need discussing here, depending on the scenario.

Security Considerations for H-SLP Initiated Services

SUPL 1.0 specified mechanisms for including (and verifying) a MAC in the <SUPL INIT> message. Since every <SUPL Init> message is followed by a communication with the H-SLP, a false, replayed, delayed, and/or altered <SUPL INIT> will be detected before significant resources are wasted and/or the User’s position is exposed. The aforementioned SUPL 1.0 mechanisms are sufficient for use in SUPL 2.0. 
[Editor’s note: there are a few details about this verification that I need to clarify. I hope to have this sorted out shortly]

Note: a default H-SLP address is required to be provisioned on the SET. Thus, any <SUPL INIT> that claims to be from the H-SLP can (at best) result in the SET connecting only the default H-SLP address. One new “feature” of SUPL 2.0 is that there may be multiple simultaneous SUPL 2.0 communication sessions between the SET and H-SLP. It is possible to send all of these communications over a single TLS session, in order to reduce the overhead of multiple TLS handshakes. This would also minimize the effect of replaying <SUPL INIT> messages since the SET Could establish a single TLS session to the H-SLP and process multiple <SUPL INIT> messages using a single TLS handshake. The SUPL 2.0 TS does not yet specify whether a single TLS session should/may be used for multiple SUPL 2.0 sessions or whether a new TLS session is used for each SUPL 2.0 communication session.
Security Considerations for Emergency Service Case

At the beginning of Section 7.2 we noted that the E-SLP cannot include a MAC in the <SUPL INIT> message. However, the SET should only accept emergency <SUPL INIT> messages if the SET is already participating in an emergency call. This will filter out many false <SUPL INIT> messages. 
When the SET receives an emergency <SUPL INIT> message in emergency call, the SET has little choice but to believe that the <SUPL INIT> message may be the real <SUPL INIT>. Note that there is not a default IP address for an emergency SLP, so each fake <SUPL INIT> messages could convince the SET to connect to a new different IP addresses in the hope of finding the E-SLP that really did send a <SUPL INIT> message. 

If the SET receives multiple emergency <SUPL INIT> message during an emergency call, then the SET must believe that each <SUPL INIT> message may be valid (until the real <SUPL INIT> is found). For each <SUPL INIT> message, the SET would attempt to establish a connection to the given IP address. 

If the entity at that IP address is not a valid E-SLP, then the TLS negotiation would fail (after notice-able computation on the SET). See more details in Sections 7.3.2 and 7.5.
An attacker could switch two <SUPL INIT> messages so that if SET1 (SET2) was intended to connect to E-SLP1 (E-SLP2 respectively), then the resulting connections are between SET1 (SET2) and E-SLP2 (E-SLP1 respectively). The confusion would only be noticed once SET identifiers are securely exchanged. This would waste some band-width and waste significant computation on the SET (and at the E-SLP) and generally cause annoyance. By sending multiple <SUPL INIT> messages to multiple emergency recipients (during a large scale emergency), an attacker may potentially square the number of TLS handshakes performed before the correct pairing of E-SLP to SET is established.
If the entity at that IP address is a valid E-SLP (E-SLP2), but not the correct E-SLP (E-SLP1), then this would waste some band-width and waste significant computation on the SET (and at the E-SLP) and generally cause annoyance.  A valid E-SLP can minimize the effect by accepting TLS handshakes for SUPL only while the E-SLP is expecting a response from a SET.
[Editor’s note: We are unsure how difficult it would be for an attacker to send emergency <SUPL INIT> messages via SMS. The delivery path of an emergency is also uncertain at this point in time.]
While such attacks illustrate the desirability of preventing bogus emergency services <SUPL INIT> messages, in reality there is no practical way to counter bogus emergency services <SUPL INIT> messages. However, it may be possible to minimize the effect of a bogus emergency services <SUPL INIT> message. Some countermeasures are considered in Section 9.3.2.
Phase C. Negotiation Phase
Phase C.a. Negotiation: User Verification/Notification

This applies only when Initiating Entity = Network.

The <SUPL INIT> message may include parameters that instruct the SET regarding

 Notifying the User of the <SUPL INIT> request, 

Verifying the User’s permission, and
Overriding the SET’s privacy policy.

Security Considerations

It is not difficult to see that it is important for the SET to receive the parameters sent by the SLC. There are two mechanisms used to ensure that the parameters are not changed.

The first mechanism is the MAC that can be included in the <SUPL INIT>. This MAC is currently optional to implement for 3GPP SETs and mandatory for 3GPP2 SETs. [Editor’s note: this needs clarifying].
The second mechanism is the use of VER which is a hash of the <SUPL INIT> message. VER is computed by the SET and included in the first message sent to the SLC in response to a <SUPL INIT> message. The SLC can compare the SET’s value of VER to the value computed by the SLC: if equal, then the SET can be presumed to have received the <SUPL INIT> message, otherwise the integrity has been compromised. This is an excellent mechanism for verifying that the SET received the correct notification/verification parameters.

Phase C.b. Negotiation: Exchange
The negotiation exchange phase applies unless Initiating Entity = Network, Reporting Type = Immediate and SLP Mode = Proxy.
Security Considerations

The negotiation exchange is the backbone of SUPL. This is where the SETs, SLCs and SPCs work out the “who, when, why and how” of the SUPL suite. The security of SUPL relies on correctly securing this negotiation exchange phase.
The communication to be secured in this phase is communication between the SET and SLC. 
In my opinion, of the attacks exploiting the lack of SET authentication, the service degradation attacks are the only worrying attacks. 

If such attacks are considered to be a form of compromise then mutually-authenticated TLS is required for the negotiation-exchange phase in all cases.

If such attacks are NOT considered to be a form of compromise then server-authentication (TLS 1.0 with server certificates) is satisfactory for the negotiation-exchange phase.

The specifications include three main methods for establishing mutually-authenticated TLS sessions between the SET and SLC:  
GBA-TLS-PSK (discussed here in Section 6.4.1.1),
Alternative Client Authentication Mechanism (discussed here in Section 6.4.1.2),

SUPL-Specific Pre-Provisioned Keys.
These methods are considered in further detail below.
Security Considerations for the GBA-TLS-PSK Method

In this case, the TLS handshake is based on a key established in the SET handset and the H-SLC using GBA. Since the key is known to the SET handset, the key should not be long-lived (maximum of 24-hours). Consequently, the SET and H-SLC should perform GBA frequently to establish fresh keys. 
Security Considerations for the Alternative Client Authentication Mechanism
This method is based on establishing shared keys in the SET handset and the SLC using a certificate to authenticate the SLC and getting the carrier to verify the SET IP address for authentication of the SET. This is secure for non-emergency use in 3GPP, but further analysis is required to determine if this is secure for 3GPP2 and emergency session.
The big problem is determining when the SLC can be sure of the binding between the IP Address and the SET. This can depend on which carrier network (visited or home) has assigned the IP address observed by the SLC, whether IP address translation has occurred, and the relationship between the SLC and the carrier network.
For example, 

An H-SLC can exchange data with the associated Home Carrier, but not a visited carrier. Hence, the H-SLC can obtain IP addresses from the associated Home Carrier, but not a visited carrier. If the Visited Carrier assigns the IP address of the SET, then the H-SLC may have problems verifying the IP address of the SET.
An E-SLC can probably exchange data with the visited carrier, but not the Home carrier of roaming SETs. In this case, the E-SLC can obtain IP addresses from the Visited Carrier, but not necessarily from the Home Carrier.
[Editor’s note: I would like to discuss this more, but I have run out of time. I will have more details by the San Francisco meeting.]
Security Considerations for the SUPL-Specific Pre-Provisioned-Key Method

The original SUPL 1.0 proposal using Pre-Provisioned Keys was not as clear as I would have liked, so I think we could clarify for this method. It is important that establishing this connection is well defined.
There are two options here; the mutual authentication could be based on either:

A TLS-PSK handshake performed between the H-SLC and the SET handset, based on fresh temporary PSK derived from the Pre-Provisioned Key in the SET UICC, or

A TLS-PSK handshake performed between the H-SLC and the SET UICC, based on using the Pre-Provisioned Key as the PSK.
These two options are considered in more detail in Section 9.4
Phase D. Listening Phase

This phase applies only when Reporting Type = Triggered.

Nothing much happens in this phase; the SET is simply waiting until a trigger “fires”.
Security Considerations

It is important that the triggers “fire” if and only if the negotiated conditions have been met, as shown by the following examples.
If a trigger “fires” when the negotiated conditions have not been met, then the User may end up paying for un-requested positioning sessions. The User loses financially in this situation.
If a trigger fails to “fire” when the negotiated conditions have been met, then the User may end up failing to get the negotiated service. The User loses services in this situation.

So we assume that it is important that the triggers “fire” if and only if the negotiated conditions have been met.

Assuming that the triggers were correctly exchanged in the previous phases, it is now up to the SET to ensure that the triggers “fire” if and only if the correct conditions are met. 

Phase E. Positioning Phase

This phase applies in all cases.
(This is not strictly known as the positioning phase in SUPL, since the SUPL POS INIT is distinct from the SUPL POS positioning session. However, for the sake of this analysis, it is easier to consider the SUPL POS INIT to be part of the positioning phase.)
Note that in a triggered suite, the positioning phase may occur multiple times.
In some cases, the SET may have sufficient resources to perform the positioning without assistance, so there is no communication during the positioning phase. 

A successful positioning phase begins with a <SUPL POS INIT> message sent from the SET, after which the SLC/SPC begins the SUPL POS session.  In the positioning phase, the content of the communication (if any) does not vary significantly between the various service cases, except for the ending of the Positioning phase.
The Positioning phase ends immediately following the SUPL POS Session for the Immediate Suites and Network-initiated, Non-emergency, Proxy suites with notification based on the SET’s current location.

For triggered suites, the Positioning phase ends with a <SUPL REPORT> message sent from the SLC or SPC.

Security Considerations

The specifications already have positioning session communication secured by a TLS session. The following discussion is intended to provide the security reasons or motivation for why the TLS session is necessary.
In each service case, it is important that the communication has the following security aspects (the countered-attacks, taken from Section 6.2.1, are listed after the security aspect):
Fresh Authentication of the SLC or SPC: By impersonating the SLC or SPC, the attacker may perform any of the Position Compromise attacks.
· Position Confidentiality Compromise,

· Position Integrity Compromise,

· Position Tracking Compromise.
· 
· 
Fresh Authentication of the SET
· Non-Emergency case: The H-SLC or SPC must verify the recent presence of the UICC, otherwise a malicious SET handset may impersonate the  User’s SET after the UICC has been removed and thus steal service or cause a Position-Integrity attack by providing incorrect position information to the network entities.

· 
· 
· Emergency case: The E-SLC must be sure that the position is obtained for the correct SET. If the attacker can impersonate the SET, then the E-SLC will be unable to provide satisfactory emergency services. Note that the UICC is not involved in this authentication
Confidentiality: If an attacker can compromise the confidentiality of communications during the positioning phase, then the attacker may be able to
·  Position Confidentiality Compromise, or
· Stealing service by observing another SET’s communications.

Integrity protection: If an attacker can compromise the integrity of communications during the positioning phase, then the attacker may be able to
· Stealing service, by using the communications to determine the attacker’s position rather than the position of the SET.
· Position Integrity Compromise Causing a false position to be determined.

These security requirements are similar to the security requirements for the suite negotiation phase, and TLS is an appropriate security mechanism for protecting the data. The authentication mechanism depends on the suite type (Immediate or Triggered) and Communication (Proxy or Non-Proxy). 

Immediate Suites
This section considers cases where Reporting = Immediate.
Immediate suites are easier to secure that triggered suites because the secure connection only needs to remain for a communication session, and then the key is expired. These suites were also considered for SUPL 1.0 (except for emergency cases) so there is no need to dwell on these cases for too long.
Immediate, Proxy Mode

This section considers cases where Reporting = Immediate, and Communication = Proxy.
If the suite is Network Initiated, then the Negotiation Phase (Phase C) is skipped to save a round trip of messages. The <SUPL INIT> message includes all the parameters that need to be sent by the SLC, so the SET can jump straight to the first message of the positioning phase (a <SUPL POS INIT> message). The SET and SLC need to establish a secure channel first. The TLS handshake that would have been applied for the negotiation phase is instead applied here.
If the suite is SET-initiated, then the SET and SLC have already performed a TLS handshake to secure the negotiation phase. The SET and SLC can continue communicating over this TLS connection to secure data during the positioning phase.
Security Considerations

None?
Immediate, Non-Proxy Mode

This section considers cases where Reporting = Immediate, and Communication = Non-Proxy.

In this case the SET and SLC have performed a negotiation (using <SUPL AUTH REQUEST> and <SUPL AUTH RESPONSE>) and an SPC has been assigned.
Security Considerations

The SET must now establish a secure connection to the assigned SPC. Since this connection only lasts a short time, and the key must be used almost immediately, the SLC assigns a short term secret key for the SET-SPC connection. Since the secret key is a short term key, the SET handset (not just the UICC) can be trusted with the key used to authenticate the SPC and SET to each other. 

The key is provisioned to the SET over the secure connection established between the SLC and SET.

The key is provisioned to the SPC by the SLC over one or more secure connections.

The SET and SPC use this key to authenticate each other and establish a TLS-PSK session. If the key is not used with in a certain timeframe, then the key is discarded.

The secure connection is closed after the final message of the positioning phase (a <SUPL REPORT>. message sent from the SPC to the SET).
The security procedures for establishing a mutually-authenticated connection between the SPC and SET are an open problem. Some suggestions are discussed in Section 9.5.
Triggered Suites
This section considers cases where Reporting = Triggered.
Note that only the H-SLP associated with the SET (UICC) can negotiate Triggered suite. Emergency services cannot negotiate a triggered positioning suite.
Note also that a triggered suite includes a Negotiation Phase (Phase C)
Triggered, Proxy Mode

This section considers cases where Reporting = Triggered, and Communication = Proxy.

Security Considerations

The SET requires a TLS connection for communicating during the positioning phase. 

The SET has two options here.
First, the SET can maintain a secure connection (such as the connection established during negotiation phase) and perform successive positioning phase over this secure connection.
Alternatively, the SET and H-SLC can perform a fresh TLS handshake (as described in Sections 6.4.1.1 and 6.4.1.2) to establish a new secure connection as required.

Here are some considerations for the two methods used to establish a secure connection to the H-SLC: 

GBA-TLS-PSK Method (Section 6.4.1.1). The TLS handshake is based on a key established in the SET handset and the H-SLC using GBA. Since the key is known to the SET handset, the key should not be long-lived. Consequently, the SET and H-SLC should perform GBA at least daily to establish fresh keys.
Alternative Client Authentication Mechanism (Section 6.4.1.2). This method is based on establishing shared ciphering and integrity keys in the SET handset and the H-SLC using public key methods. Since the ciphering and integrity keys are known to the SET handset, these keys should not be long-lived. The SET and H-SLC should perform the TLS 1.0 handshake frequently (at least daily) to establish fresh keys. The H-SLC can also perform the alternative client authentication mechanism (that is, checking the IP address binding) as often as it deems appropriate.
Triggered, Non-Proxy Mode

This section considers cases where Reporting = Triggered, and Communication = Non-Proxy.

Security Challenges

The method specified for non-proxy mode in SUPL v1.0 is applicable in SUPL v2.0 for non-proxy immediate reporting (note that the only type of reporting available in SUPL v1.0 was immediate reporting). However, this approach is not necessarily suitable for triggered suites. Section 6.4.1.3 discusses the challenges in protecting triggered, non-proxy positioning communication. This is one of the major open security problems for SUPL v2.0.

Section 9.6 suggests and compares some solutions to this problem.
Phase F. SLC Reporting Phase

This phase applies when Initiating Entity = Network, SLC = Home, Reporting = Triggered and SLP Mode = Non-Proxy.
In these service cases, the SPC and SET have performed the positioning phase, but the H-SLC wants to know the result of the positioning. The SET is then held responsible for sending a result in a <SUPL REPORT> to the H-SLC.
Note: In a non-proxy emergency session, the SPC is responsible for passing the positioning result to the E-SLC.

Security Considerations

The <SUPL REPORT> may contain sensitive location information, so the SET will need to send the <SUPL REPORT> over a TLS connection to in which the H-SLC is authenticated. H-SLC (in order to prevent Position Confidentiality Compromise). 
To prevent Position Integrity Compromise of the <SUPL REPORT> the H-SLC must also authenticate the SET. Hence, a mutually authenticated TLS connection is required. Any form of mutual authenticated connection is acceptable. 
Note that a malicious SET could send a<SUPL REPORT> after the UICC has been removed from the SET. Since the integrity of the positioning data in the <SUPL REPORT> is important, the H-SLC should ensure that the authentication of the SET is as fresh as possible Either a fresh GBA or a fresh IP address/MSISDN binding is appropriate. Other mechanisms could also be considered.
This isn’t a problem for emergency scenarios since there is no <SUPL REPORT> message in emergency scenarios.

Phase G. SUPL Agent Report Phase

This phase applies in all cases.

By the time this phase is reached, the initiating SLC or SET has obtained the positioning data. The initiating SLC or SET must now report the position to the requesting SUPL Agent. 
If the suite has Reporting = Triggered, and there are more positions to report, then the call flow returns to the Listening phase after the SUPL Agent Report Phase is complete. Otherwise, the call flow proceeds to the End phase (H).
Phase G.a. SUPL Agent Report: SUPL NOTIFY

This sub-phase applies only when Initiating Entity = Network, SLC = Home, and notification is to be based on the SET’s current location.

Note that the SET shall have either just finished performed a proxy positioning session (communicating with the H-SLC) or the set shall have just sent a <SUPL REPORT> to the H-SLC. In either case, the SET and H-SLC have an existing secure connection over which to communicate.
The H-SLC sends the SET a <SUPL NOTIFY> and the SET replies with a <SUPL NOTIFY REPONSE>. Both messages can be sent over the existing secure connection.

Security Considerations

It is important that the <SUPL NOTIFY> and <SUPL NOTIFY RESPONSE> are integrity protected, so that the correct actions are performed by the H-SLC. The messages must also be replay protected and associated with a single SUPL suite.

It is important that the <SUPL NOTIFY> is also confidentiality protected, as <SUPL NOTIFY> contains position data. It is unclear if such requirements apply to MSUPL NOTIFY RESPONSE>.

All these requirements are satisfied by the existing TLS session established between the SET and H-SLC.

Phase G.b. SUPL Agent Report: Report

This sub-phase applies in all cases.
If Initiating Entity = Network, then the SLC reports to the requesting SUPL Agent (unless the <SUPL NOTIFY RESPONSE> disallowed the report). As with the SUPL Agent Request phase, there is presumed to be a secure connection between the SLC and SUPL Agent over which the SLC can communicate.
If Initiating Entity = SET, then the SET reports to the requesting SUPL Agent.

Security Considerations

If the SUPL Agent Request Phase (Phase A) was secure, then Phase G.b is also secure.

Phase H. End Phase

This sub-phase applies in all cases. In immediate suites, the End phase occurs prior to Phase G.b rather than after Phase G.b, but this is of no real importance.

If Initiating Entity = Network, SLP = Emergency, Communication = Non-Proxy, then the SPC sends a <SUPL END> to the SET to indicate that the SPC and E-SLC consider the suite to be finished. The SPC must send the message because the connection between the SET and E-SLC may have been closed following the Negotiation phase.
In other cases where Initiating Entity = Network, then the SLC sends a <SUPL END> to the SET to indicate that the SLC considers the suite to be finished. In this case the SET has either just finished the positioning session (Proxy mode) or the SET has established a connection for sending a <SUPL REPORT> to the SLC (Non-Emergency, Non-Proxy Mode). In each case, there is an existing connection between the SET and SLC that may be utilized.

If Initiating Entity = SET, Communication = Proxy, then the SET sends a <SUPL END> to the H-SLC to indicate that the SET considers the suite to be finished. In this case there is an existing connection between the SET and H-SLC that may be utilized. 
If Initiating Entity = SET, Communication = Non-Proxy, then the SET sends a <SUPL END> to the SPC to indicate that the SET considers the suite to be finished. The message must be sent to the SPC because the connection between the SET and H-SLC may have been closed following the negotiation phase.
There are additional exception circumstances where the SLC or SET may wish to send a <SUPL END> during the Negotiation phase. In these cases, the <SUPL END> is sent over the connection established for the negotiation.
In each of these cases, there is an existing connection used to send the message, and each connection is secured using TLS. 
Security Considerations

Some resources would be wasted if SUPL suites were ended prematurely. Consequently, it is important that <SUPL END> messages are integrity protected as associated with a specific suite. Replay protection is not important, since there is no point in trying to <SUPL END> a suite that has already been <SUPL END>-ed. 
All these requirements are satisfied by the existing TLS sessions established between the SET and SLC or SPC.

8 Outstanding Security Issues
The main areas with outstanding security issues appear to be the following:

Preventing Denial of Service attacks that overload the network elements. See section 9.1 for suggested countermeasures.
Preventing Denial of Service attacks that overload the SET. See section 9.2 for suggested countermeasures.
Preventing use of <SUPL INIT> for wasting SET and SLC resources by performing un-necessary TLS handshakes during negotiation phase. See section 9.3 for suggested countermeasures.
SUPL-Specific Pre-Provisioned-Key Method. See section 9.4 for suggested countermeasures.
Security got Immediate, Non-Proxy Suites. See section 9.5 for suggested countermeasures.
Key distribution for Triggered, Non-Proxy sessions. See section 9.6 for suggested countermeasures.
9 Suggested Solutions to Outstanding Problems

Suggestions for Preventing Overloading attacks on network elements.

All network entities should enforce rate-limiting on the number of entities attempting to establish connections. This is the first line of defense for preventing overloading attacks on communication and/or computation. Providers should determine a limit that is appropriate for each entity. 
GENERIC SUGGESTIONS (APPLYING TO ALL CONNECTIONS):

43. The entity should limit the rate at which SETs are establishing TLS connections with entity, to ensure that entity handshakes do not consume too many computational resources.

44. The entity should limit or monitor the amount of data being sent and received over TLS connections, to ensure that the encryption, decryption and integrity protection does not consume too many communication or computational resources.

45. The entity should limit or monitor the amount of processing associated with positioning, to ensure that the positioning does not consume too many computational resources.

H-SLC

The primary goal of these seggestions is to minimize the number of TLS handshakes, in particular TLS hanshakes using computationally-intense asymmetric-key operations.
SUGGESTIONS for H-SLC (These suggestions should be made mandatory):

46. If non-PSK TLS is being used, then resume-able TLS sessions should be employed. This will reduce the number of computationally-intense asymmetric-key operations. The handshake for resuming a non-PSK TLS session requires about the same amount of computation as performing a TLS-PSK handshake. 
47. The TLS session should not be tied to a single SUPL suite; multiple SUPL suites may use the same SUPL Suite. If the SET has to communicate with the H-SLP regarding distinct SUPL suites simultaneously, then the communication should occur on a single TLS session. This will reduce the number of handshake operations, and will reduce the amount of TLS session state held in the H-SLC.
48. (BY PRODUCT OF NUMBER 4) The SET establishes a completely fresh TLS session when a new UICC is detected in the SET. This will ensure that the TLS session in the old SET (the SET that previously contained this UICC) can no longer be used. The H-SLC should discard the old TLS session once the new SET handset has been authenticated.
E-SLC

[Editor’s note: To do]
SPC

The SUPL specifications could say that the SPC knows the IP addresses of SETs that are authorized to have a non-proxy Session authorized with the SPC. The SPC can filter based on those IP addresses.
To prevent the SPC performing a position tracking attack, the SPC_SET_Key is assigned a random psk-id that is specific to a single SUPL suite. Each SUPL Suite is tied to a distinct psk-id and distinct SPC_SET_Key. Consequently, the SET cannot perform multiple SUPL POS sessions over a single TLS Suite. 
SUGGESTION for SPC (These suggestions could be made optional):

The SPC filters based on the psk-id sent in the TLS ClientKeyExchange message. If psk-id is not associated with a currently authorized SUPL suite, then the SPC can end the session without having performed any intense computation.
Suggestions for Preventing Overloading attacks on SETs

We first consider <SUPL INIT> messages in Section 9.2.1, and then look at the communications over IP in Section 9.2.2. 
Regarding <SUPL INIT> messages.

The SET might be overloaded by attempting to process a large number of <SUPL INIT> messages in a short period of time. There can be significant processing associated with a single <SUPL INIT> Message:
The message may have a MAC that needs verification, which requires computation.
The SET may need to establish a TLS session with either the H-SLP or an indicated E-SLP.
The best prevention is to limit the rate at while <SUPL INIT> messages are processed. This involves participation of the H-SLP and SET:

The H-SLP should have the ability to limit the rate at which <SUPL INIT> messages are sent to the SET. It seems unwise to specify a hard limit at this point in time, and H-SLPs should be responsible for choosing and enforcing an appropriate limits.

The SET should have the ability to limit the rate at which it attempts to process <SUPL INIT> messages. If <SUPL INIT> messages arrive faster than the allowed rate, then these messages should be buffered (where possible) and deleted if the buffer is full. Once again, it seems unwise to specify a hard limit at this point in time, and SET handset implementers should be responsible for choosing and enforcing an appropriate limit.
IP Comunication with Network Entities

For all IP-based SUPL communication (that is communications aside from the <SUPL INIT> messages,) the SET acts always initiates sessions. Adequate “firewall” filtering should block packets attempting to initiate a connection to the SET, thus preventing “denial of serve” attacks of this kind. However, the SET itself could attempt to initiate too many connections with network entities within a short period of time.  Consequently, the SET The SET should limit the rate at which the SET establishes TLS connections with network entities. The SET should also ensure that the bulk ciphering of sent and received data does not use too much computation. Finally, the SET should monitor and limit the amount of processing associated with SUPL POS sessions, to ensure that the positioning itself does not consume too many computational resources.
GENERIC SUGGESTIONS (APPLYING TO ALL CONNECTIONS):

49. The SET should limit the rate at which the SET establishes TLS connections with network entities, to ensure that TLS handshakes do not consume too many computational resources.
50. The SET should limit or monitor the amount of data being sent and received over TLS connections, to ensure that the encryption, decryption and integrity protection does not consume too many communication or computational resources.
51. The SET should limit or monitor the amount of processing associated with positioning, to ensure that the positioning does not consume too many computational resources.
There are some additional suggestions that can be applied for additional protection
Regarding Communication with the H-SLC.

MANDATORY:

52. If non-PSK TLS is being used, then resume-able TLS session should be employed. This will reduce the number of computationally-intense asymmetric-key operations. The handshake for resuming a non-PSK TLS session requires about the same amount of computation as performing a TLS-PSK handshake 

53. The TLS session should not be tied to a single SUPL suite; multiple SUPL suites may use the same SUPL Suite. If the SET has to communicate with the H-SLP regarding distinct SUPL suites simultaneously, then the communication should occur on a single TLS session. This will reduce the number of handshake operations, and will reduce the amount of TLS session state held in the H-SLC.

54. (SAFETY REASONS) The SET establishes a completely fresh TLS session when a new UICC is detected in the SET. This will ensure that the TLS session in the old SET handset (the SET handset that previously contained this UICC) can no longer be used. The H-SLP should discard the old TLS session once the new SET has been authenticated.
Communication with the E-SLC.

An alternative is to minimize the effect of a bogus emergency services <SUPL INIT> message.

Pre-provisioned Non-Roaming E-SLP White-list. The UICC is associated with a Home Provider, and the Home Provider will know the identities (IP address or FQDN) of the genuine E-SLP entities that could serve the SET while the User/UICC is non-roaming. Hence, it is feasible to have a white-list of non-roaming E-SLP identities provisioned in the UICC. When the SET is not roaming, the SET would give preference to emergency <SUPL INIT> messages from white-listed E-SLP identities.

· A disadvantage of this method is that a new E-SLP would not be on the white-list. This would only mean that bogus messages claiming to be from other E-SLP would get precedence over messages from the new E-SLP: the <SUPL INIT> from the new E-SLP would eventually get answered.

Pre-provisioned Global E-SLP White-list. SET handsets could be pre-provisioned with a list of all known genuine E-SLP entities, along with some information about corresponding carrier networks etc. 

· A seeming advantage of this method is that it helps a SIM-less SET give precedence to white-listed <SUPL INIT> messages. However, this benefit should be balanced against the (unknown) difficulty in addressing an  <SUPL INIT> to SIM-less SET.

· A disadvantage of this method is that a new E-SLP would not be on the white-list.
Dynamic E-SLP White-list. Whenever the SET is turned on, or whenever the SET detects a change in network, the SET could provide coarse position information to the H-SLP (such as cell ID or carrier ID) and the H-SLP could provide a white-list of E-SLP entities that apply for that region.

· A disadvantage of this method is that a protocol would be required for the H-SLP to obtain updated E-SLP white-list information.

At this point in time, a dynamic E-SLP whitelist seems preferable.
Communication with the SPC.

The SET initiates communication with the SPC, so the SET can limit the rate at which sessions are established.
To prevent the SPC performing a position tracking attack, the SPC_SET_Key is assigned a random psk-id that is specific to a single SUPL suite. Each SUPL Suite is tied to a distinct psk-id and distinct SPC_SET_Key. Consequently, the SET cannot perform multiple SUPL POS sessions over a single TLS Suite. 

Suggestions for Preventing <SUPL INIT> abuse

TBD
Security Considerations for the SUPL-Specific Pre-Provisioned-Key Method

There are two options here; the mutual authentication could be based on either:

A TLS-PSK handshake performed between the H-SLC and the SET handset, based on fresh PSK derived from the Pre-Provisioned Key in the SET UICC, or

A TLS-PSK handshake performed between the H-SLC and the SET UICC, based on using the Pre-Provisioned Key as the PSK.

We now look at these two options.

TLS-PSK Handshake between SET Handset and H-SLC

In this case, the TLS-PSK handshake occurs on the SET handset and the H-SLC, and the PSK is derived from a pre-provisioned key shared by the SET UICC and the H-SLC. Since the key is known to the SET handset, the PSK should not be long-lived (maximum of 24-hours). Consequently, the SET UICC and H-SLC need to perform frequent additional key-negotiations to establish fresh PSKs in the SET-handset. These key negotiations are equivalent to the GBA bootstrapping procedure. A new protocol would need to be defined for this solution, but could be based easily defined by basing it on GBA. This solution does not place a computational burden on the SET UICC.

TLS-PSK Handshake between SET UICC and H-SLC

In this case, the TLS-PSK handshake occurs in the SET UICC and the H-SLC, and PSK is equal to the pre-provisioned key shared by the SET UICC and the H-SLC. Since the PSK is only known to the SET UICC and not the SET handset, the PSK can be long-lived. In this case, the SET UICC and H-SLC do not need to perform additional key-negotiations. No new protocol between the SET and H-SLC is required for this salutation. However, a new protocol would need to be defined for communication between SET handset and SET UICC, and the SET UICC would need to have the functionality to perform. Note that in this case, every TLS-PSK handshake (including resuming a TLS-PSK session) would require computation by the SET UICC. This solution places a heavier computational burden on the SET UICC compared to first option. This would, in turn, make the SET more susceptible to denial-of-service attacks.

Which is best?

The first solution is more resistant to denial-of-service attacks because the SET UICC is involved in fewer interactions (recall that a UICC has limited power and is therefore more susceptible to denial-of-service in comparison to the SET handset. Otherwise, both solutions offer similar security benefits.  Therefore, I recommend the first solution: TLS-PSK Handshake between SET Handset and H-SLC.
Suggestions for Immediate, Non-Proxy Suites

Suggestions for Triggered, Non-Proxy Suites

In triggered suites, the SET and SPC may be required to communicate multiple times over a large number of days. The existing methods (described above) are not sufficient. We considered two options

Use multiple keys distributed on a medium-term basis (every X-hours).

Use a single long-term key shared by the SPC and SET UICC. (Actually, there are two suggestions for this option).
All options probably involve a similar number of changes to [SUPL2.0 TS ULP] and [SUPL2.0 AD].

Option 1: Frequent Key Update

In this model, keys expire in a specified amount of time, and fresh keys are re-provisioned periodically.

The H-SLP would need to specify the refresh period to the SPC and SET: the SPC and SET expire the current key after the duration of the refresh period.

Suppose we have a refresh period of X hours. If a triggered session is to last more than X hours, the SET be responsible for initiating a key update (for the SPC connection) every X hours. The SET would contact the H-SLC, and the H-SLC would provide a fresh key to the SPC and SET handset. The established TLS connection is sufficient to secure sending the fresh key to the SET handset. 

The key updating could occur in an exchange of <SUPL AUTH REQ> and <SUPL AUTH RESPONSE> between the SET and H-SLC, with the H-SLC delivering the key to the SPC.

The key updating would continue until the triggered sessions ends.

There are many benefits of this option:

SPC’s would not be entrusted with long-term keys. If the SPC is not trustworthy, then the H-SLC does not have to revoke the key at the SET.

There are no new requirements on the UICC.

There are no new cryptographic procedures to specify.

The disadvantages of this option:

The daily connection to the H-SLC incurs some overhead, although this is probably not a significant amount of communication.

Options 2a and 2b: One Single Long term Key per Suite
One option that could be considered is sending a long-term key from the SLC to the SET UICC over the established TLS session between the SLC and SET. 
Note that any data sent over the TLS session is visible to the SET handset, so long-term keys cannot be sent to the SET UICC using TLS encryption only. This means that the SET must now perform at least some key generation in the UICC. The long-term key cannot simply be passed to the SET handset since the SET handset could abuse this long-term key.  
Option 2a. TLS handshake still in SET Handset

The TLS session could be used to send a nonce to the UICC for generating a long-term key for the TLS session inside the UICC. The corresponding key would be distributed to the SPC. The SET and SPC could generate a short-to-medium-term key from the long-term key using some dedicated key generation method. 

An example call flow is shown in Figure 5 (assume there is an existing TLS connection between SLC and SET handset.:

55. The H-SLC sends SPC-SET Nonce to the SET handset, which then passes the nonce onto the SET UICC. Note that the TLS session ensures that either the SPC-SET nonce is freshly generated by the H-SLC, or the SET handset currently containing the UICC (or H-SLC) are malicious. As noted in Section 6.2.3, if the H-SLC or SET handset currently containing the UICC are malicious, then the compromise is considered acceptable. Consequently, we can assume that the SPC-SET nonce is fresh.

56. The SET UICC generates SPC-SET key by hashing PSK_SPC_Key with SPC-SET Nonce.

57. The H-SLC also generates SPC-SET key by hashing PSK_SPC_Key with SPC-SET Nonce, and sends the SPC-SET key to the SPC. (Step 3 could alternatively be performed prior to Step 1).
58. When the SET wishes to establish a secure connection, the SET UICC and SPC exchange key generation nonces [Editor’s note could this be incorporated into parts of the TLS-PSK exchange?]
59. The SET UICC and SPC generate a fresh PSK from SPC-SET key and key generation nonces. The SET UICC passes the fresh PSK to the SET handset. 

60. The SET handset and SPC complete a TLS-PSK handshake using the fresh PSK to compute ciphering and integrity keys.

61. The SET handset and SPC communicate using the ciphering and integrity keys.


[image: image5]
Figure 5 Option 2a: establishing a long-term key between the SET UICC and SPC, with dedicated key derivation in UICC and TLS handshake performed in SET handset.

There are many pit-falls to be avoided in such key generation: [Editor’s note: I haven’t tried thinking through the issues yet!!]. What should be obvious to the reader is: this is looking quite complex!!!!
Option 2b. TLS Handshake in UICC

An alternative is to perform the entire TLS-PSK handshake within the UICC. Of option 2a and Option 2b, this is probably the safest because TLS-PSK has received significant review and there is less likelihood of introducing weaknesses. (Note: This is the method used in the 3GPP2 LCS standards.) 

An example call flow is shown in Figure 6 (assume there is an existing TLS connection between SLC and SET handset):

62. The H-SLC sends SPC-SET Nonce to the SET handset, which then passes the nonce onto the SET UICC. As with Option 2a, we can assume that the SPC-SET nonce is freshly generated by the H-SLC.
63. The SET UICC generates SPC-SET key by hashing PSK_SPC_Key with SPC-SET Nonce.

64. The H-SLC also generates SPC-SET key by hashing PSK_SPC_Key with SPC-SET Nonce, and sends the SPC-SET key to the SPC. (Step 3 could alternatively be performed prior to Step 1).
65. When the SET wishes to establish a secure connection, the SET UICC and SPC complete a TLS-PSK handshake using the fresh PSK to compute ciphering and integrity keys. The SET UICC passes the cipher and integrity keys to the seT Handset.

66. The SET handset and SPC communicate using the ciphering and integrity keys.


[image: image6]
Figure 6 Option 2b: Establishing a long-term key between the SET UICC and SPC, and performing entire TLS handshake in SET on SET UICC.

The benefits of option 2a and 2b:

Only requires a single key distribution session with the H-SLC.

The disadvantages of Options 2a and 2b:

There are new requirements on the UICC.

There are new cryptographic procedures to specify.

Summary for Triggered Non-Proxy Suites
Option 1 (Frequent Key updates) currently appears to be the best solution.

Appendix A: Acceptable Compromise
TBD
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�Priority of Emergency and Non-Emergency seems a better parameter description.


�SLP-Mode is the SUPL specification terminology (was Communication Type)


�In Section � REF _Ref159744593 \r \h ��6.2.4� we note that such attacks are considered acceptable if either (a) the SET handset is alive and currently contains the UICC or (b) the SET handset was the last alive SET handset to contain the UICC and the UICC was in the SET handset less than 24 hours previous to the stolen service.
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